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Figure 1 - Thesis outline
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Figure 2.1 - The recurring phase model of team performance by Marks et al. (2001)

There is a clear fit between the temporal framework of team performance and the way in
which on-scene command teams in the Dutch incident command system work. On-scene
command teams meet regularly in team meetings in which the overall emergency response
is discussed. The teams than disband to perform specific emergency management tasks in
the field. Meetings can be perceived as transition phases while fieldwork constitutes action.
The processes used by on-scene command teams are partially different from the taxonomy
of processes presented by Marks and her colleagues. To derive at a conceptual framework to
understand on-scene command team performance, we have to include different processes.
Before turning to these specific emergency management processes, the assessment of
performance in the broader team literature is briefly presented.

Conceptualizing team performance: processes, outcomes, and composites

Team performance is often difficult to assess. The question what team performance actually
means is frequently addressed in the team performance literature (Mathieu et al., 2008).
Team performance is generally presented as a multidimensional concept and most
researchers agree that assessing performance on a single dimension is a strong
simplification of the multifaceted nature of teamwork. However, the choice for dimensions
to assess team performance varies significantly between studies. Piza, Mart nez, and
Martinez (2008) reviewed the literature and found three common dimensions:
performance, attitudinal, and behavioral outcomes (see also: Cohen & Bailey, 1997).
Mathieu et al. (2008) found a slightly different classification and differentiate between
organizational level performance, team performance behaviors and outcomes, and role-
based performance (Mathieu et al., 2008). The difference between team behavior and
outcomes in this approach is that behavior refers to processes like learning, planning, and
cognitive processing while outcomes concern rated performance, either by supervisors,
instructors or team members. Although team processes can be included in team
performance metrics, it is important to keep a conceptual distinction between process and
outcome because how a team functions (process) is different from what it achieves
(results) (Kaiser, Hogan, and Craig, 2008, p. 98). Consensus has grown that multiple
dimensions must be included for a comprehensive assessment of team performance. These
so-called performance composites may well be excellent indicators of overall team
effectiveness as compared to those that only assess one aspect of performance (Mathieu et
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transition (meetings of on-scene command teams) and phases of action (emergency
response in the field). The objectives of on-scene command team meetings and emergency
response in the field are also similar to processes associated with transition and action
phases in the framework of Marks and her colleagues. On-scene command team meetings
are about transition processes like reflecting on progress and deciding on subsequent
objectives. Emergency response in the field is about the initiation and execution of mono-
and multidisciplinary emergency response tasks. The recurring phase model of team
performance can be applied to operational emergency response without significant
alterations of the model (see figure 2.2). Transition phases are replaced with on-scene
command team meetings and actions phases are replaced with emergency response in the
field. All other parts of the model remain the same.

Figure 2.2 - A recurring phase model of operational emergency management

Responding fast and maintaining oversight: a coordination paradox
The centralization paradox encountered in crisis management and normal accident theory
describes the tension between a comprehensive, system-wide emergency response and fast
response at the operational level. A centralization paradox is also present in operational
emergency management. On-scene command teams are a form of centralization in the
operational response to emergencies. On-scene command team meetings are used to keep
an overview of the situation and the response and to make sure that the emergency
response runs as effectively as possible. The actual response takes place in the field by
emergency response organizations that individually or collaboratively perform emergency
response tasks. The initiation of response tasks in the field needs to be done immediately to
create an effective response. The simultaneous need for immediate emergency coordination
in the field and oversight and control through on-scene command team meetings forms a
tension in operational emergency response.

Emergencies are hectic events and a multi-actor response under hectic conditions
requires a clear structure for coordination. As stated by Marcum, Bevc, and Butts (2012)
failure to establish ad hoc control structures under such conditions can lead to conflict
between organizations (e.g. due to task interference), failure to complete critical objectives
(e.g., due to vital tasks being overlooked or unassigned), inefficiency (e.g. due to repeated
performance of the same tasks by multiple actors), or other problems (e.g., underutilization
of available personnel) (p. 519). The organization of operational emergency response
generally involves a central structure for coordination. Central meetings make that all
actors have the same information, that all actors are involved in the decision-making
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Outcome performance of operational emergency management turns around the question
whether the right tasks have been executed in the right way or order. High outcome
performance means that operational emergency management is effective and efficient
many emergency response tasks are performed in little time. Operational emergency
management performance is multilevel performance. The most elementary level is that of
individual emergency response tasks. It is possible to check for each relevant task whether
and when it has been initiated, executed, and successfully finished. The second level is that
of individual emergency response actors. Actors are responsible for multiple tasks, both
monodisciplinary and multidisciplinary. To assess actor performance it is necessary to
accumulate the performance of the different emergency response tasks in which an actor is
involved. The third level is that of the entire operational emergency response organization
or the on-scene command team. On-scene command teams are responsible for all
emergency response tasks. Assessing on-scene command team performance therefore
necessitates the accumulation of performance of all emergency response tasks that are
relevant in the response to an emergency. The three levels of operational emergency
management performance are shown in figure 2.3.

Processes and actor

Since this research is aimed at the effectiveness of different aspects of emergency
management, outcome assessment forms the primary indicator of performance. However,
focusing on outcomes alone without paying attention to the processes through which
outcomes are achieved provides a narrow view of operational emergency management
performance. It is therefore desirable to include aspects of the emergency response process
in the performance assessment as well. There are few formal criteria to assess the processes
in operational emergency response. There are no formal templates for the collection of
information, decision-making, or the handling of differences of opinion. Ideally, on-scene
command teams must always reach consensus and agree on a response strategy.

Figure 2.3 - Multilevel emergency management task performance
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The lack of formal templates for operational emergency management processes makes it
difficult to assess process performance systematically. It is therefore necessary to adopt an
open and inductive approach to assess the extent in which emergency response actors are
satisfied with the response. As a result of how emergency management processes have
evolved, actors can feel involved in the emergency management process or feel neglected or
rejected. This aspect of operational emergency management (process) performance can be
assessed through the subjective experience of the actors involved. Their satisfaction with the
emergency management processes is part of operational emergency management
performance as well.

2.4.4 The analytical framework

The previous sections describe how operational emergency management consists of two
alternating phases, what emergency management processes determine operational
emergency management performance, and how we conceive of emergency management
performance. We conclude this section by integrating these pieces into an analytical
framework for our research. Our analytical framework of operational emergency
management is shown in figure 2.4. The framework consists of two alternating phases:
emergency response in the field and emergency response during on-scene command team
meetings. The outputs of the previous phase form the inputs of the subsequent phase. Each
phase holds two emergency management processes from our taxonomy. Situational
awareness and emergent coordination are key to effective emergency response in the field.
Collective sensemaking and emergency decision-making enable effective emergency
response in on-scene command team meetings. Operational emergency management
performance consists of task performance and process performance.

Figure 2.4 - Our analytical framework for operational emergency management performance

2.5  The analytical framework and emergency management in the
Netherlands

Operational coordination of emergency response is done by on-scene command teams (in
Dutch: Commando Plaats Incident (CoPl)) in the Dutch incident command system. The
Dutch incident command system is partially regulated by law through the Safety Regions
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Figure 3.2 - Two police officers in front of the virtual Figure 3.3 — An on-scene command team leader
reality environment of the Westerschelde Tunnel explains the emergency situation to his team

A I - —_ LY -
Figure 3.4 - Commanders from different disciplines Figure 3.5 - An on-scene command team leader
take part in a field meeting prepares for a team meeting

Exercise staff, participants, and schedule

Virtual reality exercises are managed by a team of facilitators that is headed by a lead
facilitator. The lead facilitator acts as a host during the exercises, briefs the team of
facilitators, and keeps the overview during the exercises. The lead facilitator is supported by
the technical facilitator who manages the virtual environment. The technical facilitator
creates and loads an exercise scenario in the virtual environment, makes adjustments in the
environment when the exercise proceeds or if requested by a participant, and responds to
technical when these are encountered during an exercise. Besides the lead facilitator and the
technical facilitator, the team of facilitators consists of members from the emergency
response disciplines involved in an exercise. Often, the participants of a morning exercise
acted as facilitators in an afternoon exercise, and vice versa. Where the lead facilitator is
concerned with the multidisciplinary part of the exercise, his team of facilitators deals with
monodisciplinary aspects and provides counter play to the individual disciplines. To
coordinate the facilitation of the exercise, the team of facilitators is briefed before the
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during the Westerschelde Tunnel hazardous materials scenario, the response tasks are linked
to specific stages of the emergency response.

Initial tasks are tasks that can be initiated right from the beginning of the scenario.
Intermediate tasks can be initiated when initial tasks are running or have finished and can
be finished before the scenario ends. And final tasks are tasks that take place at the end of a
scenario. All three types of tasks can be either monodisciplinary or multidisciplinary. At
what moment of the response to an emergency a task can be performed is largely dependent
on interdependencies between different tasks. Initial tasks can regularly start independently
from other tasks. Intermediate tasks can often only start when initial tasks are taking place
or have been completed. And final tasks are generally dependent upon the successful
completion of initial and intermediate tasks.

Initial emergency Interim emergency Final emergency
response tasks response tasks response tasks

hazardous materials investigations ecovery operations

e e
assistance S EA

Traffic management

Shelter

Registration

Figure 3.6 - Interdependencies between emergency response tasks in the Westerschelde Tunnel hazardous
materials scenario

The initial tasks in the Westerschelde Tunnel hazardous materials scenario can all start
independently. Firefighting and containing hazardous materials, rescue and technical
assistance and traffic management can start right from the beginning of the emergency
response. Measuring is likely to start a little later as it is dependent upon the arrival of the
advisor on hazardous materials. The same counts for evacuation and shelter that are
managed by the municipal officer that generally arrives later than the emergency services.

The intermediate tasks criminal and forensic investigation and medical care are dependent
upon initial tasks. Investigation depends on the containment of hazardous materials and
medical care on rescue. Escorting and medical care are dependent on rescue and on each
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The initial tasks in the Westerschelde Tunnel evacuation scenario can be started
independently from other tasks. Although the rescue of the person trapped in a vehicle has
to wait for the fire to be extinguished, the rescue of non-trapped persons takes place right
from the start of the scenario. The intermediate tasks are all dependent upon other tasks.
Measuring starts after the fire has been extinguished. Registration is dependent upon
evacuation and is likely to take place at the shelter location. Medical care is dependent upon
rescue as the medical emergency services are initially not allowed to enter the accident
tunnel. After triage, the victims are either send to local hospitals or handed over the
municipality for transport to the shelter location. The escorting task by definition takes
place in parallel with the medical care and is likely to last as long as the recovery operations
require. The final tasks are dependent upon many of the earlier tasks. Forensic investigation
is dependent on firefighting and measuring. Medical care has no effect on the investigation
tasks as the two tasks can take place simultaneously. Recovery operations can only start
when the fire is extinguished, victims are rescued, treated or evacuated, and forensic
research is finished. However, as recovery operations require damage assessment and the
arrival of large salvage equipment, the task can start before the actual salvage work at the
accident location is done. The interdependencies between the different emergency response
tasks are shown in figure 3.7.

Initial emergency Interim emergency Final emergency
response tasks response tasks response tasks

Firefighting and containing : :

Rescue and technical Criminal / forensic
assistance Il G investigations

Shelter

Figure 3.7 - Interdependencies between emergency response tasks in the Westerschelde Tunnel evacuation
scenario

Considering the Westerschelde Tunnel evacuation scenario description and the analysis of
actors and tasks involved, it is possible to point out moments in the response that
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but the outcomes affect many other tasks. The need for escorting is dependent upon the
traffic management measures and the outcomes of measuring. Traffic management is
dependent upon measurements and the instructions of the hazardous materials advisor.
The larger the no-go area, the more extensive the traffic management measures and the
larger the need to guide ambulances trough the heavy traffic. Warning and alarming the
public and evacuation are dependent upon measuring as well. The tasks become more or
less extensive depending on the advice of the fire services. Registration is dependent upon
rescue and shelter and lasts until the last passengers have been located. The final tasks
include environmental care and criminal and forensic investigation. Environmental care is
dependent on firefighting and the measurements of the advisor on hazardous materials.
The sunken ship needs to be removed and contamination of the water needs to be limited.
The fire services are likely to start these tasks as soon as the sinking of the ship becomes
inevitable. The sinking of the ship has consequences for the criminal and forensic
investigations, since these become more difficult. The preservation of possible evidence is
an aspect that the police can point at during the later stages of the exercise. Besides creating
awareness of the importance of the investigations, the investigation itself is an independent
and monodisciplinary task of the police. The interdependencies between the emergency
response tasks in the urban hazardous materials scenario are shown in figure 3.8.

Initial emergency Interim emergency Final emergency
response tasks response tasks response tasks

Firefighting and containing

hazardous materials Measuring Environmental care

Rescue and technical Escortin Criminal / forensic
assistance Ing investigations

Medical care Traffic management

Shelter Evacuation

Registration

Figure 3.8 - Interdependencies between emergency response tasks in the urban hazardous materials scenario

Given the contents of the urban hazardous materials scenario, there are a few aspects

emergency response roles that seem especially interesting. A first interesting set of actors to

focus on are the fire services officer and the advisor on hazardous materials. The role of

these two actors is crucial for the entire response organization and their position potentially
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Initial emergency
response tasks

Firefighting and containing
hazardous materials

Rescue and technical

Interim emergency
response tasks

Firefighting and containing
hazardous materials

Rescue and technical

Final emergency
response tasks

Criminal / forensic
investigations

Undertaking

assistance assistance

Medical care

Escorting
Traffic management

Registration

Shelter

Figure 3.9 - Interdependencies between emergency response tasks in the port carbon monoxide scenario

A central role in the scenario is allocated to the fire services officer. The fire services
coordinate the rescue operations and have to inform other services about carbon monoxide
levels. A central and active role of the fire service officer seems therefore crucial for an
effective emergency response. The task of rescuing and taking care of victims are the most
comprehensive task in the emergency response. As these tasks are managed by various
actors, the formation of a cluster around these specific tasks seems crucial for an effective
response. Moreover, because the accurate registration of victims requires intensive
information exchange, elaborate interaction between the actors involved is likely to be a
prerequisite for emergency management performance.

3.6 Conclusion

We set out to explain how the important factors in the process of emergency response and
emergency management performance can be studied during virtual reality exercises. Virtual
reality environments provide a detailed and realistic setting for simulating emergency
scenarios. Virtual reality exercises provide an opportunity for research because they allow
researchers to observe emergency responders in action from a close distance and to
repetitively study identical emergency scenarios. Because virtual reality technology makes it
possible to develop exercise scenarios without the restriction of real-world settings, it allows
exercise developers to include many interdependent and multidisciplinary response tasks
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a given exercise. The setup of a radar chart is shown in figure 4. The diagram has an
emergency response task on each axis and the scores of a fictitious team are shown as an
example.

Emergency response
task 1

Emergency response
task 10

Emergency response
task 2

Emergency response
task 9

Emergency response
task 3

== Team X

Emergency response
task 8

Emergency response
task 4

Emergency response
task 7

Emergency response
task 5

Emergency response
task 6

Figure 4 - Emergency management task scores radar chart

Emergency management task scores can only be compared for the same tasks in the same
exercise scenarios or after normalization. The final, overall score that can be obtained for an
emergency response task depends on the characteristics of the task and specifics of the
emergency scenario. When an exercise scenario involves fire, for example, the criminal and
forensic investigations task can only start when firefighting has been finished. The
maximum score of criminal and forensic investigation is therefore not 12 but lower,
depending on the moment in the exercise scenario when the criminal or forensic
investigation task can start. These differences, and the fact that some emergency
management tasks are more complex than others, make that the performance scores of
different emergency response tasks cannot be compared. A comparison can only be made
between similar processes that take place in similar or comparable scenarios. The
performance scores are therefore only used to compare similar emergency response actors
that participate in the same exercise scenario. Comparison between performance scores is
enabled by normalizing the performance scores for the range of comparable actors that
took place in the same exercise scenario. In this way, the performance is not judged in an
absolute sense, but relative to other actors that took part in the same exercise scenario.
Emergency management task scores make it possible to generate a multilevel
performance assessment. Operational emergency management performance is assessed on
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Fire fighting and containing
hazardous materials

. Rescue and technical
Recovery operations

assistance
Shelter Measuring
=T eam one
=@=Team two
=e=Toam three
w=Team four
Evacuation Medical care - somatic T oam five
Team six
Registration Criminal / forensic research

Escorting

Traffic management

Figure 5.1 — Task performance in the Westerschelde Tunnel hazardous materials scenario

Figure 5.3 — Task performance in the urban hazardous materials scenario
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Figure 5.2 - Task performance in the Westerschelde Tunnel evacuation scenario

Figure 5.4 - Task performance in the port carbon monoxide scenario




























































































































































































































































































































































































































































































































































Samenvatting (Summary in Dutch)

De veerkracht van vitale infrastructuur

Het nationale, economische en ecologische welzijn van ge ndustrialiseerde landen is
afhankelijk van betrouwbaar functionerende infrastructuur. Om die reden wordt er
gesproken over vitale infrastructuur. De betrouwbaarheid van vitale infrastructuur is in het
geding door toenemende technologische en organisatorische complexiteit. Integratie van
ICT componenten in infrastructuren, afhankelijkheden tussen infrastructuren, en de
verdeling van ontwerp, beheer, en onderhoud over vele partijen maken vitale
infrastructuren complexer. Het betrouwbaar functioneren van vitale infrastructuur kan
enkel in stand worden gehouden wanneer het vermogen om met deze toenemende
complexiteit om te gaan gelijke tred houdt. Dit vermogen is niet alleen een kwestie van
uitvoerig risico management. Gezien de toenemende complexiteit is de effectiviteit van het
anticiperen op risicos en het voorkomen van incidenten beperkt. Om in complexe
systemen risico s te beheersen is vooral ook veerkracht nodig, het vermogen om incidenten
op te vangen en het systeem zo nodig snel te herstellen.

Veerkracht (resilience) is een populair concept. Het vermogen om snel te herstellen
na verstoringen is een wenselijke eigenschap die veel toepassingen kent, van organisaties en
lokale gemeenschappen tot steden en landen. Wat veerkracht precies inhoud, wat er moet
gebeuren om snel te herstellen, is in veel gevallen nog onduidelijk. Deze studie richt zich op
de veerkracht van vitale infrastructuur. Door toenemende complexiteit kent de respons op
incidenten die infrastructuur verstoren (denk aan grote ongevallen, defecten, of
moedwillige verstoringen) steeds meer aspecten. Het aantal doelstellingen neemt toe, het
aantal taken dat moet worden uitgevoerd neemt toe, en daardoor neemt ook de noodzaak
om de respons te co rdineren toe. Effectieve incidentbestrijding is een kwestie van het
effici°nt en snel uitvoeren van een veelheid aan taken en het behalen van een veelheid aan
doelstellingen. In de context van steeds complexere incidenten en een toenemende druk om
infrastructuur te herstellen, stellen wij de vraag wat veerkrachtige infrastructuur is. Wat is
er nodig om incidenten snel en effici°nt te bestrijden en vitale infrastructuur te herstellen na
verstoringen? Kunnen we vaste patronen of een verzameling van gebeurtenissen en
handelingen onderscheiden die aangeven wat veerkrachtige infrastructuur is?

Het doel van dit onderzoek is om het concept veerkracht van vitale infrastructuur
nader in te vullen. We doen dit om drie redenen. Ten eerste is het nodig een concrete
invulling van de veerkracht van vitale infrastructuur te ontwikkelen om de discussie over
veerkracht inhoud te geven en het concept van betekenis te voorzien. Ten tweede is het
nodig de effecten van toenemende complexiteit op het vermogen om incidenten te
bestrijden en met verstoringen om te gaan beter te begrijpen. Veel van wat we weten over
effectieve incidentbestrijding houdt weinig rekening met de snel toenemende
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