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ABSTRACT
Governments and publicly-funded research institutions increasingly open up data collected and created through research. One
way to share and use data obtained through research is through
Virtual Research Environments (VREs). Insights obtained through
open data use in VREs can subsequently provide input for policy
making. However, this process involves many privacy, security
and trust issues both for VRE developers and for end-users. We
still know very little about what strategies can be used to handle
these security, privacy and trust issues. This 1,5 hour interactive
workshop aims to discuss and refine strategies for handling privacy,
security and trust issues of VREs and their users as developed in the
European VRE4EIC project. The workshop will facilitate open discussions making use of the interactive Mentimeter tool to involve
all participants in the sharing of practices and in sharing feedback
on the strategies.
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INTRODUCTION

Governments and publicly-funded research institutions increasingly open up data collected and created through research [9]. The
use of this data has advantages such as the creation of new data
combinations leading to new datasets, information and knowledge
[3, 6, 10];the better replication of research and the avoidance of
unnecessary repetition of research [1, 4, 7];and permitting in depth
public scrutiny of data [8].
One way to share and use data obtained through research is
through Virtual Research Environments (VREs). VREs provide the
necessary tools for searching, accessing and integrating data and
software for different workflows in research activities [10]. Moreover, VREs provide facilities for collaborations among scientists,
and enable the creation of new insights through data analysis and
combinations [2, 5, 10].
Insights obtained through the use of open data in VREs may
subsequently be used for public policy making to solve societal
issues [11]. This is especially true when data from multiple disciplines is combined [2]. However, this process involves many privacy,
security and trust issues. For example, it is unclear how trust of
policy-makers in the results of open data use through VREs can be
enhanced, or which privacy enhancement mechanisms can improve
data sharing through VREs, both from a technical and a governance
perspective. We still know very little about what strategies can be
used to handle these security, privacy and trust issues.
This 1,5 hour interactive workshop aims to discuss and refine
strategies for handling privacy, security and trust issues of VREs
and their users as developed in the European VRE4EIC project. The
VRE4EIC project (A Europe-wide Interoperable Virtual Research
Environment to Empower Multidisciplinary Research Communities
and Accelerate Innovation and Collaboration - see www.vre4eic.eu)
develops a reference architecture and prototypes to be used for
future VREs including building blocks that can be used to improve
existing VREs.
The workshop is relevant for participants of the Dg.o conference,
since it focuses on topics that are key to this conference, including
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Table 1: Workshop Program

Session
Introduction of
VRE and Privacy
related issues

Duration Theme
15 min
- Virtual Research Environments
(VREs) as a supporting system
for data driven approaches, and
subsequently to improve policy
making
- Privacy issues
Introduction
15 min
- Objectives
to
an
inno- Outcomes
- Demonstration
vative
VRE
project (H2020
VRE4EIC)
Demonstration
15 min
- Accountable and transparent access and use of open research
of the VRE4EIC
data
system
and
privacy
enhancement
mechanisms
Presentation of 15 min
- A conceptual model of decision
privacy,
secusupport for weighing the potenrity and trust
tial risks and Benefits of opening
strategies
data
Discussion and 25 min
- Open discussions
- Sharing of practices and feedfeedback
back
Closing
5 min
- Highlights of contributions
- Follow-up
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PROGRAM OVERVIEW

The workshop will consist of presentations, demonstrations and
discussions, supported by the interactive discussion tool called
’Mentimeter’ (https://www.mentimeter.com/). The detailed program is described in Table 1.
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WORKSHOP ORGANIZERS
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