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‘Data sovereignty’ or ‘Data colonialism’? Exploring the
Chinese involvement in Africa’s ICTs: a document review on
Kenya
Stefano Calzati

Department of Urbanism, TU Delft, Netherlands

ABSTRACT
Information and Communication Technologies (ICTs) have become
a crucial sector of China–Africa relations. As scholars have noted,
Africa’s 4th Industrial Revolution (4IR) risks transforming into a
new ‘scramble’ with foreign actors harnessing Africa’s data. The
present article explores this issue at a discursive level, i.e. delving
into policies, bilateral agreements, and laws. The focus is
specifically on Kenya in that it is one of the most developed ICT
markets in Africa and it is here that the Chinese tech giant
Huawei began its investments in 1998. Via a document review,
the article provides a preliminary discursive assessment of the
extent to which Kenyan actors are effectively (dis)empowered
with regard to their own 4IR. The analysis shows that both pan-
African and bilateral agreements remain at a high level of
abstraction: while this is the typical Chinese way of framing
discourses on technological innovation, it also leaves room for
political manoeuvring and potential forms of data colonialism.
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1. Introduction

This article is framed within the broad and multi-layered issue of China–sub-Sahara Africa
(SSA) relations in the context of Information and Communication Technologies (ICTs).
Today, many ICT companies operating in SSA are foreigners and some scholars have
denounced the lack of African agency in matter of tech- and data-related policies, invest-
ments and socio-economic benefits (Mohan and Lampert 2013; Mutsvairo and Ragnedda
2019; Taylor and Broeders 2015). Beyond these warnings, little research has been con-
ducted on how the relations binding China and ICT Chinese companies to African auth-
orities and ICT actors are discursively framed, with particular regard to the lifecycle of data,
i.e. the collection, storage, access, use, and distribution of data.

Following the work of Friederici, Ojanperä, and Graham (2017) methodologically, this
article provides a critical review of the documents – i.e. agreements, policies, laws – sur-
rounding and regulating China–Kenya cooperation in ICTs. The article focuses specifically
on Kenya because it is here that the main Chinese private ICT company – Huawei – antici-
pating Western actors, launched its investments in Africa in 1998.
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Through the lenses of the concepts of ‘data colonialism’ (Couldry and Mejias 2019;
Calzati 2021) and ‘data sovereignty’ (Hummel et al. 2021; Kushwaha, Roguski, and
Watson 2020), the document analysis aims to bring to light how the ‘data knowledge’
on the lifecycle of data is distributed across the network of identified Chinese and
Kenyan actors. This is propaedeutic to highlighting the emergence of a ‘data divide’,
characterised as the (potential) unevenness affecting the data knowledge distribution
among the actors. The analysis provides a preliminary discursive assessment of the
extent to which China is effectively involved in a new (data-related) scramble for Africa,
or whether it is fostering a sovereign-based cooperation with African actors.

The article is structured as follows. Section 2 accounts for the rise of SSA as an ICT pole,
mainly due to the investmentsof foreignactors; section3 introduces the conceptsofdata colo-
nialism and data sovereignty, and pinpoints literature on Asian-specific discursive and rhetori-
cal strategies; section 4 is dedicated to unpacking the method of the analysis, presenting the
actors anddocuments surveyed; section5analyses themainpan-Africandocument, that is, the
Forum on China Africa Cooperation (FOCAC); section 6 delves into bilateral China–Kenya
agreements, involving both public and private actors; section 6 offers a comparative analysis
between Kenya’s Data Protection Act (DPA) and other similar laws in the European Union,
South Africa and China; in section 7 some conclusion and further research lines are outlined.

2. The boom of ICTs in SSA and China’s role

According to recent statistics on connectivity and digital growth (We Are Social 2019),
Africa is currently the continent with the strongest annual digital growth worldwide:
+5.2% in mobile subscriptions and +8.7% in Internet users between 2018 and 2019.

In this scenario, Chinese ICT-related investments in SSA have become pervasive
(Oreglia 2012) spanning all regions: eastern (e.g. Kenya, Ethiopia, Zimbabwe), western
(e.g. Ghana and Nigeria), central (e.g. Cameroon), and southern (mainly in South Africa).
These investments, often in the form of financial loans, focused first on the building of
infrastructure (backbone and end-mile cabling) and, over the last decade, shifting
towards knowledge transfer, cloud computing, artificial intelligence (AI) solutions, and
smart city projects. On the other hand, after a gradual increase since early 2000s, from
2015 onwards the United States has reduced its foreign direct investment (FDI) in SSA
(Statista 2018). Only in 2019 did Trump’s administration declare that the United States
International Development Finance Corporation (DFC) would put forward a US$60
billion investment plan in Africa, with the precise intention of ‘providing a robust alterna-
tive to the Chinese debt-heavy model that can leave developing countries worse off.’1

Differently from Western powers, China has been said to exert a ‘soft power’ on Africa,
by promoting investments ‘with no strings attached’ (Gagliardone 2019). This means that
China is committed to developing African infrastructure and services by fostering agree-
ments that do keep African parties in business and involve local authorities and work-
forces, tailoring investments to their needs. While the extent to which China’s and
Chinese companies’ commitment to fostering solid ICT markets in SSA is also empowering
African actors and not simply indebting them is still being debated, the idea of a hom-
ogenising ‘soft power’ exerted by China on Africa nonetheless calls for contextualisation.

In fact, such a label can hardly account for the variety and complexity of Chinese invest-
ments on the continent. It would be too simplistic to consider Chinese companies as the
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longa manus of the Chinese government in Africa, insofar as the diverse, multi-layered
initiatives put forth by Chinese actors –diplomats, private companies, state-led companies,
trade intermediaries, etc. – frequently follow mutually competing agendas. Existing litera-
ture (Xu 2014) shows that China’s Ministry of Commerce and China’s Ministry of Foreign
Affairs tend to have different approaches to their foreign partners, often leading to con-
trasts between how they function. In this regard, according to Li (2008), the paradigm
has shifted from ‘economy serving diplomacy’ to ‘diplomacy serving economy’.

In the words of Gu et al. (2016, 25) ‘this [diplomacy] has two aspects: multilateral (pan-
African) and bilateral (state-to-state) diplomacy. The former is driven through the FOCAC
framework, a dialog and institutionalised process for cooperation established in 2000. The
latter is driven by extensive tours of African states by Chinese state and party officials and
bilateral cooperation agreements.’ Most interestingly, in the 2015–2018 plan which fol-
lowed the 6th Forum on FOCAC, it was announced the strategic decision to turn the
Forum on China–Africa Media cooperation into an official sub-forum of FOCAC. This
shift highlights the extent to which both China and African countries consider ICTs as a
crucial sector of their mutual cooperation.

At the same time, beyond this pan-Africa framework, China is increasingly committed
to fostering bilateral agreements with individual African states. The goal is to adapt to
each context without imposing an agenda, but rather seeking a convergence between
China’s own interests and those of local actors. On this point, Gagliardone (2019, 56)
claims that ‘a continental overview of China’s engagement (…) corroborates the
impression that China is not trying to impose a blueprint (…) Rather, [it] has produced
specific and individual responses in different African countries.’

This means that China–SSA relations in the ICTs are multi-layered and call for contex-
tualisation – here the focus is on Kenya and the role of the Chinese tech giant, Huawei – as
well as for a critical unpacking of their discursive framing. This is the first necessary step
towards a cognisant assessment of the extent to which agreements between China (and
Huawei) and Kenya in the matter of tech innovation can be said to empower all actors
involved – especially Kenyan actors and citizens – or rather tend to (re)produce power
asymmetries within a South-South geopolitical context. In other words, at stake is
Kenya’s data sovereignty over its own 4IR.

2.1. The role of Huawei in Kenya

China’s presence in Kenya’s ICT sector has become crucial over the last two decades
(Oreglia 2012; Gagliardone 2019). Here, Huawei – the major Chinese private ICT
company – provides both backbone and last mile solutions (Oreglia 2012). Indeed, it
was in Kenya that Huawei began its African investments in 1998, anticipating the
advent of other American and European actors. At present, Huawei is in charge of the
phase two of the National Optic Fibre Backbone Infrastructure (NOFBI): the project is
expected to link all 47 counties by implementing an extra 1600 km of fibre. Beyond
that, Huawei has gradually expanded its investments in the country, encompassing not
only infrastructure and products but also corporate social responsibility (CSR) projects.
Among these, the company is committed to promoting knowledge transfer through its
ICT academy programmes. The long-lasting and diversified presence of Huawei in
Kenya, and its partnership with the strong local subsidiary Safaricom, has given the
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Chinese company an edge over competitors such as Airtel Networks Kenya (owned by
Indian Bharti Airtel) and Telkom Kenya (owned by Orange France).

As King (2013) notes, these CSR initiatives are framed within a logic that moves beyond
economy and comes to encompass the cultural sphere of mutual understanding between
China and Kenya. However, the impact of that training on Kenyans, as well as the effective
(social) return Huawei gets from such initiatives, remain to be seen. This lack of certainty is
reflected in the fact that not only are managerial roles in Chinese ICT companies in Kenya
still heavily occupied by Chinese people (Makundi, Huyse, and Develtere 2016), but the
knowledge transfer that such training provides is debatable, depending on the companies
involved and the countries studied (Agbebi 2018; Musyimi, Malechwanzi, and Luo 2018).

3. Unpacking data sovereignty and its underpinning epistemologies

3.1. (Cyber) power relations

The genealogy of China–Africa relations in the ICTs can be dated back to the 1970s, on the
wave of third-worldism’s commercial and political partnerships between so-called ‘non-
aligned’ countries.

Today, the scenario has radically changed. With the consolidation of global trade and ICT
infrastructure, it has becomes necessary not only to extend discussions on technological
and geopolitical power relations to ‘subalterns’ – especially in the context of South-South
relations – but also to rethink these same discussions, shifting from an international to a
transnational perspective whereby the global mapping of power relations is accompanied
by a critical questioning of how these relations rework borders, sovereignty and coloniality.
As Wen (2021, 12) writes in his The Huawei’s Model ‘the development of the global economy
has been characterised by the transition towards transnationalized digital capitalism, within
which information and communications technologies have increasingly played a pivotal
role in restructuring the global capitalist system.’ This entails, in other words, undoing
dichotomies such as ‘global-local’, especially when it comes to issues of ‘data colonialism’
and ‘data sovereignty’. In this respect, Wasserman (2018, 448) correctly notes that at
stake is the assessment of the remaking of global power relations that ‘have prompted
different ways of thinking about categories such as the “South,” the “global,” the “local”
and the “transnational”.’ As Calzati (2021) points out, what we are witnessing is the emer-
gence of federated forms of technological globalisation – contested internally as much as
externally – in which the circulation of data, tech expertise, innovation, and policies can be
favoured as much as hindered by competing discourses, actors, and technologies belong-
ing to and traversing different networks of power at once.

Studies have shown the ‘misalignment’ between the Internet as a common infrastruc-
ture and the legitimacy of sovereign powers (Mueller 2019), as well as the shifting toward
a multipolar scenario (Winseck 2017) in Internet governance. The European Commission
(2020) has also acknowledged these concerns, warning against the ‘digital dependency
on non-European providers and the lack of a well-performing cloud infrastructure
respecting European norms and values.’ As Yu and Goodnight (2020, 13) note with
specific regard to China, ‘cast in light of the cybersphere, China’s so-called Intranet also
reveals entanglements with foreign capital, foreign technology, foreign markets, and
foreign labor.’ Hence, tech and data sovereignty (and their implied possibility for self-
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determination of countries and people) can be best regarded as macro-entangled dimen-
sions which, to begin with, contest and resist linear (agent-structure) readings. This is why
discursive and geopolitical approaches heralding competing visions of ICTs (e.g. multista-
keholderism vs. multilateralism, see Nonnecke 2016) might no longer be sufficient. It is in
this respect that Kushwaha, Roguski, and Watson (2020, 60) remark that, while the report
by the UN Expert Governmental Group2 affirms that ‘states have jurisdiction over the ICT
infrastructure located within their territory’, this ‘did not form a consensus view as to jur-
isdiction over data stored within that ICT infrastructure.’ This leaves the door open to
forms of disguised data expropriation, which demands contextual assessment.

3.2. Emerging discourses

As soon as SSA’s 4IR is explored through the lenses of geopolitical tech and data sover-
eignty, a new ‘scramble for Africa’ (Taylor 2013), aimed at controlling the deluge of
ICTs-derived data of the continent, becomes apparent. Of particular significance is the
lack of agency to which Africa, African institutions and African people are subjected,
when it comes to their own digital transformation. Studies show a colonially-tainted
asymmetry with developed countries (Mohan and Lampert 2013; Taylor and Broeders
2015), which relegates African countries and people to a subaltern role. This means
that Africa is often objectified, i.e. considered as a mere recipient of top-down ICT-
related investments and policies. Mutsvairo and Ragnedda (2019, 22) claim, on this
point, that: ‘we do not think policies should be drafted in Washington or Brussels’. Build-
ing on that, the present article explores how tech partnerships between China and
Chinese companies, on the one hand, and Kenya actors, on the other hand, are discur-
sively presented, while aware of the fact that language always embeds socio-political
and ideological salience (Fairclough 2003; Van Dijk 2008).

On this point, it is worth noting that a growing body of studies in socio-linguistics, with
a specific focus on the intercultural dimension of communication, shows that Asian
people tend to pay attention to contextual cues and the whole scenario, while Westerners
zoom in on the most relevant pieces of information in an analytical way (Masuda and
Nisbett 2001). Moreover, from the point of view of rhetoric, while Asians adopt circular
discursive strategies to gradually arrive to the point, Westerners unfold linear argumenta-
tive structures (Kaplan 1983).

For the present discussion, these ideas find support in how China has fostered its own
discourse on tech development and AI. For instance, the document “New Generation of
Artificial Intelligence Development Plan”3 is characterised by some precise economic
goals and more abstract conceptualisations of the social impact of these goals. As
researchers (Roberts et al. 2021, 72) have noted, the document is ‘limited to high-level
principles, lacking implementation’. Far from evidencing inaccuracy, this can be regarded
as a typical ‘Chinese way’ of framing policies and agreements, whereby high-level abstract
visions involving the whole of society are favoured over step-by-step linear narratives.

4. Method

While relations between China and SSA are usually presented to public opinion in the
form of peer-to-peer collaborations (King 2013), the unpacking of the power relations
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that traverse official documents, agreements, and laws in matter of ICT cooperation
remains uncharted. This article aims to remedy that situation by conducting a two-
layer – pan-African and state-level (i.e. Kenya) – document review. Based on exiting litera-
ture (Gu et al. 2016; Xu 2014), the following relevant actors are identified: China’s Ministry
of Foreign Affairs (MFA), China’s Ministry of Commerce (MOFCOM), Kenya’s Ministry of ICT
and Youth Affairs, Kenya’s Communication Authority (CA), Huawei and Safaricom (i.e.
Huawei’s subsidiary in Kenya). Lastly, the case of South Africa is brought into the discus-
sion for a comparison between this country’s law on data protection (Protection of Per-
sonal Information Act – POPI Act 2013),4 Kenya’s recent Data Protection Act (DPA
2019)5 – which is heavily inspired by Europe’s General Data Protection Regulation
(GDPR 2016)6 – and China’s Cybersecurity Law. This will allow a better understanding,
through and beyond discursivities, of the extent to which Kenyan actors are able to (re)ap-
propriate the data produced indigenously, or whether they are still mainly subjected to
foreign agency and data expropriation.

5. China-Pan African framework: the Forum on China–Africa cooperation

By delving into the analysis of the latest FOCAC document (for the years 2019–2021), it is
possible to see that this document does contain references to ICT- and tech-related syner-
gies. For example, the article 3.3.5 states that:

The two sides will, in recognition of the strategic and far-reaching impact of information and
communication technology (ICT) on economic and social development, enhance exchanges
and cooperation between competent authorities, share good practice in each other’s ICT
development, seize the opportunity presented by the digital economy.

The wording remains at a very general level. No specifications, for instance, are given
about what a ‘good practice’ in the ICTs consists of, or how the sharing of ‘each other’s
ICT development’ should be intended and concretely pursued. Something more can be
found in the subsequent article 3.3.6, dedicated to the ‘far reaching impact of ICTs’:

The two sides will actively explore and advance cooperation in the application of new tech-
nologies including cloud computing, big data, and the mobile Internet. China will support
African countries in building ‘smart cities’ and enhancing the role of ICT in safeguarding
public security, counter terrorism and fighting crime and work with the African side to
uphold information security.

Here, after a prelude that reaffirms the ‘cooperation’ between the two sides, it is clearly
stated that it is China that will take the lead in supporting African countries. Most inter-
esting is the mention of the sharing, among parties, of cloud computing technologies
(which will also return in other documents) and big data. The flourishing of cloud comput-
ing and its dislocation by private tech giants around the globe, is what really constitutes,
today, a new form of contemporary (data-related) colonialism. Sometimes – as we will see
in the next section – even governments and public services rely on private foreign data
centres, literally forfeiting their tech-dependent sovereignty to foreign private ICT compa-
nies. Against this backdrop, the level of discursive abstraction complied with is significant;
no further insight is provided regarding, for instance, where and for which purposes could
computing technologies will be implemented, or which data will be collected, stored and
circulated, how, and among whom.
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Overall, the FOCAC is meant to outline very broad guidelines along which sub-
sequent bilateral agreements can be based. Moreover, the document follows the
Chinese way of communication, reaming rather elusive on the realpolitik surrounding
these agreements. Hence, from the FOCAC document, it is difficult to assess concretely
the data knowledge distribution across the actors involved or any potential data divide
among them. At the same time, considering China’s long-lasting involvement in SSA’s
ICT markets, this discursive elusiveness – however culturally loaded – is hardly acciden-
tal and might come in handy for leaving the door open to interpretation and political
manoeuvring.

6. China–Kenya bilateral agreements

In this section, the review of the most important documents in matter of ICT cooperation
released over the last three years (September 2016–September 2019) by Chinese public
and private actors – the MFA, the MOFCOM, Huawei – and Kenyan public and private
actors – Ministry of ICT and Safaricom – are discussed, putting the stress on how the life-
cycle of data is discursively framed.

6.1. China’s ministry of foreign affairs and China’s ministry of commerce

Through the analysis of the press releases published on the website of the China’s MFA,
the technological cooperation between China and SSA emerges as a chiefly diplomatic
matter, without really digging into the specifics of the projects. A case in point is the
“Joint Communiqué of the Leaders Roundtable of the Belt and Road Forum for Inter-
national Cooperation” (16 May 2017).7 This document, which reflects the state of the
art about the development of the Belt and Road Initiative, resonates with the discursive
ethos of FOCAC’s document. In fact, both the objectives and the measures of cooperation
contained in the communiqué are described in very broad terms, without further substan-
tiation, time schedules, or implementation phases.

Differently, the press releases of China’s MOFCOM are more tech-focused. For instance,
in a document published on 11 May 2017 and titled “Harnessing the China–Africa ICT
Opportunities”,8 it is stated that ‘the two principles that should beguiding [sic] invest-
ments into ICT are safety and sustainability, where three major types of ICT are likely to
play an instrumental role: surveillance cameras, light emitting diodes (LEDs) and geo-
graphic information systems (GIS).’ The same document overtly mentions the example
of Kenya, a country in which Huawei and its subsidiary, Safaricom, collaborated to
Kenya’s ‘safe city’ solutions in order ‘to deal with terrorism in Nairobi and Mombasa,
[by installing] 1,800 surveillance cameras.’

A further document published on MOFCOM website on 27 July 20179 states, with par-
ticular attention to Kenya, that ‘Huawei has invested in supportive infrastructure and tech-
nical expertise to facilitate faster integration of cloud computing in key operations.
Kenya’s President Uhuru Kenyatta during his trip to China in May signed an agreement
with Huawei to help develop government cloud services.’ It emerges from here that
also Kenyan governmental bodies resort to technological solutions provided by Huawei
for ‘key operations’ which – it is reasonable to assume – have a public outreach and, as
such, concern the whole Kenyan population.
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More broadly, in the digital transformation of African governmental services are
involved not only Chinese firms but also Western ones, as clearly stated in a document
published on 27 November 2017.10 According to this document, the Chinese company
Inspur is at the lead of an international consortium including ‘Cisco, IBM, Diebold
Nixdorf, and Ericsson’ whose goal is ‘to integrate their cutting-edge IT products, technol-
ogies [i.e. datacenters and cloud services] and solutions to accelerate the construction of
the Digital Silk Road.’ The document continues as follows: ‘projects will first be launched
in South Asian and African countries, such as Thailand, Bangladesh, Malaysia, Nigeria,
Ethiopia, Tunisia, Tanzania, Zambia, and Kenya.’ Although it is not specified (or precisely
because of that), it is not audacious to assume that the Digital Silk Road has to do,
among other aspects, with the harnessing by Chinese (and Western) actors of the
fruits of SSA’s 4IR. Legal and procedural constraints to which the actors involved
would be subjected are overlooked. In this sense, tech and data sovereignty become
a field of tensions, since such sovereignty gets contested and distributed across a
number of private foreign actors which cannot be said to be directly responsible for
Kenyan national interests.

6.2. Huawei Kenya and Safaricom

Since Huawei and Safaricom are two of the major ICTs companies in Kenya, it is interesting
to look at their most recent CSR reports to see if and how issues connected with the life-
cycle of data are addressed.

Huawei Kenya latest report (2018)11 consists of 48 pages divided into 6 sections: ‘About
Huawei Kenya’; ‘Huawei Sustainability Strategy’; ‘Bridging the Digital Divide’; ‘Supporting
Stable and Secure Network Operations and Protecting Users Privacy’; ‘Promoting Environ-
mental Protection’; and ‘Building a Healthy Ecosystem’. For the present discussion, the
most relevant section is the fourth one, which is also the most concise, consisting of
only two pages. Here, on the one hand, Huawei Kenya does stress its commitment
towards cybersecurity, as well as its proactivity in fostering corporate awareness as far
as data protection is concerned: ‘fostering a company-wide climate and culture of cyber-
security awareness helps ensure that every employee accounts for cybersecurity and
privacy protection.’ On the other hand, however, the report does not go into any detail
about how such practices are put forth, i.e. how data protection is performed and how
corporate awareness on this issue is fostered. While it remains to be seen how such
claims can align to tech and data sovereignty, the document works primarily for securing
for the company an image of trustworthiness.

Safaricom’s report12 is more detailed and approaches data protection and cybersecur-
ity by contextualising them within Kenya’s ICT sector and society. Safaricom, in other
words, shows signs of an indigenous approach to these issues.

To begin with, data protection is introduced not from a systemic or policy-driven point
of view, but rather connecting it to ethics and individual behaviour. It is this stance, in the
words of Safaricom’s CEO Bob Collymore, ‘to inform how we address issues like customer
privacy and concerns regarding customer data collection and use, which are sensitive
areas that companies like ours are going to have to navigate carefully in the near
future.’ The framing of data protection and use in terms of ethical behaviour moves
the attention away from the company itself towards the individual and considers the
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tackling of these issues as the sum of a collective socio-moral endeavour, rather than a
legally bounded theme which puts the company’s liability at the centre of the stage.

It is also interesting to remark that ‘costumer data collection and use’ are presented as
not today but tomorrow’s concerns. This same outlook towards the future is underlined
further on in the document with a list of ‘future focus areas pertaining to the regulatory
environment’, among which we find ‘ensuring data privacy and protection [and] building
a culture of transparency.’ These two latter points are unpacked as follows:

Robust data protection standards have come strongly into focus for the mobile industry. We
seek to maintain its high standards of transparency to ensure that customer rights are placed
at the centre of our product development and service delivery.

Beyond that, Safaricom’s CSR report integrates the discussion on data protection and
cybersecurity by connecting it to the recently approved DPA: ‘We have reviewed and
developed our data security and protection policy in line with the European Union (EU)
General Data Protection Regulations (GDPR), as well as the proposed Kenyan legislation,
which governs the management of data going forward.’ To refer to Kenya’s legislation evi-
dences an insider perspective, which in Huawei Kenya report was absent.

Last, it is worth noting that in Safaricom’s report, Huawei – albeit being its major
partner – is rarely mentioned, as though Safaricom strives to disjoin its image from that
of the Chinese tech giant. In fact, when Huawei is mentioned, it is with reference to its
training programmes, likely in the attempt to present a more benevolent partnership.

6.3. Kenya’s Ministry of ICT Innovation and Youth Affairs

The website of Kenya’s Ministry of ICT is the richest source of documents concerning
China–Kenya ICT cooperation. As a preliminary note, it is worth highlighting that within
Kenya’s government ICTs are linked with youth affairs. This connection underscores the
government’s objective to make ICTs development crucial to youth’s education. In fact,
the government has launched and funded various initiatives in recent years: the Digital
Literacy Programme (DLP), which is meant to make education an equaliser of digital
opportunities for all Kenya children; the Presidential Digital Talent Programme (PDTP),
which trains Kenyan young people to harness digital knowledge; and the Ajira Digital Pro-
gramme (ADP), which mentors and encourages young people to take up online jobs, thus
connecting jobs offer and demand. These initiatives are frequently heavily funded and
supported by foreign ICT actors such as Huawei (for the PDTP programme) or other
Western partners.

The press releases contain a variety of announcements, memoranda, guidelines and
bills. The analysis focuses particularly on: (1) partnerships between the Ministry and
Chinese authorities or companies, as part of the BRI; (2) projects aimed at building and
transferring ICT-related knowledge and skills; and (3) documents addressing data protec-
tion and cybersecurity.

Even from a preliminary survey of all documents, the renewed importance played by
US companies and administration in Kenya’s ICT sector emerges, especially when con-
trasted with China and Chinese companies. In fact, no mention at all is made of the
BRI. On the one hand, Chinese ICT companies are mentioned only twice over three
years and always with regard to projects of knowledge transfer (rather than infrastructural
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investments). For instance, a document dated 26 April 201713 deals with the Ajira Digital
Platform: ‘Huawei technologies and e-monitoring Africa sponsored the training. [… ] The
Chinese ambassador to Kenya Dr. Liu Xianfa said his country provided 200 scholarships to
Kenyan youth last year to pursue ICT training in China.’

On the other hand, the US administration and US companies do enter the picture more
often. A communiqué concerning Facebook, released on 1 September 2016,14 is a case in
point, as it reflects, more broadly, the interests of US ICT companies in making business in
Kenya and likely their willingness to contend the market to the Chinese influence. The
document states that ‘Zuckerberg said part of Facebook’s overall strategy for Africa
and Kenya is to understand what is happening on the continent and establish an entry
point into the African economies for development. He said Facebook is committed to
investing in connectivity.’ This very general statement betrays the extent to which even
a tech giant like Facebook seems to have long overlooked (for almost a decade) the
potential of the whole SSA region, and Kenya’s ICTs in particular. At the same time, it
also shows Facebook’s intention of making Kenya an entry point into the continent for
its business, similar in manner to what Amazon recently announced (following the DPA
approval).

As for the US administration, a document issued on 22 June 201715 states clearly
Kenya’s willingness to ‘collaborate with the US in cybersecurity’: ‘We see the United
States as key partner in the implementation of our ICT sector policy, and collaboration
in areas of mutual interest such as mobile first which aims at availing ICT access to all
Kenya.’ So, while China and Chinese companies seem to have shifted out of focus, the
US administration is enmeshed more directly in Kenya’s ICT infrastructures and cyberse-
curity-related issues, even though this can be read as an attempt to pair with China pro-
tracted involvement in the region.

Overall, these documents attest to Kenya’s proactivity in fostering bilateral synergies in
matter of data protection and cybersecurity. At the same time, it is important to stress that
Kenya is the only African country that has so far drafted a detailed assessment of block-
chain and AI technologies. The report titled “Emerging Digital Technologies for Kenya:
Exploration and Analysis” (2018)16 is a comprehensive report edited by a taskforce of
the Ministry of ICT, which details a possible roadmap for the adoption of these technol-
ogies. In this report, both the importance of building a ‘National Digital Infrastructure’
as well as, conjointly, the need for the Kenyan Parliament to ‘pass the Data Protection
Bill before the system is fully operational’ are acknowledged. To this, the report adds
the necessity of fostering a synergy between the government and FinTech players in
order to ‘understand how data are being collected and processed and enhance data
sharing frameworks.’ This shows the awareness of Kenya’s authorities of the potentialities
and risks connected with ‘data knowledge’, ‘data divide’ and related forms of data colo-
nialism, as well as their intention to create a sovereign ecosystem of public-private
cooperation at the head of which must remain the Kenyan government.

7. DPA, GDPR, POPI Act and China’s cybersecurity law

The drafting of Kenya’s DPA was open to suggestions and comments from stakeholders
and foreign actors. The final version was approved in November 2019. These suggestions
and comments will be analysed further below. To begin with, a high-level comparison
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between the DPA, the GDPR, South Africa’s POPI Act and China’s Cybersecurity law is
advanced.17

In many articles the DPA is very similar to the GDPR. These two documents put the phys-
ical individual at the centre of the legislative framework, bymaking the protection of his/her
data their main concern. The primary differences between the two documents have to do
not so much with the articles themselves (which are frequently taken verbatim in the
Kenyan version) as with the existing legislative frame within which these same articles
will be interpreted and applied. In particular, the GDPR is built upon existing laws both
at European and national levels. Because of that, the document is enriched with a variety
of case-by-case examples that aim at providing an operative interpretation of themost con-
tentious articles. On the other hand, the DPA is the first law of its kind in Kenya. As a con-
sequence, having drawn heavily from the GDPR, some concepts remain in a vacuum and
need further contextualisation so that they are not open to arbitrary interpretation. This
is the case, for instance, with the notions of ‘legitimate interest’ and that of ‘exceptional cir-
cumstance’. Most of the time, these notions do not have any specific characterisation; they
are definitional by default which makes their understanding and application more difficult.
As signalled in one of the comments to the Act by the US Chamber of Commerce:18

The EU’s GDPR includes a provision allowing processing based on legitimate interest, which
must be demonstrated through a rigorous, documented analysis of privacy risks and mitiga-
tions that confirms the controller’s legitimate interest. The current approach is a concern from
an operational perspective, and will debilitate Kenya’s ability to do business globally.

Hence, the DPA could be strengthened, on the one hand, by clearly identifying cases of
‘legitimate interest’ in the processing of personal data and, on the other hand, by subsum-
ing ‘exceptional circumstances’ under the ‘legitimate interest’ (indeed, this latter sugges-
tion has been taken up by Kenyan legislators).

It is also interesting to note that in January 2020, a Kenyan court stopped the ongoing
census of the Kenyan population led by public authorities (the census also included the
collection of biometric data and DNA samples) due to the fact that the effective
implementation of the DPA was still at an initial stage and the protection of data could
not be fully guaranteed. On this point, the report on blockchain and AI by the taskforce
of Kenya’s Ministry of ICT also signals that ‘there are fears of government intrusion. To
allay such fears, [Kenya’s] parliament must pass the Data protection Bill before the
system is fully operational.’

On its part, the POPI Act presents some key differences from both the GDPR and the
DPA. Despite contrasting views concerning the efficacy of the POPI Act, this law certainly
represents a step forward in the protection of personal data within South Africa (Botha
et al. 2017). Differently from the DPA and GDPR, the POPI Act is state-centric more than
subject-centric. In fact, it extends towards legal persons and it only involves (physical
and legal) persons within South Africa. In other words, the POPI Act is relevant to
South African persons and businesses in South Africa. The GDPR and the DPA, by contrast,
cover individual European and Kenyan citizens’ data, extending its applicability to all
businesses outside of the EU and Kenya which do business within the EU or which deal
with European and Kenyan citizens’ data, regardless of where the business is located.

At the same time, while in the GPDR the national authorities in charge of enforcing the
law are called into question in a limited number of cases, in the POPI Act a wider spectrum
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of action is granted to the information regulator. For instance, South Africa’s information
regulator must be notified of all data breaches, regardless of whether or not there is a high
risk for the infringement of the data subject’s rights and freedoms. In fact, the POPI Act
considers all personal data types equal in terms of risk and importance.

As for China’s Cybersecurity Law, it is stricter than the other laws concerning in particu-
lar which Chinese data can be sent out of China. Article 37 states that ‘critical information
infrastructure operators that gather or produce personal information or important data
during operations within the mainland territory of the People’s Republic of China, shall
store it within mainland China.’ As Belli (2017) points out, this course of action can be
read as a response to ‘US-dominated CBPR framework, which mandates lower levels of
personal data protection for cross-border data among participating APEC countries,
favour[ing] the extraction and circulation of personal data instead of empowering data
subjects in other APEC countries.’ More generally, while China’s law limits private compa-
nies’ power to collect, process and use people’s data, these restrictions do not apply to the
government, which, in fact, enjoys a wide spectrum of privileged lanes in monitoring the
Chinese population.

To conclude this section, it is worthwhile offering an overview of the comments and
suggestions received by Kenya’s CA during the drafting of the DPA. These documents
are publicly accessible from the website of the CA. First of all, by skimming through
the documents, it is possible to see that comments and suggestions come from a
variety of actors: international stakeholders (e.g. GSMA), Kenyan organisations and
experts (e.g. Kenya National Commission on Human Rights, Research ICT Africa) as well
as foreign actors, especially US (e.g. Amazon Cloud Service, Facebook, IBM, Microsoft,
the US Chamber of Commerce, the US government). No comments and suggestions
come from either Chinese companies or Chinese authorities, signalling the politics of
sovereign non-interference that connotes China’s approach to the development of
Kenya’s ICT sector.

For the sake of analysis, the comments and suggestions made by the US Chamber of
Commerce and by the company Safaricom are discussed. We have already seen that the
US Chamber of Commerce noted the inconsistency of the notion of ‘legitimate interest’
and its incongruence with that of ‘exceptional circumstance’. While the formulation of
‘legitimate interest’ remains largely decontextualised, ‘exceptional circumstance’ has
been taken out from the final version of the Act. Kenyan legislators have also followed
the suggestion according to which ‘data breaches that do not involve any material risk
or harm to the individual should not need to be reported to the regulator.’ In fact, now
only major data breaches that put the data subject at risk need to be reported. While
the earlier formulation was closer to the POPI Act, the latter aligns the DPA more
closely with the GDPR.

In contrast, one major suggestion by the US Chamber of Commerce which remained
unaddressed has to do with the request to get rid of ‘the need for prior approval from
competent authorities for international data transfer [which] is a heavy burden and is
not adequate in the context of a global economy.’ Such comment responds to a deregu-
lated understanding of data flow characterising the US approach to data protection,
which has not been accommodated by the Kenyan legislator.

When it comes to Safaricom’s comments and suggestions,19 it is noticeable that the
company strives for a greater transparency as well as space for manoeuvring in dealing
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with the lifecycle of data. Concerning the rights of the data subject, Safaricom notes that
the statement contained in an earlier draft of the law, according to which ‘there may be
limitations on data rights of data subject when required by the law or when there are
competing rights and therefore would require an assessment based on the facts and cir-
cumstances’ is not detailed enough. Hence, the company proposes that the law addresses
‘instances where limitations of data rights can be applied [in order to] avert ambiguity or
any potential abuse of this clause.’ This has in fact been done in the final version of the
DPA.

On the other hand, one comment that was not taken up by Kenyan legislators has to
do with the request to have more clarity over the periodical audits that the data commis-
sioner is allowed to carry out for checking that both data controllers and data processors
abide to the law. More specifically, Safaricom’s suggestion that the Act should indicate:
‘how often the audits of the systems will be carried out; how much notice will be given
to data controllers or data processors before the audit is conducted; and the information
that will be subject to audit’ has been dismissed and the final version of the Act has
remained unaltered on this point, leaving greater discretionally to the commissioner.

The analysis highlights how different actors defend different stakes and put forth
different data interests and visions. As such, the decision of Kenya’s CA to open the pre-
liminary draft of the DPA to public assessment is certainly valuable considering that such
law is the first of its kind in Kenya. At the same time, the negotiation between accepted
and dismissed comments and suggestions manifests a clear institutionalised vision about
how data protection should be intended in Kenya. It is then surprising, if not ironic, that
the state-led census of the Kenyan population had to be suspended by a judge’s decision,
due to the lack of certainty about the effective implementation of the DPA.

8. Conclusion

This document review, which involved various Kenyan and Chinese actors, brought to
light contrasting findings with regard to possible forms of data colonialism. Overall,
Chinese actors – whether institutional or businesses – tend to withdraw from the direct
provision of guidelines on data-related matters to Kenyan authorities. It remains to be
seen, however, if such non-interference at the discursive level also finds a reflection in
how Chinese ICT companies perform their role in the matter of tech and data sovereignty
as transnational actors.

At the same time, in several documents issued by China’s MOFCOM, China’s leading
role in the implementation of cutting-edge technologies in SSA clearly emerges, some-
times as part of international consortia. These technologies also involve data of African
governmental institutions. While it is not clear who will have access to and control over
these data – in other words, it is not possible to advance claims concerning a potential
‘data divide’ – it is a fact that the delicate issue of the storing of these data has been del-
egated to private foreign actors, bringing to light a contested supra-sovereign data
knowledge distribution which moves beyond Kenya’s direct national interests.

Although further ethnographic research is needed in order to substantiate these
findings, it is noteworthy to highlight how China and Chinese companies tend to frame
their international synergies in terms of cooperation and, above all, to maintain their dis-
courses at a high level of abstraction and generality. Although complying with Asian
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linguistic and rhetorical strategies, this approach can also be seen as a way for leaving
room for political manoeuvring that, while not necessarily indicating opacity, could
signal reticence.

From a legal point of view, Kenya’s authorities have drafted and approved a solid data
protection law, inspired by the EU’s GDPR. And yet, it is evident that the GDPR risks
becoming outdated soon, overtaken by the rapid development of those same technologi-
cal means that the law aims to regulate. Moreover, the tendency seems to go in the direc-
tion of a sovereign understanding of data ‘expatriation’, a vision heralded primarily by
China, to which other countries will be compelled to align.
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