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SUMMARY

Cybercrime is negatively impacting everybody. In recent years cybercriminal activity has
directly affected individuals, companies, governments and critical infrastructure. It has
led to significant financial damage, impeded critical infrastructure and harmed human
lives. Defending against cybercrime is difficult, as persistent actors perpetually hunt
for soft spots in Internet-connected systems, which exist due to either lax vulnerability
management or for convenience, complicating adequate detection and mitigation.

Cybercriminal actors are financially motivated and for their doings and dealings they
rely on Bitcoin. Alternatives exist, but Bitcoin has proven to be the most liquid digi-
tal currency, meaning it is easy to swap and to conceal illicit transactions. The mag-
nitude of many cybercriminal activities is largely unknown. However Bitcoin runs on a
blockchain - an open, dentralized ledger, allowing virtually everyone to analyze financial
transactions, as opposed to traditional banking. Furthermore, contrary to popular belief
Bitcoin is pseudonymous, not anonymous and several techniques exist to identify illicit
activity.

In this thesis, we illuminate three cybercriminal ecosystems that did not receive sig-
nificant prior research attention: Bitcoin exchange heists, ransomware and single-vendor
shops in the Dark Web. For each of these, we gather datasets from open sources. We first
focus on the technical behavior and financial impact of attacks on Bitcoin exchange plat-
forms. We also highlight the ransomware ecosystem, showing how it moved from small
to large-scale attacks with similar financial impact. We further focus on how small shops
in the Dark Web generate significant revenue with niche illicit activity. To understand the
financial impact within each of these ecosystems, we analyze associated financial trans-
actions. We also apply heuristics to discover additional Bitcoin addresses controlled by
the same actor.

We observe that cybercriminal actors successfully extract millions of funds from Bit-
coin exchanges through relatively low-level attack vectors. When compared with tradi-
tional financial institutions, the lack of sophistication of attacks and the accompanying
financial impact is unprecedented. In our analysis of ransomware, we observe attackers
have shifted from attacking individual users resulting in relatively small ransom amounts
to targeting large organizations with significant financial resources, resulting in multi-
million ransom payments. We also find that with this shift, attackers have also improved
their operational security in address usage and money laundering. For Dark Web shops,
we found that this relatively uncharted territory of the Dark Web as compared to the big-
ger marketplaces specializes into niches such as sexual abuse material and various forms
of financial crime. To allow for future research in this area, we introduce a methodology
to estimate illicit revenue based on web scrape results and cluster these on category.
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SAMENVATTING

Cybercrime raakt iedereen. De afgelopen jaren heeft cybercriminele activiteit recht-
streekse negatieve gevolgen gehad voor mensen, bedrijven, overheden en kritieke in-
frastructuur. Het heeft flinke financiële schade teweeggebracht, kritieke infrastructuur
gedwarsboomd en mensenlevens geschaad. Verdediging tegen cybercriminaliteit is in-
gewikkeld, omdat kwaadwillende actoren continu zoeken naar zwakke plekken in met
het Internet verbonden systemen. Die kunnen bestaan door gebrekkig nazicht op kwets-
baarheden of uit gebruiksgemak, wat doeltreffende detectie en mitigatie bemoeilijkt.

Cybercriminele actoren zijn financieel gemotiveerd en hun handel en wandel steunt
op Bitcoin. Alternatieven bestaan, maar Bitcoin heeft aangetoond de meest liquide di-
gitale munt te zijn, wat betekent dat het eenvoudig is in te wisselen en om onwettige
transacties te verhullen. De omvang van deze cybercriminele activiteit is veelal onbe-
kend. Bitcoin draait echter op een blockchain - een open decentraal grootboek, wat
vrijwel iedereen in staat stelt financiële transacties te analyseren, in tegenstelling tot tra-
ditioneel bankieren. Anders dan men algemeen aanneemt is Bitcoin pseudoniem, niet
anoniem en bestaan er verscheidene technieken om illegale activiteit vast te stellen.

In dit proefschrift werpen we een licht op drie cybercriminele ecosystemen waar on-
voldoende substantieel onderzoek naar is verricht: hacks van Bitcoin-handelsplatformen,
ransomware en eenmanswinkeltjes in het Dark Web. Voor elk daarvan verzamelen we
datasets uit open bronnen. Als eerste richten we ons op de technische handelswijze en
de financiele impact van aanvallen op Bitcoin-handelsplatformen. Ook belichten we
het ransomware-ecosysteem en zetten we de verschuiving van kleine naar grootscha-
lige aanvallen met gelijkaardige financiele impact uiteen. Verder bekijken we hoe kleine
winkels in het Dark Web aanzienlijke omzet behalen met illegale niche-activiteiten. Om
de financiële impact van elk van deze ecosystemen te begrijpen analyseren we bijbeho-
rende financiële transacties. We passen ook heuristische methoden toe om aanvullende
Bitcoin-addressen in bezit van dezelfde actor bloot te leggen.

We nemen waar dat cybercriminele actoren erin slagen miljoenen contanten buit
te maken bij Bitcoin-handelsplatformen met relatief laagdrempelige aanvalsvectoren.
Zeker in vergelijking met traditionele financiële instellingen is het gebrek aan kundig-
heid en de bijgehorende financiële impact ongekend. In de analyse van ransomware
nemen we waar dat aanvallers zijn verschoven van aanvallen op particulieren met re-
latief lage losgeld-eisen naar grote organisaties met aanzienlijke financiële draagkracht,
wat resulteert in afkoopsommen van meerdere miljoenen. We nemen ook waar dat met
deze verschuiving aanvallers hun activiteit beter afschermen door ander adresgebruik
en witwasmethoden. Voor Dark Web-winkels zien we dat dit onontgonnen gebied van
het Dark Web in vergelijking met de grotere marktplaatsen zich vooral specialiseert in
niches als seksueel misbruik en financiële criminaliteit. Om toekomstig onderzoek op
dit gebied mogelijk te maken introduceren we een methodologie om illegale inkomsten
te schatten op basis van scrape-resultaten en die te clusteren per categorie.

xiii





1
INTRODUCTION

The financial and societal impact of cybercrime is unparalleled. According to its defi-
nition cybercrime is any “crime or illegal activity that is done using the internet” [11],
which merely conveys a means of communication. The impact of cybercrime gener-
ally also stretches beyond that of conventional crime. Ransomware encrypts user files,
blackmailing victims to pay for the decryption key. In recent years, it has evolved from
a threat primarily impacting consumers to a key concern to the continuity of critical in-
frastructure such as transportation, hospitals, food and energy supply [20]. Adversaries
have evolved from individuals deploying self-authored ransomware to full-fledged pro-
fessional gangs, and ransom demands have grown accordingly. Nominally, ransomware
attacks have cost victims an aggregate of at least 124 million US dollar [30]. With a record
ransom demand of 240 million US dollar in 2021 [7] and an average of 170 thousand US
dollar [16], ransomware is a cybercriminal business model with low opportunity cost and
a high profit opportunity. Yet, it is just one swindle in the cybercriminal playbook.

Exchange platforms where cryptocurrency enthusiasts can exchange fiat currency
for their digital currency of choice, are frequently targeted by cybercriminals. And with
significant success. In the biggest heist to date, half a billion US dollar worth in Bitcoin
was taken [10], in other cases millions were stolen to bankroll nuclear weapons develop-
ment [35]. Another cybercriminal realm is the commerce taking place in the unregulated
and un-indexed corners of the Internet; the Dark Web. Much of this is illicit, demon-
strated by 315 million US dollar drugs sales annually [36], with single vendors earning
over 34 million US dollar [22]. It is readily apparent that cybercriminal actors do not
shy away from data breaches, financial fraud, extortion, online harassment, drug and
human trafficking. Cybercrime is void of taboos as long as there is a profit opportunity.

For the realization of its profit, cybercrime depends on cryptocurrencies; digital cash
based on blockchain technology. According to conservative estimates 0.15% of the ag-
gregate cryptocurrency transaction value in 2021 [5] is labeled illicit, nominally this still
accounts for 23.7 billion USD. Bitcoin is the preferred currency in the majority of illicit
activity [31, 5], most probably due to its liquidity. And while illegal activity in Bitcoin is
often the subject of vivid media coverage, many of the details are still fuzzy.
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2 1. INTRODUCTION

1.1. BITCOIN

Bitcoin is a digital currency created by the pseudonymous Satoshi Nakamoto in 2008
[29]. Bitcoin is decentralized, meaning no single person or group has central author-
ity and financial transactions are a collective effort. The type of public ledger used by
Bitcoin to record transactions has become known as blockchain. Bitcoin’s blockchain
is distributed over a global peer-to-peer network of nodes. Each node stores a copy of
the blockchain, keeping a historical record of all transactions and verifying new trans-
actions. New transactions verified as valid are broadcasted to peer nodes, which in turn
also perform verification. If a sufficient number of verifications is performed, the trans-
action is added to a pool with other valid transactions. A subset of nodes, mining nodes
or simply miners, gathers the transactions from this pool to package them into blocks.
This is performed based on proof of work [14], in which miners compete to create the
next block, incentivized by a block reward for the miner that mines the eventual block.
The miner who provides the proof of work, generating the hash to mine the block, wins
the challenge to mine the eventual block. Approximately every 10 minutes a block with
new transactions is mined. Bitcoin attains the 10-minute cadence by considering the
available computing power in the network and adjusting the mining difficulty accord-
ingly. Once a block is confirmed, the contained transactions are immutable, meaning
irreversible. When the 10-minute mining cadence persists, and every 4 years the block
reward is halved, the total supply of 21 million Bitcoin will be mined in the year 2140.

While some proponents argue that the introduction of Bitcoin in 2008 was revolu-
tionary, its conception was rather evolutionary. Ideologically, Bitcoin is the brainchild of
the cypherpunk movement. Various events in the 1990s led to the establishment of the
cypherpunk movement, advocating the use of strong cryptography to ensure the privacy
of personal communication [21]. On a technical level Bitcoin builds on the work on se-
cure exchange of cryptographic keys by Diffie and Hellman in 1976 [12], as well as the
invention of public key encryption by Rivest et al. in 1978 [33] and elliptic curve cryptog-
raphy by Kobiltz and Miller in 1985 [24, 27]. The conception of Merkle trees [26], which
allow for efficient verification of cryptographic hashes in large systems was important to
integrity checking of data sent by peers. The work in 1990 by Haber and Stornetta worked
on a tamper-proof time-stamping mechanism [19] was effectively the conceptualization
of a blockchain and upgraded two years later to include Merkle trees [2].

Building on these technologies, self-identified cypherpunks launched digital cash
initiatives such as Digicash by David Chaum in 1989 [6], Bit Gold by Nick Szabo in 1998
[34] and Hashcash by Adam Back in 2002 [1]. According to a reference in the Bitcoin
whitepaper, Bitcoin mostly builds on b-money by Wei Dai [28]. In a post on the cypher-
punk mailinglist in 1998 [9], Dai proposed a decentralized cryptocurrency using proof
of work. In 2004, Hal Finney prototyped the reusable Proof-of-Work system, where the
value of real-world resources used to mint a digital token are linked to its value [14].
Further iterating on Proof-of-Work, the introduction of Bitcoin in 2008 the introduc-
tion of the concept of a blockchain. After this, many alternative cryptocurrencies and
blockchains were introduced. Though alternative blockchains like Ethereum and stable-
coins like Tether (USDT) and USD Coin (USDC) have proven their right to exist, Bitcoin
is still the primus inter pares in terms of trading volume and market capitalization [8].



1.2. CYBERCRIMINAL ABUSE OF BITCOIN

1

3

1.2. CYBERCRIMINAL ABUSE OF BITCOIN
In the years after its introduction, Bitcoin became a social phenomenon and its use ex-
panded into practically every country around the globe. It has attracted the interest of
individual and institutional investors, but also cybercriminals. Cybercrime is an um-
brella term for all criminal activity performed using a digital device, usually over the In-
ternet [18], such as identity fraud, theft of financial or payment data, trafficking of illicit
material, cryptojacking and extortion (including ransomware). Cybercriminals take to
Bitcoin due its liquidity and alleged anonymity, in reality rather pseudonymity. Though
alternative cryptocurrencies such as Monero might offer better privacy and anonymity,
these are considerably less liquid than Bitcoin, meaning it is harder to hide in the crowd
and to convert to cash without significant expenditure.

The proportion of illicit to overall transaction revenue for all cryptocurrencies has de-
clined from 3.37% in 2019 to 0.62% in 2020 and 0.15% in 2021 [5]. But with a total trans-
action volume of 15.8 trillion USD for all cryptocurrencies in 2021, the nominal value
of illicit activity is still 23.7 billion USD. Illicit use includes the exploitation of technical
vulnerabilities in Virtual Asset Service Providers (VASPs), but also the use of cryptocur-
rencies of a means of payment for illegal activity.

BITCOIN EXCHANGE HACKS

Soon after Bitcoin’s inception in 2008, an ecosystem of Virtual Asset Service Providers
(VASPs) started to emerge. Most often VASPs provide exchange services, trading fiat cur-
rency for bitcoin and vice-versa, as intermediary between sellers and buyers and as cus-
todian, providing cryptocurrency wallets. VASPs operate independently from the Bit-
coin blockchain, running on self-hosted or cloud infrastructure, with tailor-made code
bases and many software dependancies, generating significant attack surface. Not sur-
prisingly, the custodial wallets with user funds maintained by these platforms, are an
attractive target to financially motivated hackers. The inadequate cyber security of these
platforms provides a low-effort and low-risk opportunity to gain significant illicit profits.

RANSOMWARE PAYMENTS

Until a few years ago, ransomware authors primarily targeted home-user systems, ac-
quiring moderate ransom amounts. But attackers have professionalized, capitalizing on
the lacking cyber security of many enterprises and governments. The exploitation of
technical weaknesses in (legacy) Internet-facing systems, followed by exfiltration of sen-
sitive data used to extort victims, has resulted in multi-million USD ransom demands.
The ransomware problem is catalyzed by inadequate regulation and law enforcement
struggling with the cross-border nature of cryptocurrency payments. In many cases,
reputational risk prevents victims from disclosing ransomware infections. The reporting
that exists is usually commercial or regional in nature, providing only partial coverage of
the problem. As a result, the actual scope and size of the ransomware problem is unclear.

DARK WEB SHOPS

A significant portion of the Internet, such as message boards, online bank systems and all
content behind a paywall, is not indexed by search engines. A subset of this unindexed
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part of the Internet depends on The Onion Router (Tor) [32]. Only accessible using a
custom browser, Tor hosts a diverse set of onions (domains) with services for privacy-
aware merchants and purchasers. In principle, these can be legitimate - Facebook and
Protonmail are accessible via Tor. However a majority of onions is illicit, simply because
upholding a site is a technical burden for engineers and thus not feasible to many regular
organizations. An important share of the illicit services in Tor is made up by storefronts
with illicit offerings, commonly designated as Dark Web Shops. In contrast to exchange
security breaches and ransomware payments, these shops do not directly monetize se-
curity breaches. However they can and do indirectly monetize artifacts from breaches by
selling proprietary, confidential or otherwise sensitive information obtained in breaches.
The selling of abuse material and drugs in the dark web also rests on inadequate regula-
tion and law enforcement of illicit cryptocurrency payments.

1.3. TRANSACTION TRACKING IN BITCOIN
In order to obtain an informed understanding of the quantity and nature of illicit Bitcoin
transactions, insight into the identity of senders and recipients is required. The recipient
of a Bitcoin transaction is anonymous, unless his/her real-world identity is connected
to the address(es) he/she controls. This deanonymization principle used to fingerprint
Bitcoin addresses is best demonstrated using the first Bitcoin transaction as an example.

Hal Finney was a computer scientist known for Reusable Proof of Work [14], dis-
cussed in the previous section, and early user of Bitcoin. On January 12, 2009, only 9
days after the genesis block, the first ever Bitcoin block mined, Finney received the first
Bitcoin transaction from Satoshi Nakamoto [3]. The transaction data is pictured in Fig-
ure 1.1. According to Finney, he was the first user other than Satoshi to run the Bitcoin
software after its announcement on a cryptography mailing list [13]. Finney has always
denied he was Satoshi Nakamoto [15]. This event is important because it signified the
concept of transaction analysis in blockchains.

Figure 1.1: The first Bitcoin transaction between to addresses, between Satoshi Nakamoto and Hal Finney, as
visible in public Bitcoin explorer blockchain.com

Through Finney’s self-disclosure as recipient, his identity became affiliated with the
Bitcoin address used in the transaction. Effectively he de-anonymized himself, as the
owner of the particular Bitcoin address was unidentified before he did so. Because blockchains
are immutable, meaning it is not allowed to change data after a block is mined, the ev-
idence is stored forever. After this, plausible deniability of his ownership of the funds
would only be possible based on evidence recorded in another blockchain transaction.
The address itself is linked to him forever. This is the seed of how blockchain analysis
works. The privacy risk was already recognized in the original whitepaper [29]:

“As an additional firewall, a new key pair should be used for each transaction
to keep them from being linked to a common owner. Some linking is still un-
avoidable with multi-input transactions, which necessarily reveal that their
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Satoshi
Nakamoto 1ByLSV2gLRcuqUmfdYcpPQH8Npm8cccsFg

1DUDsfc23Dv9sPMEk5RsrtfzCw5ofi5sVW

Hal Finney

13HtsYzne8xVPdGDnmJX8gHgBZerAfJGEf

1LzBzVqEeuQyjD2mRWHes3dgWrT9titxvq

Figure 1.2: Conceptual image of transaction output from Satoshi Nakamoto to Hal Finney and other addresses.
All expenses to and from his address are linked to Finney after him claiming ownership of the address.

inputs were owned by the same owner. The risk is that if the owner of a key is
revealed, linking could reveal other transactions that belonged to the same
owner.”

The pseudonymous Satoshi Nakamoto recognized the privacy risk of reusing an ad-
dress for more than one transaction. When a user uses a single address for multiple
transactions, profiling his/her purchasing behavior is as easy as inspecting all outgoing
transactions. Hence Satoshi recommended to create a new address on a per-transaction
basis, but even when adhering to this privacy is not ensured. In order to be able to spend
funds, the new address still needs funding, which then needs to come from another ad-
dress or by sending some amount from an exchange to the new address. In both cases, it
is pretty easy to reveal the identity.

In addition to address reuse, several alternative methods to backtrack transactions
and funds to their owner have been proposed. When generally accepted, such a method
is considered a heuristic. These heuristics are embedded in the field of blockchain anal-
ysis, which has become critical to the success of many law enforcement investigations
since then. Blockchain analysis is the forensic activity to trace flows of funds back to
a criminal actor. It is usually applied in criminal investigations into ransomware ac-
tors, DDoS service operators, phishing crews and other cybercriminal actors. Results of
blockchain analysis regularly serve as input to litigation. Blockchain analysis is not to be
confused with on-chain analysis, in which transactions are scrutinized to deduce market
sentiment to inform cryptocurrency trading strategies.

The heuristic most commonly used for clustering Bitcoin addresses is the common
spend or multiple input heuristic [25]. It is considered safe and widely used in both re-
search and practice, but vulnerable to false positive detection of CoinJoin transactions
[23], which thus must be filtered prior to analysis. Another common heuristic is to iden-
tify the address which receives change, unspent bitcoin, hence this is called the change
heuristic [37]. Several individual change heuristics exist, the most popular open source
analysis platform including 10 of them [23], but their applicability heavily depends on
expert judgment on a per-case basis. Hence change heuristics are less suited for auto-
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mated analysis.
The heuristics mentioned hitherto are passive heuristics. A proactive method is dust-

ing, in which trace amounts of cryptocurrency (dust) are sent to a multitude addresses
[17]. The theoretical and practical use cases of dusting are broader than blockchain anal-
ysis. The minimum amount of bitcoin per address required for dusting is one satoshi,
one hundred millionth of a bitcoin, but a single attack usually targets hundreds or thou-
sands of unique addresses. Cybercriminals have used dust to promote scams in the text
field of Bitcoin transactions. Theoretically dusting can also be applied to deanonymize
users with addresses with large holdings. The sending of funds to unaware and poten-
tially malicious users however raises concerns for its use in academic research.

In addition to heuristics, many commercial blockchain analysis solutions rely on
open source intelligence to attribute addresses to their real-world owner. Based on both
manual and automated scraping of social media and Internet and Dark Web forums, the
coverage of labeled addresses is increased. In this thesis, we solely apply the co-spending
heuristic due to the lack of dependability of the change address heuristic in bulk analysis
and ethical concerns over dusting. In law enforcement investigations, blockchain anal-
ysis capabilities are usually supplemented with identifying information enquired from
VASPs such as cryptocurrency exchanges.

This thesis investigates three dominant cases of cybercriminal abuse of Bitcoin. We
investigate how cybercriminals exploit technical weaknesses in exchange platforms to
appropriate millions worth of Bitcoin. We also analyze how cybercriminals have evolved
their deployment of ransomware to obtain higher ransom payments. We further esti-
mate proceedings within different cybercriminal revenue categories for actors outside
the big Dark Web market places.

1.4. PROBLEM STATEMENT
This thesis addresses Bitcoin in relation to cybercrime by analyzing different types of
cybercriminal activity where Bitcoin is the dominant means of payment. It does so based
on two perspectives:

• How to perform data collection and the technical innovations required for trans-
action/blockchain analysis; and based on this:

• The quantification of cybercriminal abuse of Bitcoin.

While previous work on these topic exists, we aim for a fundamental, end-to-end
approach by collecting our own datasets and developing analysis methodology. Many
previous initiatives are lacking either in transparency on underlying data or the method-
ology used. In addition to this we also share our datasets to improve community analysis
efforts. Related work also tends to look at less representative datasets, or of secondary
provenance. Considering gaps in existing research literature focusing on Bitcoin and its
cybercriminal use, this thesis will aim to answer to following question:

How can we leverage open data to increase our understanding of
cybercriminal usage of Bitcoin and how can we quantify this?
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The research question is divided into three sub-questions to narrow down the prob-
lem area:

• How do cybercriminal actors abuse security vulnerabilities in Bitcoin exchange
platforms and what is the financial impact?

• What is the revenue of ransomware actors utilizing Bitcoin as a means of payment
and how has this evolved over time?

• How can we confidently estimate revenue the of Dark Web cyber-criminal actors,
and based on that what revenues do we see?

1.5. CONTRIBUTION OF THE THESIS
This thesis contributes to the knowledge-building on cybercriminal abuse of Bitcoin.
With technical chapters focusing on novel cybercriminal tactics, techniques and proce-
dures (TTPs) in individual ecosystems, the problem is regarded from various perspec-
tives. The contributions of this thesis are as follows:

• We provide the largest analysis to date of TTPs employed security breaches of Bit-
coin exchange platforms in Chapter 2. In addition to analyzing their financial im-
pact, we also consider how this compares with security breaches of traditional fi-
nancial institutions and how specific actors have laundered funds.

• In Chapter 2 we also consider, based on passive analysis, the attack surface of ex-
change platforms that were previously targeted and that still exist.

• The analysis in Chapter 3 is the largest quantification to date of revenues made by
ransomware actors. It is also the first analysis that considers differences between
authors of commodity ransomware and Ransomware as a Service (RaaS) groups.

• The dataset gathered for the analysis in Chapter 3 has been made available [4] for
future use.

• Our analysis in Chapter 4 sheds a slight on an underexposed part of the illicit trad-
ing in Tor, namely in individually owned storefronts. Based on analysis of many
Tor domains, we provide an impression of illicit activity and its financial impact.

• Chapter 4 also provides a novel, extensive methodology to filter Bitcoin addresses
found in open sources, specifically Tor, for illicit activity and to further cleanse on
a per-transaction basis.
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1.5.1. OUTLINE
The thesis is structured as follows:

CHAPTER 2
CYBER SECURITY THREATS TO BITCOIN EXCHANGES
In this chapter we investigate the most significant security breaches of cryptocurrency
exchanges where Bitcoin was stolen. We regard the tools, techniques and procedures
(TTPs) used by attackers and compare this with a secondary dataset of TTPs utilized in
attacks against traditional financial institutions, such as banks. This chapter has been
published as Cyber Security Threats to Bitcoin Exchanges: Adversary Exploitation and
Laundering Techniques by Oosthoek, K. and Doerr, C. in IEEE Transactions on Network
and Service Management, vol. 18, no. 2, pp. 1616-1628, June 2021.

CHAPTER 3
A TALE OF TWO MARKETS: INVESTIGATING THE RANSOMWARE PAYMENTS

ECONOMY
This chapter highlights our analysis of a large corpus of Bitcoin addresses associated
with ransomware actors. Based on this we are able to provide a unique perspective on
the evolution of the ransomware ecosystem, from commodity ransomware into RaaS.
We also regard how actors launder the illicit proceedings from ransom payments. This
chapter will be published as A Tale of Two Markets: Investigating the Ransomware Pay-
ments Economy by Oosthoek, K., Cable, J. and Smaragdakis, G. in Communications of
the ACM (accepted and in print).

CHAPTER 4
QUANTIFYING ILLICIT REVENUE OF DARK WEB SHOPS
The analysis in this chapter focuses on Dark Web Shops, which are smaller storefronts in
the Tor network with various illicit offerings, operated by individual merchants. Specif-
ically, we provide an estimate of the revenue of various categories of illicit offerings by
these shops. In order to obtain an accurate estimate, we have developed an extensive
methodology for the analysis of Bitcoin addresses found in Tor. This chapter is currently
in review with the Journal of Cybersecurity.

CHAPTER 5
DISCUSSION
Chapter 5 concludes this thesis with a detailed discussion of the research questions. It
also discusses opportunities for future work, based on ideas and research gaps identified
during the analyses performed for this thesis.

1.5.2. LIST OF EXCLUDED PUBLICATIONS
The list below contains papers that have been published during this Ph.D. but are not
included in this work as they are out of the scope of this thesis.

1. Oosthoek, K., and Doerr, C., SoK: ATT&CK Techniques and Trends in Windows Mal-
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ware, International Conference on Security and Privacy in Communication Sys-
tems (SecureComm 2019).

2. Oosthoek, K., and Doerr, C., Cyber Threat Intelligence: A Product Without a Pro-
cess?, International Journal of Intelligence and CounterIntelligence 34.2 (2021):
300-315.

3. Griffioen, H., Oosthoek, K., van der Knaap, P., & Doerr, C. (2021, November). Scan,
Test, Execute: Adversarial Tactics in Amplification DDoS Attacks, in the ACM SIGSAC
Conference on Computer and Communications Security (CCS 2021).

4. Oosthoek, K. and Doerr, C., Inside the Matrix: CTI Frameworks as Partial Abstrac-
tions of Complex Threats, IEEE International Conference on Big Data (Big Data
2021).

5. Oosthoek, K., Flash Crash for Cash: Cyber Threats in Decentralized Finance, 2021,
Preprint

1.5.3. ABOUT THE THESIS
This thesis consists of integral copies of three publications over three technical chap-
ters. Each chapter is based on the original peer-reviewed publication with only minor
changes. The original full title of the original article is included on the first page of every
chapter. Each technical chapter considers a different cybercriminal ecosystem, based on
a unique dataset. However as all chapters are integral copies of prior published work, be-
tween the chapters certain segments as the introduction and background sections might
overlap.
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2
CYBER SECURITY THREATS TO

BITCOIN EXCHANGES

Bitcoin is gaining traction as an alternative store of value. Its market capitalization tran-
scends all other cryptocurrencies in the market. But its high monetary value also makes it
an attractive target to cyber criminal actors. Hacking campaigns usually target an ecosys-
tem’s weakest points. In Bitcoin, the exchange platforms are one of them. Each exchange
breach is a threat not only to direct victims, but to the credibility of Bitcoin’s entire ecosys-
tem. Based on an extensive analysis of 36 breaches of Bitcoin exchanges, we show the
attack patterns used to exploit Bitcoin exchange platforms using an industry standard
for reporting intelligence on cyber security breaches. Based on this we are able to provide
an overview of the most common attack vectors, showing that all except three hacks were
possible due to relatively lax security. We show that while the security regimen of Bitcoin
exchanges is subpar compared to other financial service providers, the use of stolen creden-
tials, which does not require any hacking, is decreasing. We also show that the amount of
BTC taken during a breach is decreasing, as well as the exchanges that terminate after be-
ing breached. Furthermore we show that overall security posture has improved, but still
has major flaws. To discover adversarial methods post-breach, we have analyzed two cases
of BTC laundering. Through this analysis we provide insight into how exchange platforms
with lax cyber security even further increase the intermediary risk introduced by them into
the Bitcoin ecosystem.

This chapter has been published as Cyber Security Threats to Bitcoin Exchanges: Adversary Exploitation and
Laundering Techniques by Oosthoek, K. and Doerr, C. in IEEE Transactions on Network and Service Manage-
ment, vol. 18, no. 2, pp. 1616-1628, June 2021.
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2.1. INTRODUCTION
With an average market capitalization of 136 billion USD over the last two years [17],
Bitcoin transcends all other currencies in the cryptocurrency market space. Similar to
other currencies, security is a critical property in securing its role as a store of value, unit
of account and means of exchange. Owners have to be confident that they won’t lose
their funds or they will withdraw them. While the developers of Bitcoin’s reference im-
plementation, Bitcoin Core, acknowledge that certain attack vectors exist [6], their prob-
ability is low as long as honest Bitcoin nodes together control more processing power
than any group of attacker nodes [59]. Due to its implementation of a stack of crypto-
graphic technologies, Bitcoin is a safe and reliable digital currency in its core. This paper
will not review fundamental attacks on Bitcoin’s distributed ledger technology, but con-
siders another type of attack that has been proven most lucrative and continues to be.

A high value asset makes a high value attack target. The security of Bitcoin is also
dependent on the ecosystem that has emerged around it. This consists of exchange plat-
forms, payment service providers, wallet providers, mining pools and other intermedi-
aries. Each of these is part of a fabric spun around Bitcoin which unlocks its potential to
a broader user base, but consequently introduces additional threat vectors.

Cyber criminal actors generally target the weakest points in the ecosystem. In the
Bitcoin ecosystem, centralized exchanges make up a large part of these. These act as a
broker, allowing users to sell cryptocurrencies for fiat currency (legal tender) or to ex-
change the latter for cryptocurrency against a commission. Attacks on their platforms
are feasible because in contrast to conventional stock exchanges, they do store curren-
cies traded or exchanged by their clients.

This contradicts the original Bitcoin proposition as a decentralized currency, in which
ownership depends on knowledge of the public-private key pair. The keys are the money:
“not your keys, not your Bitcoin” [2]. However many owners deposit their Bitcoin with
the exchange, which acts as a custodian. Although storing Bitcoin with an intermediary
is a compelling offer for users such as active traders requiring quick and easy access to
their funds, it creates a false sense of security to users less informed about the security
aspects of Bitcoin ownership. Control of funds and thus the exercise of ownership is out-
sourced to or centralized at the exchange. While legal ownership is non-transferable, the
public-private key pair that implies ownership of BTC remains with the exchange. Ac-
cording to recent reporting, the biggest exchange holds 966,230 BTC in custody, worth
7.19 billion USD at the moment of writing [15]. Exchanges must implement bank-level
security to avoid successful cyber attacks and to safeguard funds, but have failed to do
so as proven by the breaches in our analysis.

Bitcoin that are not being actively traded should be stored in cold storage. The hard-
ware wallet is the best-known and most end-user friendly solution for cold storage. While
the transfer of user funds to cold storage is a security best practice for exchanges, they
regularly have funds available in hot storage in order to provide for quick exchange or
withdrawal by legitimate users. With hot wallets being directly connected to the In-
ternet and running as an ongoing process to rapidly meet liquidity requirements, they
introduce the risk of exchange platforms losing BTC through exploitation of unknown
vulnerabilities in their infrastructure. Cyber security is not top of mind in the develop-
ment process of many start-up technology companies, which most centralized exchange
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platforms are. This has resulted in frequent reports of client funds getting lost due to
breaches. According to a March 2019 report from the United Nations Security Coun-
cil, cryptocurrency exchanges are even targeted by sophisticated nation-state hacking
groups in order to fund nuclear weapons programs [75].

With BTC market capitalization growing over time, attention to exchange platform
security must grow in importance. Each incident potentially not only has a monetary
impact, but potentially affects Bitcoin’s credibility as a monetary asset.

This paper is an invited extended version of a paper presented at the 2020 IEEE In-
ternational Conference on Blockchain and Cryptocurrency [61]. For this paper we have
extended our work with an analysis of the security posture of the exchange platforms in
our dataset that are still active. In addition to that we also analyze how the Lazarus group
and the actor group behind the Bitfinex breach are laundering stolen BTC. Even during
our analysis, more than 4 years after the Bitfinex breach, transactions with wallets linked
to the hack were still observed.

Our systematic study of Bitcoin exchange breaches provides the following take-aways
and contributions:

• We show that most Bitcoin exchanges were breached through relatively straight-
forward attack vectors.

• We found that while attack vectors overlap with breaches of other financial service
providers, the actual exfiltration of funds is unique to Bitcoin exchanges.

• We demonstrate that over recent years the sophistication of the vectors used to
breach exchanges has increased.

• We found that while the amount of BTC stolen per breach tends to decrease, the
USD yield is higher due to an increased BTC-USD exchange rate.

• We demonstrate that the age of breached exchanges has increased in recent years.

• We show that over recent years more exchanges tend to survive after a breach, but
details on the attack vector used are shared decreasingly.

• We demonstrate that while security has improved over time, some platforms still
have relative lax web security when held against standards such as OWASP.

• We provide insight into adversary methods to launder stolen BTC through the
blockchain and that the conversion of BTC to fiat money has become more com-
plex.

The remainder of this paper is structured as follows: Section 2 provides an overview
of related work on Bitcoin exchange security. Section 3 provides an overview of the Cyber
Threat Intelligence field and the Vocabulary for Event Recording and Incident Sharing.
Section 4 describes the methodology of our analysis. Section 5 presents the results from
our analysis. Section 6 provides an overview of the web security posture of exchange
platforms. Section 7 describes adversary laundering techniques post-breach. Section 8
outlines the limitations of our research. Section 9 summarizes our findings.
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2.2. RELATED WORK
Several authors have focused on theoretical attacks on the Bitcoin network. The exten-
sive research of Conti et al. has delivered a reference article on security and privacy
concerns regarding Bitcoin. Their article focuses on various attack types such as dou-
ble spending, Finney, brute force, Vector 76 and Goldfinger attacks [37]. They also cover
the various countermeasures for these attacks. Lim et al. have also focused on security
threats to Bitcoin such as DDoS attacks against exchanges, Bitcoin mining malware and
extortion [56]. Feder et al. have looked at the impact of DDoS attacks on the now defunct
Mt. Gox exchange. They found that on days following DDoS attacks, trading volume sig-
nificantly decreased, specifically caused by a drop in large volume trades [44].

With regards to the risks introduced by Bitcoin exchanges in particular, Moore et al.
have looked at various risk factors that have influenced the closure of Bitcoin exchanges
between 2010 and 2015 [58]. They found that nearly half of the exchanges in their dataset
have closed due to fraud attempts and security breaches. While they mention Bitcoin ex-
changes as the scope of their dataset, their analysis does also include services that did
not support Bitcoin, e.g. Ripple. Their analysis is particularly useful, as they have ana-
lyzed the relationship between the presence of security-related features such as multiple
factor authentication, bug bounties and exchange closure. Their dataset is however a bit
outdated. They also have more of an economic focus on the exchange ecosystem and
focus less on the actual security problems through which breaches have occurred. With
regards to the cyber threats to Bitcoin exchanges specifically, several online resources
that provide unstructured overviews of breaches exist. [66, 49].

Various authors have focused on the topics Bitcoin exchanges and Bitcoin security
independently of each other. However we did not find any peer-reviewed contributions
on the cyber security of exchange platforms. As far as we are aware, any significant aca-
demic analysis of a corpus of Bitcoin exchange breaches has not been performed, which
we deem the main contribution of our research.

2.3. CYBER THREAT INTELLIGENCE
Cyber Threat Intelligence (CTI) is an umbrella term for the analysis of cyber security
breaches and their tools, tactics and procedures (TTPs). It aims to provide actionable
information to drive cyber security decision-making in order to avoid getting attacked
with TTPs that were already disclosed. As there are many cyber threats around which
are not all relevant to each organization, CTI aims to provide an understanding of the
threats relevant to an organization and its assets. In this paper we focus on cyber threats
to Bitcoin exchanges.

The CTI process strives to gain an information advantage on adversarial events to
an organization’s information systems. Threats are real if they are able to successfully
exploit a vulnerability, leading to a normally negative real-world impact. The malicious
actor needs to have the capability and opportunity to exploit that vulnerability and the
intent to do bad things. Commonly heard attack vectors like ransomware, Denial of Ser-
vice attacks, SQL injection and phishing can have a different impact for each individual
organization as these depend on particularities specific to their technical environment.

Several frameworks to understand cyber threats in context exist, such as STRIDE,
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CAPEC, ATT&CK and VERIS. They each have their own distinct use case. STRIDE, a
mnemonic for Spoofing, Tampering, Repudiation, Information Disclosure, Denial of Ser-
vice, Elevation of Privilege, is useful to understand how threats can impact an informa-
tion system in several ways [68]. CAPEC is useful for analysis of software exploit methods
[71], whereas ATT&CK is proven to be useful to inform security analytics and understand
malware trends [62]. For our analysis we have used VERIS, which is primarily useful for
post-breach assessments.

2.3.1. VOCABULARY FOR EVENT RECORDING AND INCIDENT SHARING ( VERIS)
The Vocabulary for Event Recording and Incident Sharing (VERIS) is a CTI standard
open-sourced by Verizon [78]. Of all efforts that exist to systematize the conversation
on cyber security and exchange information, VERIS has become the industry standard
for strategic CTI. It is targeted towards strategic CTI as it is meant for reporting that in-
forms strategic, longer-term decision making to prioritize security investments based on
risk appetite. Four indicators present in every cyber security incident form the basis of
how VERIS is structured: the Action used to breach the asset, the Actor who breached the
asset, the compromised Asset, the security Attribute (confidentiality, integrity or avail-
ability) that was affected.

Analysis of TTPs in a set of cyber security breaches can provide an understanding of
how attackers target an industry such as Bitcoin exchanges. VERIS provides for struc-
tured analysis as it translates the narrative of individual incidents into a structured form.
The most well-known example of VERIS in use on a multiple-industry level is the annual
Verizon Data Breach Report (DBIR), which has become the industry-standard reference
for intelligence on developments in the cyber threat landscape [76]. Breach data from a
large body of industry and public sector organizations is used as the source for the re-
port. Publicly disclosed breaches are also recorded in the VERIS Community Database,
available on Github [73].

2.4. METHODOLOGY
In this section the methods applied in the collection of our dataset of Bitcoin exchange
breaches and their successive classification using VERIS are discussed. In this paper we
use Bitcoin to refer to the Bitcoin distributed ledger and technology stack. BTC is used
to designate units of account, e.g. when referring to the amount stolen in a particular
breach.

2.4.1. DATA COLLECTION

EXCHANGE BREACHES

We have gathered our dataset in November 2019 using Google Custom Search JSON
API queries for bitcoin exchange breaches and bitcoin exchange thefts. Based on word
frequency analysis, we identified 36 incidents of breached exchange platforms, which
were cross-checked against media reporting. Our analysis is concentrated on Bitcoin ex-
changes. Based on our criteria we only included technical security breaches of exchanges
which focus either on Bitcoin trading exclusively or combined with other cryptocurren-
cies. Exchanges not supporting Bitcoin and exchanges without reported breaches are
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not included in our dataset. In some breaches of multi-currency platforms, other cur-
rencies than Bitcoin were stolen as well. In those cases we include the amount of BTC
stolen according to official reports. Our dataset does not include any decentralized ex-
changes for peer-to-peer trading, hash-power marketplaces or online wallet services.

FINANCIAL SERVICES BREACHES

In order to compare Bitcoin exchange breaches with breaches of other financial service
providers such as banks, we have used the VERIS Community Database (VCDB). This
public dataset includes VERIS-formatted, annotated reports of publicly disclosed cyber
security breaches in various industries. It is audited by the VERIS Risk team at Verizon
and also used as input for their annual report. At the time of writing the database in-
cludes 8346 incidents, updated daily. Based on the VERIS taxonomy, it allows to filter
for data breaches that occurred with organizations offering financial services. We have
used the JSON objects of validated incidents, which are manually checked for validity by
Verizon [77]. The VCDB captures incidents recorded from 2012 and is thus aligned with
the time period covered by our dataset of exchange breaches, allowing for a uniform
comparison. We have checked whether incidents from our exchange breach dataset are
recorded in VCDB, however no overlap existed.

TRADE VOLUMES

We have gathered data on daily exchange trade volumes from a public API offered by
CoinGecko [36]. While CoinGecko is one of the few overview websites that normalizes
data in order to account for exchanges reporting fake volume, currently no publicly avail-
able dataset exists that fully accounts for exchanges reporting fake volume data. This is a
known problem of the exchange ecosystem [15]. For this reason, this data was only used
to analyze post-breach impact as reported by exchanges in B5 of section VI.

2.4.2. CLASSIFICATION OF BREACHES
For our analysis we have focused on the Action category of VERIS. The VERIS taxon-
omy also has an Actor category, but rarely are breaches of Bitcoin exchange platforms at-
tributed to designated actor groups. The Asset category is not used because for each ex-
change breach, the Server asset would qualify as the platforms in our dataset are online
outlets exclusively. In case of another financial service provider like a bank, the breached
asset can also be an ATM for example. The Attribute category affected would always be
Confidentiality and Integrity, as we have not recorded Denial of Service attacks affecting
platform availability.

The analysis of Bitcoin exchange breaches has proven to be onerous as the sharing of
information tends to be quite scarce and is getting even more scarce over recent years.
For our analysis, security breaches were included in our dataset according to the criteria
by Verizon. The entry must be a confirmed security incident, with a loss of confiden-
tiality, integrity, or availability [76]. In the case of our analysis, we also chose to only in-
clude officially disclosed breaches, meaning they were announced through official com-
munication channels maintained by the particular exchange. Press releases, but also
messages from the official Twitter channel or posts on bitcointalk.org from confirmed
accounts of exchange staff. We provide references to each source.
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Breaches were classified to a threat action category and variety according to the infor-
mation we had on the initial point and means of entry, as this provides for an overview
of the attack surfaces of Bitcoin exchanges. As in some cases official sources only re-
ported a successful hacking attempt and lack further detail, we have not identified the
sub-variety of Hacking to stay close to the official incident report. Also, in some cases
the amount of BTC stolen is not reported. In other cases, a cyber security breach is the
official account, but heavy rumors about a cover-up such as an exit scam exist. Because
we want our analysis to be a valid but accurate reflection of the current state of the Bit-
coin exchange ecosystem, we have included this in italic in the Attack Method column
of Table 1. We refer to the URLs used for the coding of each breach.

2.5. ANALYSIS OF BITCOIN EXCHANGE BREACHES
In this section we will discuss the observations from our dataset of Bitcoin exchange
breaches. We have analyzed 36 incidents of breaches, through which at least 1,156,399
BTC were stolen from their legitimate owners. Table 1 and Figure 1 provide additional
insight into the dataset and our analysis.

Figure 1 is a bubble chart representation of the dataset. Exchange breaches are plot-
ted on the X axis by year of compromise. The Y axis indicates the age of the exchange at
the time of the incident. Each bubble represents a breach, whereas the line color repre-
sents the attack vector used and the bubble diameter the amount of BTC stolen. Figure 1
shows two interesting patterns in particular. The amount of BTC stolen in breaches has
decreased in recent years. It also shows that the age at which an exchange gets breached
has increased. Furthermore the figure shows that the TTPs deployed in breaches of ex-
change platforms have developed from trivial exploitation of functionality or vulnerabil-
ities to other hacking vectors.

Table 1 provides an overview of the breaches recorded in our dataset. The Launch
and Breach columns denote when an exchange was first opened and breached subse-
quently, BTC how much BTC were lost, USD the loss in USD based on the average ex-
change rate in the breach month [52], Action and Variety how the attack vector used is
classified within VERIS. In the Attack column, we have placed references to the sources
used for the VERIS classification of each breach and further analysis in this section.
The information in this column is based on reporting on forensic investigation by the
breached party. When not available, we have drawn on reports from secondary sources
such as media, emphasized in italic. Closed denotes whether an exchange closed as re-
sult of a breach. The asterisk indicates termination after a subsequent breach.

The most occurring varieties in our dataset of Bitcoin exchange breaches are: Un-
known (12), Use of stolen credentials (6) and Abuse of functionality (5). In the sections
below we will discuss the observations for these breach varieties in more detail, as well
as our findings with regards to their impact.
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2.5.1. ANALYSIS OF ATTACK VECTORS

INCREASE OF UNKNOWN VARIETY INDICATES DECREASE IN DISCLOSURE OF BREACH DE-
TAILS

While we were able to identify the attack vector for most of the breaches in the first half
of the time frame covered by our dataset, in recent years the communication of the TTPs
used to breach exchanges has gotten more fuzzy. Of the 36 incidents recorded in our
dataset, the specific attack vector remains unknown in 15 cases. Of these 15 cases, 9
appear in the last three years. In none of the latter cases, details on the vector through
which the exchange was breached was not publicly disclosed.

While over recent years less exchanges terminate after a breach and theoretically bet-
ter able to provide better incident response information, they often tend not to. While
in the early years full details were usually not available due to the exchange going out of
business (from 2011 until 2015, only 13.3% of breach methods remained undisclosed),
over the last years exchanges survive but do seem to share less details out of concerns
for their reputation. It is known that for various reasons, organizations are hesitant to
share details on security breaches [65]. Other financial service organizations tend to
exert more openness about breaches. One example of this is the hacking operation of
Bangladesh Bank, which was disclosed officially by SWIFT [69], as well cyber security
vendors [55]. This is partially explained by the fact that traditional financial institutions
are subject to strict breach notification regulations such as the Federal Information Se-
curity Management Act of 2002 and the European General Data Protection Regulation.
However, based on the information recorded in Table 1, a trend of exchanges getting less
transparent over the last couple of years can be observed.

DECREASE IN USE OF STOLEN CREDENTIALS VARIETY

The use of stolen credentials (Stolen Creds in VERIS terminology) is the method of choice
in most of the early attacks in our dataset. In this type of attack the malicious actor
breached the exchange platform and consequently exfiltrated funds by using privileged
credentials. In many cases, credentials providing elevated (administrator) privileges were
obtained through relatively low-level social engineering or unsafely stored. While this
type of breach does not involve exploitation of a vulnerability or another form of abuse,
it is a cyber security breach because it affects system integrity.

Six exchanges in our dataset were breached through the use of stolen credentials, all
of which occurred from 2011 up until 2016. In June 2011 Mt. Gox was breached with a
compromised administrator account. More than 24,000 BTC were stolen from Bitfloor
after the attacker managed to obtain credentials from their cloud provider to gain ac-
cess to an unencrypted backup of a wallet used for cold storage. One explanation for
the feasibility of this type attack is password reuse, because end users recycle the same
password or variants of the same password through multiple online services.

After Unknown hacking, the use of stolen credentials is the biggest hacking vector
in our dataset of Bitcoin exchange breaches (17%). The same goes for other financial
services recorded in the VCDB, in which for 24 of a total 158 incidents this vector is em-
ployed (15%). Based on this data, both verticals are targeted and consequently exploited
using the same methodology. However, where in traditional financial services stolen
user credentials are mostly used to steal funds from individual users, the exchanges in
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Table 2.1: Bitcoin Exchange Breaches

Launch Breach Exchange BTC USD Action Variety Attack method Closed

2010-07 2011-06 Mt. Gox 2,500 40,250 Hacking Use of stolen creds admin account breach [54] yes*

2010-04 2011-08 MyBitcoin 12,500 102,500 Hacking Abuse of functionality programming error [80] yes

2011-09 2012-03 Bitcoinica 43,554 213,415 Hacking Exploit vuln Linode breach [57] yes*

2011-09 2012-05 Bitcoinica 18,547 96,444 Hacking Abuse of functionality Rackspace PW recovery [9] yes

2011-04 2012-05 BitMarket.eu 19,980 103,896 Hacking Use of stolen creds SSH account hacked [10] yes

2012-02 2012-09 Bitfloor 24,086 298,666 Hacking Use of stolen creds unencrypted wallet backup [72] yes

2011-08 2013-03 BitInstant 999 92,907 Social Elicitation DNS hijack, registrar social eng. [14] yes

2011-01 2013-03 Mercado Bitcoin 4000 372,000 Hacking Abuse of functionality coupon functionality hijacked [24] no

2010-12 2013-04 Bitcoin Central ‘few 100’ - Hacking Abuse of functionality account takeover, OVH breach [7] no

2011-10 2013-05 Vircurex 1,454 187,275 Hacking Use of stolen creds PW reset, cloud host social eng. [79] yes

2011-07 2013-11 Bitcash.cz 485 584,765 Hacking Unknown web interface compromised [31] yes

2013-01 2013-11 Bidextreme.pl - - Hacking Unknown [33] yes

2010-07 2014-02 Mt. Gox 850,000 487,815,000 - - insider involvement [41] yes

2014-01 2014-03 Poloniex 97 43,136 Hacking Abuse of functionality race condition [20] no

2013-03 2014-07 Cryptsy 10,000 5,895,000 Hacking Use of backdoor or C2 backdoor in dependency [40] yes

2011-01 2015-01 Bitstamp 18,866 4,122,221 Malware Downloader sophisticated malware attack [32] no

2013-06 2015-01 796 Exchange 1,000 218,500 Hacking Unknown compromised “certain weakness” [25] no

2013-01 2015-02 BTER 7,170 1,821,897 Hacking Unknown breach of cold wallet [32] yes

2011-06 2015-02 Cavirtex - - Hacking Use of stolen creds PW hashes, 2FA secrets exposed [23] no

2014-10 2015-02 Excoin - - Hacking Unknown [43] yes

2014-02 2015-03 AllCrypt 40 9,764 Hacking Brute force bruteforced tech staff email [1] yes

2014-01 2015-03 Cryptoine 6 1,465 Malware Exploit vuln race condition in trading engine [81] yes

2013-01 2016-03 Cointrader - - - - [27] yes

2013-07 2016-04 BitQuick - - Hacking SQLi upload feature SQL injection [8] no

2014-07 2016-04 ShapeShift.io 315 141,278 Hacking Use of stolen creds insider involvement [67] no

2013-07 2016-05 Gatecoin 250 132,225 Hacking Unknown multisig cold wallet [47] yes

2012-01 2016-08 Bitfinex 120,000 68,868,000 Hacking Unknown [12] no

2012-01 2016-11 Bitcurex 2,300 1,707,750 Hacking Unknown API signing key exploit [12] yes

2013-01 2017-04 Yapizon 3,816 5,158,850 Hacking Unknown [26] no

2013-06 2018-04 Coinsecure 438 4,049,354 Misuse Privilege Abuse insider, cold storage exposed [70] yes

2014-06 2018-09 Zaif 5,966 39,585,603 Hacking Unknown 3 hot wallets hacked [63, 30] no

2018-05 2018-10 Maplechange 8 50,927 Malware Exploit vuln race condition, exit scam [11] yes

2013-07 2018-11 Gate.io - - Malware Exploit vuln supply chain attack [46] no

2017-11 2019-03 DragonEx 135 553,811 Hacking Unknown [34] no

2017-07 2019-05 Binance 7,000 59,908,100 Hacking Unknown API keys and 2FA secrets [5] no

2016-01 2019-07 BitPoint 1,225 12,350,450 Hacking Unknown [28] no

* the asterisk in the Closed column indicates closure after a subsequent breach
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our dataset were breached with administrative credentials, which provide instant access
to funds of multiple users. The fact that the use of stolen credentials is decreasing over
recent years indicates that exchanges have increased their security hygiene.

DECREASE IN ABUSE OF FUNCTIONALITY VARIETY

Abuse of functionality was the attack vector of choice in 5 breaches. Just like Use of
stolen creds, this method does exploit a platform’s access mechanisms. However, rather
than the exploitation of a technical vulnerability, the attacker abuses legitimate platform
functionality of the exchange platform or its hosting partner. Examples of these are the
use of a flawed password recovery or discount modules, which can generally be avoided
by thorough unit testing.

This vector was dominant among breaches of early movers in the exchange ecosys-
tem, breached between 2011 and 2014. At the same time this observation is in accor-
dance with a general trend observed in cyber attacks. Over the past years, attackers tend
not to deploy malware or custom exploits. If not necessary to accomplish their objec-
tives, they prefer to use functionality native to a target system. This way they are “living
off the land” (LOTL). While LOTL attacks are employed both by low-level and sophisti-
cated actors, their feasibility by the misuse of native features usually implies lax mon-
itoring or security audits at the side of the victim. Our dataset records 5 data breaches
through abuse of functionality, which is 14% of the total. In VCDB, this is recorded in just
2 incidents, which is only 1.29% of incidents recorded for the financial services industry.

RELATIVELY LIMITED DEPLOYMENT OF ADVANCED METHODS

As discussed in earlier sections, most exchanges in our dataset were breached using rel-
atively straightforward attack vectors. Only three exchanges were compromised through
the use of advanced techniques. Cryptsy was breached due to the exploitation of an
intentionally placed backdoor in an open-source software dependency. After a mali-
cious actor took over ownership of the development of Lucky7Coin, he was able to place
an IRC backdoor into the wallet code base, allowing full and unlimited access to funds
stored in the wallet [40]. Gate.io was breached due to a breach at Statcounter, which al-
lowed attackers to place code in the visitor counting script used by Gate.io. Both were
targeted attacks, as they were the only instance in which this specific vulnerability in
the dependency was exploited. Furthermore the breach of Bitstamp in January 2015 in-
volved multi-staged and targeted malware according to leaked post-mortem reporting.
Apart from these cases, the exchanges in our dataset were hacked with relatively straight-
forward vectors. Especially given the considerable financial impact, this is a character-
istic unique to Bitcoin exchanges. If the breach methods are not advanced, it implies
the level of technical security is very low. And if security of an exchange platform is low,
the company will not be able to keep up against the sophisticated nation state actors by
which they are targeted, as mentioned in the introduction.

2.5.2. ANALYSIS OF IMPACT

SAME VECTORS, DIFFERENT OUTCOMES

In the sections above we have found that the vectors used to breach Bitcoin exchanges
are similar to those targeting financial institutions. The real world outcomes are how-
ever very different. Where attackers targeting Bitcoin exchanges are always motivated to
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exfiltrate funds, this is less the case in breaches of traditional financial institutions. Ac-
cording to the DBIR 2019, in 43% of incidents personally identifying information (PII) is
exfiltrated and credentials in 38% of breaches [76]. According to the same report, theft of
funds mostly happens to physical tampering attacks against automated teller machine
(ATMs), which have declined over the last couple of years. Although the breach TTPs
overlap, results and implications of breaches hugely differ between these types of orga-
nizations.

HOT WALLETS REMAIN THE WEAK SPOT

Exchanges use so-called hot and cold wallets like storage providers differentiate between
hot and cold storage. Hot wallets provide liquidity to quickly facilitate transactions that
characterize an exchange; depositing and withdrawal of funds to convert fiat to digital
assets or exchange between BTC and ERC-20 tokens. The amount of assets stored in hot
wallets should be sufficient to provide quick liquidity. The largest share of user funds
held in custody should be held in cold wallets, which are stored offline or airgapped,
meaning isolated from the regular local network and outside networks and ideally re-
quiring physical access.

Except for 2 cases, in all breaches the funds exfiltrated by the hackers were stored
in a hot wallet. Because these wallets are connected to the Internet, private keys can
be obtained by breaching the server on which the wallet is stored. Only BTER [29] and
Coinsecure [70] reportedly had their cold storage breached. Storing only as much funds
as necessary in hot storage is considered good cyber security hygiene, as the offline na-
ture of cold wallets makes them more difficult to breach. This potential financial impact
of a breach is significantly decreased if the attacker is only able to compromise hot stor-
age with a constrained amount of funds required to meet liquidity needs.

Our dataset shows that hot storage only provides security when implemented cor-
rectly. In the early years, exchanges went insolvent after a breach because they stored
practically all funds in hot storage. Recently, regulatory frameworks imposing strict re-
quirements on the custody of exchanges have been introduced in many jurisdictions.
The Hong Kong Securities and Futures Commission is one of the first movers among
global financial regulators with new regulation. As of November 2019, it requires Hong
Kong-based platform operators to store 98% of assets in cold wallets and 2% in hot wal-
lets. It also requires platforms to minimize the number of transactions from cold wal-
lets and to insure funds to cover for a hack [50]. Furthermore, several leaders in the
cryptocurrency ecosystem have established the Cryptocurrency Certification Consor-
tium (C4), which has released the CryptoCurrency Security Standard [21]. This stan-
dard provides guidance to cryptocurrency companies to implement information secu-
rity frameworks such as ISO 27001.

The above provides a representation of growing technical security maturity of Bit-
coin exchange platforms. It does not require much technical sophistication to put an ex-
change platform online, as one can build on various widely-available open source com-
ponents. However keeping such infrastructure secure takes significant resources and
only a limited pool of people has the knowledge and experience of exchange security.
The sophisticated threat actors targeting exchanges however investigate ample time to
find a vulnerability that provides them with a foothold. And they only need one in order
to further escalate their access level.
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DECREASED EXCHANGE CLOSURE DUE TO BREACHES

Being breached was equal to insolvency and subsequently closing down in most of the
first incidents recorded in our dataset of breached Bitcoin exchanges. However over re-
cent years, this is not the case anymore. In most recent cases, exchanges resumed busi-
ness after a period of ceased trading post-breach. This is only partially good news for
owners of Bitcoin. In some cases stolen BTC were reimbursed on a 1:1 basis (Binance,
BitPoint), but in other cases the exchange refunded a fixed percentage of BTC (Zaif, Drag-
onEx). More controversial is the issuing of “IOU” (“I Owe You”) tokens by Bitfinex and
Yapizon, as these tokens serve as non-negotiable, informal measures of debt and thus
are not redeemable for the actual value lost in BTC or USD.

In all cases, it is an improvement that customers are not left absolutely empty-handed
after a breach. Our dataset includes exchanges paying out of pocket for this such as Bi-
nance’s user asset fund [4], as well as selling the company in order to raise enough money
[35]. Moore et al. [58] have argued that high-volume exchanges have a better chance to
continue operations after a breach. This is interesting, as the bigger exchanges might
have deeper pockets for security spending and thus to fend off cyber attacks. This would
drive rational customers to large platforms, which indeed shows both in the trading vol-
ume (CoinGecko) and the amount of BTC held in custody [15]. This is however also
contrary to the decentralized philosophy described by Satoshi Nakamoto in the Bitcoin
whitepaper.

AMOUNT OF BTC SEIZED PER BREACH IS DECREASING, RELATIVE USD YIELD INCREASING

As it can be observed from Figure 1 and Table 1, over the last few years the relative
amount of BTC stolen as part of exchange security breaches tends to decrease. Seizures
exceeding 10,000 BTC were not uncommon in the early years, however - except for some
outliers - this has decreased in 2018 and 2019.

Over recent years the relative USD yield has increased, while the BTC yield has de-
creased. This is a result of the increased BTC-USD exchange rate. Table 1 also shows
that in the early years of our dataset, big amounts of BTC were taken through relatively
low-level hacking vectors. Over recent years attack vectors have become more complex
and less lucrative when simply considering BTC quantity. This could be the result of
improved security best practices by exchange platforms, as well as improved incident
response practices. Temporarily terminating withdrawal and trading functionality post-
breach has become a common practice, as well as requesting other exchanges to which
the hackers diverted BTC to freeze those.

NO IMPACT ON TRADING POST-BREACH

We have also found that in 4 recent breaches, the trading activity on the platform was
not impacted. Figure 2 shows the reported trading volume 60 days before and 60 days
after breach disclosure.

According to a report by Bitwise for the U.S. Securities and Exchange Commission
[15], most Bitcoin exchange platforms operate wash trades or report fake inflated vol-
ume in order to increase attractiveness and exposure on market overview websites. This
results in many cryptocurrency market overview websites reporting fake volume due to
fabricated input data.
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Figure 2.2: Trading volume in BTC 60 days before and after breach.

Historical trading volume data is not available for all exchange platforms, certainly
not for those out of business. We have used data available from CoinGecko for exchanges
which did not close after a breach as only then data is available. Although we had only
BTC trade volume data available from 4 exchange platforms (Zaif, Gate.io, DragonEx,
Binance), none of them did show a substantial impact on trading volume post-breach as
can be seen in Figure 2.

DragonEx is at the bottom of the diagram, as its daily trade volume is below 100 BTC.
The above shows that security breaches do not affect the trade volumes of Bitcoin ex-
change platforms that continue operations. We have to take into account that some
amount of the volume might be fake. However the sustained trading can be explained
by the incident response communication by these exchanges. They didn’t include much
technical detail with regards to breach TTPs and every briefing assured customers that
the exchange platform maintained control of the situation. This is coherent with the se-
curity industry best practice of frequent post-breach communication in order to avoid
customer attrition [22].

2.6. EVOLUTION OF PLATFORM SECURITY
The sheer fact that all organizations in our dataset were vulnerable to attacks in the past,
invites the question whether platform security has improved over time. Data on this is
scarce as many platforms have suspended their activities. Therefore we have decided
to focus on 13 platforms from our dataset which are still operating. We have used scan
results from Censys, which continuously scans the entire IPv4 address space since June
2016 for ports used in common services.

Adversaries usually deploy such port scans to acquire information about exposed
services and the software versions behind them in a search for potential vulnerabilities
for exploitation. To understand what services a website was running at a given point
in time, we used a historical passive DNS data source to resolve the domain names of
these 13 platforms to the IP addresses used each day between June 2016 and December
2019, and correlated these with the banners grabbed from a particular IP address on that
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day. Additionally we have requested the HTTP Response Headers of each platform’s root
www. These are reconnaissance methods which do not negatively impact the platforms
in question. To further comply with responsible disclosure of security issues, we do not
identify individual platforms.

Based on the aspects observed, we see server security of the platforms investigated
has significantly increased from 2016. As highlighted below, the web security of these
platforms has matured together with the overall exchange ecosystem, although bad se-
curity practices and security lapses are still comparatively widespread.

2.6.1. MULTIPLE SERVICES ON SINGLE IP
In our scans we have found multiple platforms running multiple services on the same IP
address as the platform. This is not only bad practice due to availability and reliability, it
also increases the attack surface as the potential pivot points for attackers are increased.
If the mail relay is used to send spam emails, the website ends up being blacklisted as
well. Over the time frame from June 2016 until December 2019 this applied to 4 platforms
in total, of which 1 still exposes FTP (which sends user credentials in plain text) and mail
services at the moment of writing.

2.6.2. VULNERABLE WEB SERVER VERSIONS
Given the fact that their webpage is the critical frontend to exchange platforms and thus
the single point of failure for such platforms, we were surprised to see that so many have
been running vulnerable, unpatched versions of web server software for long periods of
time.

One of the bigger platforms has been running nginx 1.6.2 from at least June 2016
until February 2019, for which a high severity Denial of Service (DoS) vulnerability was
reported already in February 2016 and a privilege escalation vulnerability in Novem-
ber 2016. Another high-volume platform was observed serving its platform’s pages via
Apache 2.2.22 from at least June 2016 until September 2017, which was then already vul-
nerable to several medium and high severity threats such as Cross-Site Scripting (XSS),
buffer overflow, remote code execution, DoS and authentication bypass. In June 2019,
one other platform had Microsoft Internet Information Server 8.5 exposed, for which a
medium severity vulnerability was reported in 2014. Given a batch of only 13 platforms,
observing 3 of them with major and easily exploited vulnerabilities post breach is as-
tonishing and points to severe shortcomings in security practices such as vulnerability
management.

2.6.3. EXPOSED MANAGEMENT INTERFACES
The servers operating the exchange also need to be maintained and updated. These
service interfaces would normally not be exposed to the public on the same IP as the
website itself, but rather be shielded in a separate compartment and accessible only to
select sources. Already above we noted the existence of multiple services running on the
platforms. From at least June 2016 until December 2019, one exchange had a Pure-FTPd
service and Dovecot email server exposed. In September 2017, the same platform even
exposed a vulnerable OpenSSH service version. In addition to configuration interfaces,
another platform exposed a database server, MariaDB 5.5.5, a MySQL fork for 7 months
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Table 2.2: Detected Improperly Configured Headers

HTTP Security Header Protects Against Count
X-Content-Type-Options Phishing, Cross-Site Scripting 6 of 13
X-Frame-Options Clickjacking 7 of 13
X-XSS-Protection Cross-Site Scripting 6 of 13
Strict-Transport-Security Man-in-the-Middle 6 of 13

over 2018 and 2019. In addition to normal architectural practices where databases would
normally be placed deeper in the network and not accessible from a public network,
this database was at that time already vulnerable to several high severity remote exploit
vectors. Pure-FTPd was also exposed in 2016 and 2017 by another platform.

In principle, the attack surface could be minimized even when exposing such ser-
vices to the outside, if mitigations such as IP address whitelisting can be applied. How-
ever residual attack surface still exists due to spoofing, and whitelisting was obviously
not in place (or badly configured) if connections from an Internet scan service were per-
mitted that would make the result available publicly. General security principles such as
not to expose such services to untrusted zones like the Internet were thus not followed
by the exchanges, even after breaches had happened.

2.6.4. SLOW PATCHING IN GENERAL

Based on our port scan data, it can be concluded that the deployment of security patches
by exchange platforms has generally been slow. While over time less services are exposed
in general, running vulnerable web services is bad practice for online-only organiza-
tions. However room for improvement still exists, as later in this section we will show
that as of now one platform is still running a vulnerable scripting engine.

2.6.5. HTTP SECURITY HEADERS

When a web server answers a request from a browser it includes HTTP response head-
ers. A particular category of these are Security Headers, which instruct a browser how
to serve that particular page to avoid XSS and clickjacking. Implementing HTTP Secu-
rity Headers is a straightforward and cost-effective measure, which protects against end
users against malicious interventions. We have verified the configuration of the HTTP
Security Headers by requesting the webpage via curl, which is a non-intrusive method
to better understand an organization’s recognition of web security. As shown in Table II,
of the 13 platforms we investigated, we have found that three different headers were not
properly configured for 6 out of the 13, and one type of header incorrectly for 7 out of the
13 platforms.

2.6.6. SERVER-SIDE SOFTWARE

The X-Powered-By header is a non-standard HTTP response header, which can be man-
ually adjusted to distract scanners targeting specific vulnerable software versions by in-
creasing the version number to appear as more updated. Decreasing is not common, as
it will only increase scrutiny.
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For one platform, we found it running PHP/5.3.29, which dates back to 2015 and for
which 5 critical vulnerabilities were disclosed in 2019. One of these vulnerabilities can be
exploited to cause a buffer overflow, allowing for the server-side execution of attacker-
controlled code. Given the history of attacks discussed earlier, this is a serious threat to
the integrity of an exchange platform’s transactions.

We have notified the platforms in question about open vulnerabilities. Based on our
analysis there are however positive things to note. Over the time frame of the scans, we
observed more platforms moving behind Cloudflare’s reverse proxy service, which pro-
tects against several web attacks. As of December 2019, all platforms except 2 have done
this. Furthermore, less secondary services are getting exposed, although the practice still
exists. While a causal relationship between security breaches which have hit the ecosys-
tem so hard and the improved hygiene can obviously not be established, it seems that
some maturing has happened in the overall ecosystem.

None of our findings are significant - any standard penetration test should uncover
OWASP Top 10 vulnerabilities. We recommend exchange platforms not only to perform
vulnerability scans and penetration tests on a regular basis, but to adhere to implement
the OWASP Web Testing Guide in unit tests of their platform code. As simple techni-
cal vulnerabilities can threaten business continuity, over recent years many financial or-
ganizations have dedicated resources towards collecting threat intelligence on relevant
attackers as part of their risk management and overall due diligence [60].

2.7. TRACING STOLEN FUNDS
A question often asked after exchange breaches is how and to where BTC were funneled
out. Such intelligence on post-breach TTPs provides an integral view of adversary be-
havior, however the analysis is delicate due to the privacy aspects inherent to Bitcoin’s
architecture. Bulk transaction analysis becomes even more complex due to the use of
CoinJoin, third-party mixing services and the identification of services where funds ter-
minate into fiat currency, which makes it difficult to establish a ground truth. The anal-
ysis is additionally complicated by the fact that details on laundering TTPs only become
truly apparent when actors are indicted. In this section, we will analyze the post-breach
TTPs to launder stolen funds from the Bitcoin exchanges in our dataset, based on official
information shared by victim organizations and prosecutors.

2.7.1. MT. GOX

The second breach of Mt. Gox in 2014 made the platform collapse and 850,000 BTC
disappeared. According to US justice department filings from 2017, the Russian-owned
exchange platforms BTC-e and Tradehill were used to launder a significant portion of
the Mt. Gox funds [53]. According to the Financial Crimes Enforcement Network, BTC-e
was used to launder criminal money from miscellaneous origin, such as proceeds from
Cryptolocker and Locky ransomware campaigns [45]. BTC-e failed to maintain effective
AML measures and did not pursue any form of KYC, essentially favoring money launder-
ers. According to the documents, the actors behind BTC-e allegedly managed to launder
4 billion USD. Among BTC-e’s clients was the Russian state hacking group Fancy Bear
[42], which is known to have used BTC to sponsor their hacking campaigns [39]. Accord-



2

30 2. CYBER SECURITY THREATS TO BITCOIN EXCHANGES

Figure 2.3: Force-clustered transactions (green) from wallets (yellow) associated with Bitfinex attack from Au-
gust 2016 until mid-June 2020.

ing to reporting by the BBC, most of BTC-e’s user base vanished to a successor platform
called Wex, of which all funds were allegedly seized by the Russian security service FSB
[3].

The breach of Mt. Gox and the subsequent laundering has triggered several big in-
vestigations, some of which are still active. However the laundering TTP of using ques-
tionable exchanges to launder stolen funds, has become obsolete due to the restrictions
raised by AML, KYC and FATF regulations.

2.7.2. BITFINEX BREACH

With Bitfinex being a high-volume exchange, it would become the biggest breach after
Mt. Gox. In June 2019 two Israeli individuals linked to the Bitfinex hack were arrested
[82], but funds are still on the move. Many details on the adversary and its TTPs remain
unclear. In August 2020 Bitfinex offered a 5% share of the assets recovered to anyone who
puts the company in touch with the attackers and a 25% share to anyone who demon-
strates control of the attacker wallets [13]. Just like with Mt. Gox, 4 years after the Bitfinex
attack, the incident response is still ongoing.

A list of transactions and wallets associated with the hack was circulated by a Bitfinex
director few days after the hack [64]. We have used this to analyze first and second-
order movement of funds, in other words movement from wallets included in the list
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shared by the victim organization. As adversaries are known to use CoinJoin wallets and
third-party mixing services, tracing stolen funds on the blockchain is ambiguous and
potentially unreliable. To keep analysis empirical, we focused on movement relating to
addresses from the list distributed initially. In general, we have observed laundering the
funds has been very laborious to the actors, with relatively limited success.

Figure 3 is a force-directed graph of outbound transactions from Bitfinex to the 410
wallets that have been active until now, based on the list shared by Bitfinex. A yellow
dot represents a Bitcoin wallet, a green dot a mainnet transaction. The yellow dot in
the center represents Bitfinex, surrounded by the wallets to which funds were exfiltrated
as officially reported by Bitfinex. The main takeaway from the graph is how attackers
diffuse funds to many wallets through a web of transactions. As the nature and own-
ership of these wallets can only be speculated, the graph shows how the attackers use
the Bitcoin network to obscure movement of yields from the breach. The list shared by
Bitfinex contains a total of 2072 transactions associated with the hack, totalling 119.755
BTC. These transactions all took place between 8:54:54 and 12:18:35 on 2 August 2016. In
total, we have recorded 1001 transactions associated with the Bitfinex hack, from August
2016 until June 2nd, 2020. Based on our analysis of these transactions, we have observed
the following:

Manual obfuscation: In January 2017, the actors collected funds from several small wal-
lets into a single 93 BTC wallet. This was then funneled to a wallet with another 15 BTC
of stolen funds and then split into smaller quantities [18]. For the coming months, the
funds then got separated into smaller quantities. While from that point onwards it can-
not be established if the funds are still in possession of the attackers, apparent manual
obfuscation of funds is a widely-documented laundering TTP [51].

Mixing: The attackers can be observed using supposed mixing wallets. One address has
394 incoming transactions from wallets mentioned in the official list [16]. This wallet
was created on October 20, 2015 and already handling transactions prior to the Bitfinex
hack. While the character of this wallet cannot be established, it has characteristics of a
mixing wallet as it exclusively handled transactions worth few satoshis.

Recent activity: In a recent instance of consolidation, between June 1 and June 7, 2020,
the attackers moved funds originating from several wallets with smaller holdings, also
directly related to the hack [19]. A few days before, on April 28, 2020, the actors emptied
a single wallet filled with 168 BTC directly after the attack, which is shown in the cluster
just below the center of Figure 3.

The list shared by Bitfinex contains 2072 transactions associated with the hack, in to-
tal 119,755 BTC. The transactions took place between 8:54:54 and 12:18:35 on August 2,
2016. From this, 1001 subsequent transactions can be observed taking place from Au-
gust 2016 until June 7, 2020. At the moment of writing, only 410 wallets of total 2072
have been depleted. The aggregate outbound transactions account for 2663 BTC, which
is just 2.2% of the BTC stolen. While it is speculated what is causing this, it is evident
that laundering stolen BTC - especially transferring Bitcoin to fiat assets - has become a
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Table 2.3: TTPs in Laundering of Stolen BTC

Exchange Breached Laundering TTPs
Mt. Gox 2014-02 Fraudulent exchange
Bitfinex 2016-08 Mixing, manual mixing/splitting
Yapizon 2017-04 Bank withdrawals, money mules, gift cards

complex operation for the adversaries behind the hack of Bitfinex.

2.7.3. YAPIZON

The North Korean state-sponsored Lazarus Group is associated with several cryptocurrency-
related attacks [48]. The group is suspected of being behind the hack of Yapizon in 2017,
recorded in our dataset. Furthermore the group is suspected of stealing altcoin from
several other exchanges, as well as malware-based attacks to steal key pairs of unwitting
users. In March of 2020, US government authorities indicted two individuals associ-
ated with laundering of proceeds from these breaches [74]. From this recent case, it can
be observed how adversaries launder stolen BTC in an increasingly regulated ecosys-
tem. Compared to the laundering TTPs discussed earlier, laundering process has be-
come more laborious, as the actors were observed withdrawing 34 million USD of stolen
funds from a Chinese bank account that is linked to an exchange account. More inter-
estingly, they were also observed converting 1.4 million USD worth of BTC into iTunes
gift cards, which were used to purchase then-laundered BTC.

The practice of laundering through iTunes gift cards is striking, as gift cards are a
known money laundering avenue. It is therefore astonishing such volumes have not
raised any flags, or that the Chinese authorities did not intervene in the transfer or with-
drawal. This shows that persistent actors will seek to maneuver around limitations put
up in the ecosystem by bona fide actors.

According the analysis of these 3 cases, it is fair to establish that straightforward con-
version of stolen BTC directly into fiat currency is a practice of a time gone by. Most
exchanges have flagged wallet addresses associated with security breaches. Launder-
ing criminally obtained BTC is further complicated by KYC and AML regulations. Over
4 years after the fact, few wallets associated with the Bitfinex hack have been emptied,
with regulatory scrutiny only increasing.

2.8. LIMITATIONS
We have made significant effort to include all security breaches of Bitcoin exchanges
in our dataset. Like any analysis driven by open source data, only publicly disclosed
breaches can be included. Breaches may not be reported or remain unknown even to
the victim. The composition of the dataset depends on the reporting obligation or gen-
erally responsible practice of breached parties. Despite this limitation we believe that
our dataset is an accurate representation of Bitcoin exchange breaches over the eight
years past. Analysis of an ecosystem as a whole provides a better reflection of reality
than analysis of individual breaches. Our analysis serves as an analysis of its current
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state, as the trading of Bitcoin is an ecosystem in constant flux.
We have based our analysis on official reports, but in some cases strong rumors of

exit scams exist. As indicated in the previous section, we have included these in Table 1
in the interest of completeness. Fear, uncertainty and doubt (FUD) are inherent to the
Bitcoin community [38] and hence a tacit limitation to any research of the environment.

Furthermore, our classification of breaches is based on current representation of
facts in official sources. The reporting of Bitcoin exchange breaches tends to be very
light on technical detail, if any. Almost six years after the fact, is still not publicly known
how the Mt. Gox breach, with the highest-ever amount of stolen BTC, could have taken
place. With exchange regulations in development in several jurisdictions, as well as court
cases on breaches currently ongoing, future work is necessary as more details become
available.

2.9. CONCLUSION
With the amount of fiat currency flowing into the Bitcoin market, exchange platforms
are an attractive target for cyber criminal actors. We have analyzed 36 instances of cyber
security breaches of Bitcoin exchange platforms, cumulatively accounting for at least
1,156,399 BTC stolen from their legitimate owners. Each of these incidents was facili-
tated by cyber security of the exchange platform and not the negligence of its users, the
legitimate Bitcoin owners.

We have found that in recent years exchanges tend to disclose less technical details
on the what and why of a breach compared to their earlier victims in our dataset. With
regards to the vector used to breach exchanges, both the use of stolen credentials and
the abuse of functionality are decreasing. This is good news, as a decrease of easy at-
tack vectors suggest an increase in the levels of technical security of exchange platforms.
Other positive developments are decreased exchange closure due to breaches and a de-
creasing amount of stolen BTC over recent years. This is partially due to other exchange
platforms being willing to block funds directed to them by the attackers and returning
those. Although the absolute BTC yield per breach has decreased, exchange platforms
remain an interesting target due to increased BTC-USD exchange rate. Funds stored in
hot wallets remain the primary target for attackers, as only 2 breaches in our dataset in-
volved cold storage. The vectors used to breach Bitcoin exchanges overlap with those
used in the broader financial services industry. Actual theft of funds is however rare in
traditional financial services, where mostly personal information is targeted.

As of 2019, exchanges are required to comply with Know Your Customer and Anti-
Money Laundering regulations in most jurisdictions. Compliance with such legislation
is usually accompanied by stricter cyber security. However compared to other organi-
zations in the financial sector, regulatory oversight on exchange platforms falls short in
the protection of customer funds. A deposit insurance system, which provides customer
protection in case an exchange becomes insolvent, can be a next step for the Bitcoin
ecosystem. Exchange platforms can also take the lead, with recent cooperation in freez-
ing and returning funds to breached exchanges serving as an example. The initiation of
mutual aid agreements as prevalent in other industries can help formalize such arrange-
ments.

Yet all cyber threats discussed in this paper are a result of centralization of the ecosys-
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tem caused by centralized exchanges. Peer-to-peer trading is not vulnerable to these
threats as decentralized exchanges do not store user assets. Decentralized trading how-
ever shifts security risk and thus responsibility to the user. Service providers keep build-
ing propositions on top of the Bitcoin technology stack, each with its own implications
on the core attributes of confidentiality, integrity and availability. Whether risk is accept-
able remains a responsibility of the user, who votes with his or her (Bitcoin) wallet.
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3
INVESTIGATING THE RANSOMWARE

PAYMENTS ECONOMY

Ransomware attacks are among the most severe cyber threats. They have made headlines
in recent years by threatening the operation of governments, critical infrastructure, and
corporations. Collecting and analyzing ransomware data is an important step towards
understanding the spread of ransomware and designing effective defense mechanisms.
We report on our experience operating Ransomwhere, an open crowdsourced ransomware
payment aggregator to collect information from victims of ransomware attacks. With
Ransomwhere, we have gathered around 13.5 thousand ransom payments to more than
87 criminal ransomware actors with total payments of more than $101 million. Leverag-
ing the transparent nature of Bitcoin, the cryptocurrency used for most ransomware pay-
ments, we characterize the evolving ransomware criminal structure and ransom launder-
ing strategies. Our analysis shows that there are two parallel ransomware criminal mar-
kets: commodity ransomware and Ransomware as a Service (RaaS). We notice striking
differences between the two markets in the way that cryptocurrency resources are utilized,
revenue per transaction, and ransom laundering efficiency. Although it is relatively easy
to identify choke points in commodity ransomware payment activity, it is more difficult to
do the same for RaaS.

This chapter will be published as A Tale of Two Markets: Investigating the Ransomware Payments Economy by
Oosthoek, K., Cable, J. and Smaragdakis, G. in Communications of the ACM (accepted and in print).
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3.1. INTRODUCTION
Ransomware, a form of malware designed to encrypt a victim’s files and make them un-
usable without payment, has quickly become a threat to the functioning of many institu-
tions and corporations around the globe. In 2021 alone, ransomware caused major hos-
pital disruptions in Ireland [3], empty supermarket shelves in the Netherlands [9], the
closing of 800 supermarket stores in Sweden [4], and gasoline shortages in the United
States [28]. In a recent report, the European Union Agency for Cybersecurity (ENISA)
ranked ransomware as the “prime threat for 2020-2021” [12]. The U.S. government re-
acted to high profile attacks against U.S. industries by declaring ransomware a national
security threat and announcing a “coordinated campaign to counter ransomware” [1].
Other governments, including the United Kingdom [39], Australia [17], Canada [10], and
law enforcement agencies, such as the FBI [38] and Europol [14], have also launched
similar programs to defend against ransomware and offer help to victims.

To the criminal actors behind these attacks, the resulting disruption is just ‘collateral
damage’. A handful of groups and individuals, with names such as NetWalker, Conti,
REvil and DarkSide, have received tens of millions of dollars as ransom. But this is
just the top of the food chain in an ecosystem with many grey areas, especially when
it comes to laundering illicit proceedings. In this article, we will provide a closer look at
the ecosystem behind many of the attacks plaguing businesses and societies, known as
Ransomware as a Service (RaaS).

Cryptocurrency remains the payment method of choice for criminal ransomware ac-
tors. While many cryptocurrencies exist, Bitcoin is preferred due to its network effects,
resulting in wide exchange options. Bitcoin’s sound monetary features as a medium of
exchange, unit of account and store of value make it as attractive to criminals as it is
to regular citizens. According to the U.S. Department of Treasury, based on data from
the first half of 2021, the “vast majority” of reported ransomware payments were made
in Bitcoin [37]. However, significant discrepancies exist between total ransomware rev-
enues reported by industry and government outlets. Law enforcement agencies have
started to disrupt ransomware actors by obtaining personal information of threat ac-
tors from Bitcoin exchanges. This is realized through anti-money laundering regula-
tions such as Know Your Customer (KYC), which require legal identity verification during
registration with a given service. While cryptocurrencies such as Bitcoin enable ran-
somware, blockchain technology also offers unprecedented opportunities for forensic
analysis and intelligence gathering. Using our crowdsourced ransomware payment ag-
gregator, Ransomwhere, we compile a dataset of 7,321 Bitcoin addresses which received
ransom payments, based on which we shed light on the structure and state of the ran-
somware ecosystem.
Our contributions are as follows:

• We collect and analyze the largest public dataset of ransomware activity to date,
which includes 13,497 ransom payments to 87 criminal actors over the last ive
years, worth more than $101 million.

• We characterize the evolving ransomware ecosystem. Our analysis shows that
there are two parallel ransomware markets: commodity and RaaS. After 2019, we



3.2. THE RANSOMWARE ECOSYSTEM

3

43

observe the rapid rise of RaaS, which achieves higher revenue per address and
transaction, and higher overall revenue.

• We also characterize ransom laundering strategies by commodity ransomware and
RaaS actors. Our analysis of more than 13 thousand transfers shows striking dif-
ferences in laundering time, utilization of exchanges, and other means to cash out
ransom payments.

• We discuss difficulties in defending against professionally-operated RaaS and we
propose potential manners of tracing back RaaS cryptocurrency activity.

• To enable future research in this area, we make our aggregator, Ransomwhere, and
the underlying ransomware payments of our analysis publicly available at [7].

3.2. THE RANSOMWARE ECOSYSTEM
The ransomware ecosystem can be largely divided into two categories: commodity ran-
somware and ransomware as a service (RaaS).

3.2.1. COMMODITY RANSOMWARE
In the early years of ransomware, the majority of ransomware that spread can be char-
acterized as ‘commodity’ ransomware. Commodity ransomware is distinguished by
widespread targeting, fixed ransom demands, and technically-adept operators. It usu-
ally targets a single device. Actors behind commodity ransomware are usually techni-
cally savvy, as most of the time it is developed and deployed by the same person. Com-
modity ransomware operators take advantage of preexisting work, often copying and
modifying leaked or shared source code, causing the formation of ransomware families.
Historically, most commodity ransomware campaigns utilized phishing emails as the
primary delivery vector and exploited vulnerabilities in common word processing and
spreadsheet software, if not directly via malicious executables. The modus operandi was
mass exploitation, rather than targeting specific victims or corporations.

Exemplary are the WannaCry and NotPetya ransomware families, which over the
course of only two months impacted tens of thousands of organizations in over 150
countries by exploiting a vulnerability allegedly stolen from the NSA [16]. By today’s
standards, both families were poorly coded and their payment systems were not ready
for business (although allegedly this was on purpose with NotPetya [15]).

Applying the conventional advice of having proper backup and contingency plan was
thought to defend against ransomware. The initial philosophy was that a quick ability
to restore would make it unnecessary to pay, impairing the financial incentive of ran-
somware operators. But it turned out that what we now regard as a commodity was just
a proving ground for more destructive, widespread forms of ransomware.

3.2.2. RANSOMWARE AS A SERVICE (RAAS)
While the first reports of Ransomware as a Service (RaaS) emerged in 2016, it wasn’t until
2019 that RaaS became widespread, rapidly capturing a large share of the ransomware
market. We define RaaS as ransomware created by a core team of developers who license
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How ransom payments are executed and laundered

1 Victim assets are infected,

ransom notice is displayed 2 RaaS: negotiation through Tor


payment portal / chat support

3 Victim exchanges legal


tender for Bitcoin

4 Victim sends Bitcoin to

attacker wallet 5 Attacker launders funds through


illicit services and exchanges 6 Attacker cashing out legal
tender and/or giftcards


Figure 3.1: General course of a ransom payment and its laundering.

their malware on an affiliate basis. They often provide a payment portal (typically over
Tor, an anonymous web protocol), allowing negotiation with victims and dynamic gen-
eration of payment addresses (most often Bitcoin). RaaS frequently employs a double
extortion scheme, not only encrypting victims’ data, but also threatening to leak their
data publicly if a ransom is not paid.

The rise of RaaS has enabled existing criminal groups to shift to a lucrative new busi-
ness model where lower-skilled affiliates can access exploits and techniques previously
reserved for highly-skilled criminals. This was exemplified by a leaked playbook from the
RaaS group Conti, which enables novice actors to compromise enterprise networks [34].
RaaS affiliates can differ markedly in their approaches. Some scan the entire internet
and compromise any victims they can. Once they have identified the victim, they en-
gage in price discrimination based on the victim company’s size. Affiliates may even use
financial documents obtained in the attack to justify higher prices [27]. Another strategy,
known as big game hunting, targets big corporations that can afford to pay a high ran-
som. Darkside is one of most notable RaaS families whose affiliates practice big game
hunting, including the notable Colonial Pipeline attack in 2021 [26].

RaaS families often rely on spear phishing over the mass phishing mails utilized by
commodity ransomware groups. They also exploit recently disclosed vulnerabilities, tak-
ing advantage of vulnerable remote and virtual desktop services [11]. RaaS has lowered
the barrier to entry into cyber-criminality, as it has removed the initial expenditure to
develop effective ransomware. As a result, attacks can be performed with near zero cost.
Combined with high ransom demands, this has led to a low-risk, high reward criminal
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Data Commodity RaaS Total
Unique Actors 71 16 87
Bitcoin Addresses 161 7,160 7,321
Received Transactions 4,799 8,698 13,497
(Payments)
Transferred Transactions 4,557 8,540 13,097
(Laundering)

Table 3.1: Ransomware Dataset Statistics

scheme.
RaaS has effectively weaponized the unpatched internet-facing technology of many

unwitting organizations. Such organizations have significant financial interest to have
systems restored and get back to business after a ransomware attack. Cryptocurrencies
enable ransomware actors to directly monetize these vulnerabilities at a scale never seen
before. In this paper, we regard the functioning of ransomware actors through what is
typically the last mile of the attack.

Figure 3.1 shows the general course of events after a ransomware infection, when
the victim decides to pay the attacker (step 1 ). In the case of commodity ransomware
families, the ransom demand price is fixed and negotiation with the attacker is not nec-
essary. With RaaS, attackers usually run chat-based services to interact with victims and
negotiate the final ransom amount (step 2 ). After this, a victim will usually exchange

fiat legal tender for cryptocurrency such as Bitcoin at an exchange platform (step 3 )

and then send it to the attacker’s wallet (step 4 ). The attacker will then usually launder

the obtained Bitcoin through various services (step 5 ) in order to obfuscate ownership

and reduce the risk of de-anonymization before cashing out (step 6 ).

3.3. METHODOLOGY
In this section, we describe how we collected data of ransom payments and ransomware
actors in our study.

3.3.1. ADDRESSES INVOLVED IN RANSOM PAYMENTS

We obtain ransomware Bitcoin addresses from our crowdsourced payment aggregator
Ransomwhere. The Ransomwhere dataset contains Bitcoin addresses and associated
families collected from open-source datasets and publicly-submitted crowdsourced re-
ports. In total, the Ransomwhere dataset contains 7,457 Bitcoin addresses and their cor-
responding ransomware families.

To seed the dataset, we collected data from several public sources. We imported
addresses from Paquet-Clouston et al. [30], who collected 7,222 addresses and labeled
families representing approximately $12.7 million in payments. This dataset provides us
with, among other ransomware families, 7,014 addresses belonging to Locky. We further
collected 37 addresses and associated families from the AT&T Alien Labs Open Threat
Exchange, an open threat intelligence sharing platform [2].

Members of the public may submit reports at our crowdsourced payment aggregator
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Table 3.2: Composition of the dataset

Source Total USD # BTC Addr.
Ransomwhere reports [7] $87M 198
Paquet-Clouston et al. [30] $10M 7,222
AlienVault OTX [2] $4M 37
Total $101M 7,457

Ransomwhere [7]. We received 99 reports containing 198 addresses over a 6-month pe-
riod from June 2021 to December 2021. While this is a lower number of addresses, they
represent the majority of ransomware payment value in our dataset, as seen in Table 3.2.
In order to verify reports, the reporter must include the relevant Bitcoin addresses and
the associated ransomware family. In addition, they must provide evidence of the ran-
som demand, such as a screenshot of the ransom payment portal or a ransom message
on an infected computer. Some addresses were involved in more than one report. All
reports were manually reviewed before being added to the dataset. We did not accept
reports that were inaccurate or were not related to ransomware (e.g., addresses involved
in extortion scam emails).

All reported ransom addresses were Bitcoin addresses. Due to the transparent nature
of Bitcoin it is possible to verify that the collected addresses indeed received payments.
Using our own Bitcoin full node, we scraped all transactions for the addresses in our
dataset. Overall, 7,323 out of 7,457 Bitcoin addresses were involved in at least one ran-
som payment. We discarded 134 addresses that did not receive any payment. We have
queried Tor using a solution from a peer researcher [33] for all Bitcoin addresses in our
dataset to rule out the chance of an address being used for cybercrime purposes other
than ransomware. Based on this, we excluded 2 addresses belonging to a cache of Bit-
coin seized by the U.S. Department of Justice after the closing of the SilkRoad darkweb
market [24], which originally appeared in the Paquet-Clouston et al. dataset. After these
steps, the final number of addresses considered for our analysis is 7,321. For a summary
of our dataset we refer to Table 3.1. Table 3.2 provides an overview of the sourcing of
Bitcoin addresses included in the dataset.

3.3.2. RANSOM PAYMENTS AND LAUNDERING

The transparency of Bitcoin also allows us to collect information about ransom pay-
ments, including the amount of Bitcoin received. For each address, we collected the
number of incoming (payments) and outgoing (transfers) transactions, their value in
Bitcoin, and their timestamp. We calculated the USD value of each transaction using the
BTC-USD daily closing rate on the day of the transaction. This serves as an approximate
ransom payment and not the exact amount in USD the criminal actors requested or later
profited. The total ransom paid to addresses in our dataset is $101,297,569. The lowest
payment received is $1, and the highest is $11,042,163. The median payment value is
$1,176.

In collaboration with Crystal Blockchain [6], we tracked the destination of outgoing
transactions, i.e., transfers. In order to estimate addresses’ potential for illicit use, Crystal
Blockchain utilizes clustering heuristics such as one-time change address and common-
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input-ownership [41], which allow discovering additional addresses controlled by an ac-
tor based on their use in a transaction. When filtering for potential false positives, heuris-
tics and their outcomes are reliable [25]. On top of this, Crystal Blockchain performs
manual collection of off-chain data from various cryptocurrency services. In addition
to this, Crystal Blockchain scrapes online forums and other Internet services for Bitcoin
addresses and their associated real-world entity. Based on this, it is possible to track pay-
ments several hops from the original deposit address. To have the most reliable view, in
our analysis we have only studied the direct destination of ransom payments (first hop).
Based on the characterization of the involved addresses across the path, we are able to
study the laundering strategies of ransomware groups as well as the time needed to wash
out the money (see Section 3.5).

3.3.3. RANSOMWARE ACTORS

We obtained addresses and labeled families as described in Section 3.3.1. We catego-
rized each ransomware family as used by either commodity ransomware or RaaS actors.
Ransomware is generally categorized as RaaS due to the use of an affiliate structure, with
the ransomware developer (operator) selling the ransomware to criminal actors either
based on a commission for each ransom paid, or a flat monthly fee (as a service, like
many subscription-based services). As there does not exist any comprehensive public
list of RaaS groups, we have labeled a family as RaaS if a reliable industry or law enforce-
ment source claims that a given ransomware is sold as a service. A list of commodity and
RaaS families in our dataset is presented in Table 3.3.

3.3.4. LIMITATIONS

Our dataset of Bitcoin addresses is the largest public collection of ransomware payment
addresses collected to date, based on total USD value. While this allows for a unique
view on the ransomware financial ecosystem, it is not exhaustive. An inherent limitation
of any research using adversary artifacts is its dependence on the availability of artifacts
that bad actors have an interest to hide. Furthermore victims might have an interest
to not report addresses, as they prefer keeping attacks undisclosed. We note that cer-
tain families, such as NetWalker, may be overrepresented in our dataset due to us hav-
ing more complete data on these families. Despite this limitation, we believe that our
dataset provides a valuable, if incomplete, representation of ransomware payments over
many years. This broad view provides a better reflection of the state of affairs than simply
focusing on a few families. We hope that this can lay the groundwork for further public
data collection in the future, and encourage anyone to submit data at Ransomwhere [7].

3.4. RANSOM PAYMENT ANALYSIS
In this section, we analyze 13,497 payments to the Bitcoin addresses in our dataset (see
Table 3.1). A payment is a transaction received by an address in our dataset. Table 3.3 lists
the ransomware families used by the actors in our dataset. Our dataset contains Bitcoin
addresses associated with 87 commodity ransomware or RaaS actors. For reasons of
brevity, families for which our dataset contains just 1 address are excluded from Table
3.3. The 16 actors that are classified as RaaS, highlighted in Table 3.3, account for 7,160
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Name #Addrs. Name (contd.) #Addrs.
Locky 7037 DarkSide 3
NetWalker 66 MedusaLocker 3
SamSam 48 NotPetya 3
Ryuk 40 GlobeImposter 3
Conti 27 ThunderCrypt 3
Qlocker 22 Nemucod 3
JigSaw 11 LockBit 2.0 2
CryptConsole 10 Globe v2 2
Egregor 9 EDA2 2
DMALocker v3 9 Flyper 2
Globe v3 7 Black Kingdom 2
REvil 7 CryptoLocker 2
CryptoTorLocker2015 7 AvosLocker 2
HC6/HC7 6 NoobCrypt 2
Globe 5 VenusLocker 2
WannaCry 5 XLocker v5 2
TeslaCrypt 5 Chimera 2
CTB-Locker 5 Badblock 2
Xorist 4 Other Groups/Families* 50

* 50 families with 1 address each. RaaS actors are highlighted.

Table 3.3: Ransomware families in the dataset

out of 7,321 addresses in our dataset. As mentioned previously, for full review our dataset
is publicly available [7].

Ransomware victims typically create an account with a reputable exchange platform
to buy Bitcoin with fiat currency. Then, victims perform a transaction (payment) to the
address provided by the ransomware actor. In our dataset, payment transactions to ran-
somware addresses tend to originate one to two hops away from reputable exchange
platforms, such as Coinbase and Kraken.

3.4.1. RANSOMWARE REVENUE
In Figure 3.2 we list the 15 ransomware families with the highest revenue. The top-
grossing families are dominated by RaaS: NetWalker has the highest revenue, $26.7 mil-
lion, followed by Conti ($16.4 million), REvil/Sodinokibi ($12.1 million), DarkSide ($9.1
million) and Locky ($8.1 million). Combined, commodity actors account for a total rev-
enue of $5.5 million. Although the number of RaaS actors is significantly lower, they
together earned $95.7 million.

Figure 3.3 shows the accumulated revenue of both commodity ransomware and RaaS
actors. We see that, from 2015 until 2019, early RaaS actors, primarily Locky, were earn-
ing significant but still relatively low revenue. Commodity actors were also active, but
with even lower revenue. As seen in Figure 3.3, RaaS revenue reached $8.2 million in
April 2020. This can be primarily attributed to NetWalker, which actively targeted hospi-
tals and healthcare institutions during the first COVID-19 lockdown in that period [20].
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Figure 3.2: Revenue per ransomware actor.

Other revenue peaks caused by RaaS groups are in May and June of 2021, with peaks of
$13.5 million and $12.8 million respectively. These spikes are caused by large ransom
payments by individual victims. One example of this is a payment to REvil/Sodinokibi
on June 1st, 2021, accounting for $11 million. This is a payment by the Brazilian meat
processing company JBS, which dominated headlines at the time [19].

Locky has a notorious reputation as one of the biggest ransomware strains in 2016-
2017. It is also one of the earliest, if not the first, RaaS families. What stands out apart
from its high revenue is its address usage. The actors behind Locky issued new addresses
to each victim, a novelty at the time [18]. This is evident in our analysis, with many ad-
dresses having only 2 or 3 incoming transactions. According to French court documents,
Locky’s developer is the same individual who owned BTC-e, a fraudulent exchange [8].
Hence, the actor was able to set up a new address for each payment without raising com-
pliance alarms. Locky is an early, less sophisticated example of a RaaS operation which
would serve as an example for many cybercriminals to follow.

3.4.2. RANSOMWARE PAYMENT CHARACTERISTICS

RaaS actors are not only more effective in terms of profits, but also in handling payments.
They typically have higher revenue per address, while also generating unique addresses
for victims. In Figure 3.4 we show the cumulative distribution of received payments be-
tween commodity and RaaS actors. Commodity ransomware actors typically use single
wallet addresses to receive hundreds of ransom payments. The highest amount of pay-
ments to a single address is 697 to AES-NI, followed by 496 to SynAck and 441 to File-
Locker. While these are outliers, Figure 3.4 shows that using a single address to receive
upwards of 100 payments is not unusual.

In contrast, RaaS actors almost exclusively use a new wallet address to receive each
payment, as observed in Figure 3.4 (right). An outlier is an address associated with Net-
Walker which has received 138 payments. This address is likely an intermediate payment
address, combining payments from many victims, discovered during McAfee Labs’s in-
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Figure 3.3: USD revenue for commodity and RaaS.

vestigation into NetWalker [35].

The distribution of unique addresses per commodity ransomware and RaaS actor
over time is presented in Figure 3.5. In stark contrast to the revenue from ransom activi-
ties, presented in Figure 3.3, the number of addresses used in recent years are low, on the
order of tens per month. We suspect that RaaS actors prefer to create new addresses for
each new ransom payment in order to ensure their pseudo-anonymity, and thus make
legal investigations and takedowns more difficult.

Moreover, our analysis shows that RaaS groups apply better operational security prac-
tices when using native Bitcoin functionality for wallets (payment addresses). Bitcoin
uses Bitcoin Script to handle transactions between addresses. The script type used de-
fines the wallet type. Pay-to-Public-Key-Hash (P2PKH) addresses have the prefix 1. This
is Bitcoin’s legacy address format and the most common address format in our dataset
with 7,339 addresses. 46 addresses in our dataset are Pay-to-Script-Hash (P2SH) format-
ted, recognized by the prefix 3. To spend received payments in Bitcoin, the recipient
must specify a redeem script matching the hash. The script can contain functionali-
ties to increase security, such as time-locks or requiring co-signatures. We only observe
this for select actors in our dataset: Qlocker, Netwalker, REvil, Ryuk and Phobos. This
could mean that these groups have a specific interest in operational security, as transac-
tions usually are not supported by exchange platforms. Another address format is Pay-
to-Witness-Public-Key-Hash (P2WPKH), or Segregated Witness (SegWit) protocols, with
prefix bc1q. In our dataset 72 addresses have this format, belonging to Conti, Netwalker,
SunCrypt, DarkSide and HelloKitty. These are all RaaS actors, which could imply delib-
erate application of SegWit for additional security over traditional address formats.
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Figure 3.4: ECDF of payments per address for commodity ransomware and RaaS actors.

3.5. MONEY LAUNDERING ANALYSIS
In the previous section, we investigated ransom payments by victims to ransomware ac-
tors. In this section, we investigate 13,097 laundering transactions in our dataset (see
Table 3.1) to shed light on how these actors liquidate their illicit earnings. For this anal-
ysis, we use the methodology introduced in Section 3.3.2.

3.5.1. LAUNDERING STRATEGIES
To avoid exposing their identity, ransomware actors will usually launder their revenue.
After routing funds through one or more services to obfuscate the money trail, it is cashed
out as legal tender or monetized through the purchase of voucher codes or physical
goods. In Figure 3.6 we show the number of transfer transactions per address. The
number of transfer (outgoing) transactions provides insights into how actors prefer to
initialize their laundering. In short, we see that RaaS actors mostly prefer to empty the
deposit address in one transaction, whereas commodity actors prefer multiple smaller
transactions – up to hundreds, in some cases more. Hence commodity ransomware ac-
tors are less sophisticated. For example, three commodity ransomware actors with the
most payments per address (File-Locker, SynAck, AES-NI) also have the most outgoing
transactions. While the motivation for this behavior remains unclear, given that law en-
forcement scrutiny was relatively low, it is likely that the commodity actors took advan-
tage of the ability to cash out more frequently with little risk. This is further supported
by their choice of laundering entities.

Almost all ransomware actors in our dataset launder their proceedings entirely. The
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Figure 3.5: Number of unique payment addresses for commodity ransomware and RaaS.

Entity Description Evidence
ATM / Payment Provider Payment gateways for physical/online merchants or ATMs, usually used to launder small amounts [23]
Dark Market / Illegal Services Illegal services available on Tor or other Internet services, used to buy illegal server hosting etc. [13]
Fraudulent Exchange Exchange platforms officially sanctioned by the US Office of Foreign Assets Control (OFAC) [8]
Gambling Online casinos and gambling platforms, used to launder small amounts anonymously [36]
Low/Moderate ML-Risk Exchange Exchanges with strict AML/KYC policies might still be used for laundering criminal funds [32]
Mixers These services take and ‘mix’ Bitcoin from various parties to obfuscate ownership [22]
(Very) High ML-Risk Exchange Exchanges with lax or no AML/KYC implementations are popular for money laundering [31]
Wallet Service Custodial/online wallets, some might have also have privacy features such as mixers. [36]

Table 3.4: Laundering Entities Overview

speed by which this happens can be inferred from the time between the first incoming
payment to and the last outgoing transaction from the deposit address. We define this
time duration in which ransomware actors start laundering after having received the
payment as collect-to-laundry time. Note that this is not the total duration of ransom
cash-out, but rather the time spent between receiving the ransom payment and trans-
ferring the payment received. Figure 3.7 shows the ECDF of the collect-to-laundry time
(in days) for the commodity ransomware and the RaaS actors in our dataset. RaaS ac-
tors have a significantly lower collect-to-laundry time compared to commodity actors.
Typically, payments to RaaS actors are transferred away from the deposit address in the
first minutes to hours after payment. The few outliers in RaaS are caused by NetWalker
and individual addresses associated with actors for which we have multiple addresses
in our dataset (Ryuk, Conti). As the illicit funds received by RaaS are washed out quickly
and, typically, in full, this suggests that it is more difficult to track payments to RaaS, thus
lowering the odds of recovery.

Only a small set of families still have significant portions of their proceedings on the
original address. This is the case for NetWalker, which has 20.36% still on an address,
MedusaLocker (7.98%) and WannaCry (7.92%). In this case, it is likely that the actor has
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Figure 3.6: Transfer transactions per Address for commodity and RaaS actors.

lost the private key or is incapable to safely launder the ransom, for example due to law
enforcement scrutiny. It is known that NetWalker’s proceedings have been seized by law
enforcement [20], with WannaCry under heavy monitoring and most of the laundering
failed [5].

3.5.2. CHALLENGES IN FIGHTING LAUNDERING

Contrary to popular belief, Bitcoin is not anonymous but pseudo-anonymous. Foren-
sic analysis might link a Bitcoin address to a real-world identity, especially when an ex-
change platform is used to convert between fiat currency and Bitcoin. In most juris-
dictions, such platforms are subject to Know Your Customer (KYC) regulations, which
require them to verify the identity of every user signing up to their service. During an in-
vestigation, when known illicit Bitcoin is routed through an exchange that requires KYC,
authorities have a chance to identify the culprit. Law enforcement use blockchain anal-
ysis tools in such Anti-Money Laundering (AML) investigations, with technology based
on clustering algorithms which can link addresses to a service such as an exchange. As
seen in Figure 3.8, we have grouped the data we obtained through Crystal Blockchain in
a select set of entities, which are described in Table 3.4.

Laundering can involve routing illicit funds through several hops before cashing out.
As it is difficult to know where actual ownership has terminated after several hops, in
this analysis we only study the first hop, i.e., the first transfer transaction. This is the
service to which actors transfer funds directly after received them from the victim. As
this has the closest link to the payment address, this is the first point of investigation for
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Figure 3.7: Collect-to-Laundry time for commodity ransomware and RaaS actors.

law enforcement. An actor choosing to use a service implies that they trust the service,
at least enough not to disclose their identity.

Figure 3.8 shows the proportion of estimated USD value of Bitcoin directly trans-
ferred (first hop) to the entities explained in Table 3.4 for commodity and RaaS actors.
Due to limitations in reliably establishing (legal) entities behind an address, the direct
transactions in our dataset account for a subset of the total revenue generated by the ac-
tors in our dataset. Hence we report using percentages, a best practice used with com-
parable datasets [40].

Our core observation is that commodity actors do not exhibit a specific laundering
strategy, while RaaS actors primarily use fraudulent exchanges and mixers. Mixers are
services which take in Bitcoin from cybercriminals or privacy-aware users and combine
these in many transactions. This hinders the accurate tracking of Bitcoin, as every client
gets their initial deposit (minus service fee) back as a mix of other users’ Bitcoin. Thus, it
is more difficult to trace the laundering activity of RaaS criminal actors.

When considering fraudulent exchanges together with low- and high-risk exchanges,
commodity authors tend to prefer exchanges with a low to moderate risk of money-
laundering, and thus perhaps cash out to fiat currency or other cryptocurrencies. It is
however also known that cybercriminals have wound down the use of fraudulent ex-
changes [29]. In a sense, commodity actors do not partake in any systematic launder-
ing at all, whereas RaaS actors use fraudulent (non-KYC) exchanges and mixers, a clear
laundering strategy. Based on this, we hypothesize that the chances of recovering pay-
ments through law enforcement intervention are higher with commodity ransomware
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Figure 3.8: Pie chart of one-hop laundering entities.

than with RaaS. The money laundering services they use logically leave more user traces
(IP address, login session) than mixer services and fraudulent exchanges with obfusca-
tion of ownership by design.

When an actor’s collect-to-laundry time is high, a law enforcement investigation may
be able to successfully recover the funds. However, in many such cases there is less in-
centive to intercept transactions due to the comparatively low ransom amounts. The
speed by which RaaS groups transfer funds out suggests criminal sophistication, which
is also reflected in their preferred means of laundering. Given this, it is difficult to inter-
cept funds unless law enforcement is already involved at the very moment the payment
is made [21].

3.6. CONCLUSION
In this paper, we take a data-driven, “follow the money” approach to characterize the
structure and evolution of the ransomware ecosystem. To this end, we report on our
experience in operating Ransomwhere, our open crowdsourced ransomware payment
aggregator to collect information from victims of ransomware attacks. Our analysis of
13,500 payments unveils that there are two symbiotic, parallel markets: commodity ran-
somware and (dominant since 2019) Ransomware as a Service (RaaS). The first is op-
erated by individuals or a small group of programmers, the second by professional cy-
bercriminals who offer malware on an affiliate basis to typically less-technical criminal
actors. Due to differences in their attack methods, RaaS can demand higher ransom
amounts based on the victim at hand. RaaS is also generally more difficult to defend
against, with Initial Access Brokers dedicating their time to obtaining access vectors.
Their sophisticated pricing models take into account factors such as access level, vic-
tims’ annual revenue, and impact on critical infrastructure - incentivizing attackers to
breach high-value targets.

Our analysis shows that RaaS actors have adopted more sophisticated cryptographic
techniques compared to commodity actors in their operation and typically generate one
address per victim to hide their identity. This allows RaaS to generate more revenue and
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with higher level of protection, attracting more criminal groups to use RaaS to perform
high profile attacks in recent years. RaaS actors are also more efficient at laundering ran-
som payments, as they move to launder funds within hours or days. Lastly, RaaS actors
transfer revenue from ransom payments to mixers and other sophisticated laundering
entities that increase the difficulty for law enforcement agencies to recover ransom pay-
ments.

By providing an extensive overview of ransomware payments and making our data
available, we hope to provide insight into a cybercriminal economy that poses a severe
threat to many organizations and societies, of which reporting is often fragmented.
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4
ILLICIT REVENUE OF DARK WEB

SHOPS

The Dark Web, primarily Tor, has evolved to protect user privacy and freedom of speech
through anonymous routing. However, Tor also facilitates cybercriminal actors who uti-
lize it for illicit activities. Quantifying the size and nature of such activity is challenging,
as Tor complicates indexing by design. This paper proposes a methodology to estimate
both size and nature of illicit commercial activity on the Dark Web. We demonstrate this
based on crawling Tor for single-vendor Dark Web Shops, i.e., niche storefronts operated
by single cybercriminal actors or small groups. Based on data collected from Tor, we show
that just in 2021, Dark Web Shops generated at least 113 million USD in revenue. Sexual
abuse is the top illicit revenue category, followed by financial crime at a great distance. We
also compare Dark Web Shops’ activity with a large Dark Web Marketplace, showing that
these are parallel economies. Our methodology contributes towards automated analysis
of illicit activity in Tor. Furthermore our analysis sheds light on the evolving Dark Web
Shop ecosystem and provides insights into evidence-based policymaking regarding crimi-
nal Dark Web activity.

This chapter entitled Quantifying Dark Web Shops’ Illicit Revenue by Oosthoek, K., Van Staalduinen, M. and
Smaragdakis, G. has been accepted for publication in IEEE Access.
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4.1. INTRODUCTION
The World Wide Web (shortly Web) has been recognized as one of the greatest achieve-
ments of our times. It offers unprecedented opportunities for communication and com-
merce, and has truly revolutionized our lives. The original design of the Web did not
have anonymity as a requirement. Any user browsing the Web leaves digital footprints
that can be traced and unveil the user’s identity [56, 29]. The public Web is also easy to
crawl and index, hence collecting data to profile users. Users and administrators soon
realized the privacy risks of the public Web and tried to protect content, user profiles,
and communication with passwords and other authentication methods. Together with
paywalls restricting access and thus indexing, this created the Deep Web, a part of the
Web not indexed by search engines.

Over the years, many solutions were developed to offer anonymity to Web users rang-
ing from end-to-end cryptography using public keys [19, 50], to Transport Layer Secu-
rity (TLS) [1, 2], and anonymous communication [53]. While the first two communi-
cate point-to-point, the latter is relayed, potentially better protecting user identity. The
Onion Router (Tor) [48] is the most successful implementation for anonymous commu-
nication. Tor started as a US military project to protect the private communication of
US military personnel deployed around the globe. Today, Tor is an independent overlay
network of 7,000 nodes (relays) globally [58, 57].

Tor also is the infrastructure that supports the Dark Web, i.e., the Deep Web con-
tent that exists on overlay networks, called darknets, that operate on top of the public
Internet. Darknets and Dark Web content can only be accessed with specific software,
configurations, or authorization and often use a customized communication protocol.
Moreover, Darknets can communicate and conduct business anonymously without re-
vealing user information, e.g., the user’s location or Internet Protocol (IP) address. The
Dark Web became popular among activists as it protects the freedom of speech under
duress and activists in different regions of the world, e.g., protesters in Arabic Spring
[48], and whistle-blowers such as WikiLeaks [66].

Unfortunately, the anonymity by design facilitated by the Dark Web also was attrac-
tive to cybercriminals and terrorists. By some estimates, the illicit activity on the Dark
Web exceeds 2 billion USD [13, 12, 60, 6, 59]. However, such reports do not reveal in-
formation about their data sources. Usually, they focus on large Dark Web Marketplaces
that provide a platform for the anonymous distribution of illegal goods, e.g., guns, drugs,
sexual abuse material, and stolen financial data. Many Dark Web Marketplaces have
been prosecuted and seized by law enforcement agencies, e.g., DarkMarket [25] and Hy-
dra [63].

In recent years, small shops, called Dark Web Shops, single-vendor shops run by in-
dividuals or small-scale collectives, have been added to the Dark Web ecosystem. There
are many reasons these small individually owned shops became popular: (i) Readily
available webshop software has enabled Dark Web retailers to sell illicit goods directly,
without paying a commission to Dark Web Marketplaces [45]; (ii) Retailers on the Dark
Web increasingly avoid affiliation with notorious Dark Web Marketplaces, which are fre-
quently involved in geo-political power games [62]; (iii) The take-down of Dark Web
Marketplaces has affected business continuity and trust of some of the retailers, lead-
ing them to initiate self-hosted shops [23].
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Previous research has analyzed the Dark Web and tried to quantify revenue from il-
licit trading on the Dark Web. Most of these studies focused on Dark Web Marketplaces
as they have been popular during the last years [8, 65, 33, 55, 45, 14, 40, 21, 5, 13, 12,
60, 59]. Furthermore, focusing on a single Tor domain expedites data collection. In this
paper, we focus on the evolving ecosystem of individually owned shops, as a specific
subset of the whole Dark Web ecosystem. We attempt to understand its structure, oper-
ation, payment revenue, and laundering strategies. We also compare the structure and
operation of Dark Web Shops with Dark Web Marketplaces and investigate differences
and similarities.

The Dark Web Shops ecosystem is a less well-studied portion of the Dark Web that
is also fueled with cryptocurrencies, especially Bitcoin [65, 38, 17, 39]. Our study sheds
light on the evolving Dark Web ecosystem and is one of the first large-scale studies to
estimate the illicit revenue generated by Dark Web Shops and understand the popularity
of abuse types such shops facilitate.

We provide timely and valuable insights, as many Dark Web Shop transactions are
suspicious. According to forthcoming market regulation legislation, suspicious cryp-
tocurrency transactions must be reported to the authorities. For example, from 2024,
the European Union will enforce the new Markets in Crypto-Assets (MiCA) rules [49].
MiCA requires cryptocurrency exchanges and other service providers to identify issuers
of cryptocurrency transactions and owners of self-hosted hardware wallets for cryptocur-
rency transactions over 1,000 Euros. We hope the insights provided in this study con-
tribute to informed policy-making in this area.
The contributions of this paper can be summarized as follows:

• To collect input data for our methodology, we develop a crawler for illicit Tor onions
to collect Bitcoin addresses and characterize associated illicit activities.

• We develop a methodology to perform extensive data cleansing on a dataset of
illicit Tor domains to filter out non-illicit and duplicate Tor domains, unrelated
and incorrectly formatted Bitcoin addresses.

• Our analysis of the Tor crawler data based on our methodology shows that the
revenue of Dark Web Shops was at least 113 million USD in 2021.

• Our analysis shows that the top category of illicit offerings by revenue is sexual
abuse, totaling close to 94 million USD revenue; followed at large distance by fi-
nancial crime, accounting for more than 10 million USD.

• Our investigation shows no overlap between Bitcoin addresses we discovered re-
lated to Dark Web Shops and those released after the take-down of the largest Dark
Web Marketplace, Hydra (that by some measures had 80% of the Dark Market Rev-
enue share). This suggests that shops and marketplaces are parallel Dark Web
ecosystems.

• Our analysis shows that cryptocurrency exchange platforms are used by both own-
ers of Dark Web Shop and Dark Web Marketplaces, which motivates the need for
continuous monitoring and regulatory intervention.
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4.2. BACKGROUND

4.2.1. TOR

Tor is an abbreviation of The Onion Router [18]. It is the most popular software for dark-
nets and is widely used for implementing onion routing, i.e., relaying traffic through
multiple servers (relays) and adding additional encryption at each hop. The Tor core
software and Tor Browser are free and open source. As a network, Tor is maintained by
many volunteers running Tor nodes, collectively providing an overlay network intended
to facilitate increased user privacy over the regular Internet, effectively hiding user IP
addresses. Next to many Tor domains (also called onions) serving hypertext similar to
the regular Hypertext Transfer Protocol (HTTP), the Tor network is also used to facilitate
other Transmission Control Protocol (TCP) based services such as email (OnionMail)
and instant messaging (Ricochet Refresh), which uses Tor for its peer-to-peer transac-
tions. Many popular browsers are also able to route traffic over Tor for anonymity. The
Tor network further provides bridges to the regular Internet to defeat government cen-
sorship in several jurisdictions, e.g., during the Arab Spring in late 2010 [48]. Today, more
than 7,000 Tor nodes are online [58, 57].

4.2.2. BITCOIN

Bitcoin is a digital currency based on peer-to-peer technology [41]. As opposed to government-
issued (fiat) currencies such as the US dollar, the Euro, and the pound sterling, which
central banks control, Bitcoin is not overseen by a central authority. Transactions be-
tween users and the issuing of new Bitcoin are performed collectively by a global network
of close to 15 thousand Bitcoin nodes [6], making it a decentralized currency. Bitcoin
transactions, i.e., the transfer of value from one user to another, are effectively data struc-
tures broadcasted to the Bitcoin network, composed of at least one input and output.
Inputs are quantities of Bitcoin controlled by the sender, with outputs specifying their
destination. Every transaction represents a state transition in the blockchain, which is
confirmed through mining, which leads to consensus. After confirmation, transactions
are irreversible and are stored in the blockchain and propagated to all nodes in the net-
work.

4.2.3. BITCOIN: REGULATION AND MARKET CAPITALIZATION

While Bitcoin was designed to function anonymously, its current mainstream usage has
effectively made it pseudonymous. Based on Know Your Customer (KYC) legislation [47]
rolled out in many jurisdictions, people are required to legally identify themselves when
signing up with an exchange platform to be able to buy Bitcoin. The disclosure of their
names makes it difficult to achieve complete anonymity when a transaction shows up
in an investigation. Law enforcement investigators can link several steps back to their
origin. Suppose this is an exchange platform that is registered as a benign financial ser-
vice provider in a jurisdiction. In that case, they can order the exchange to disclose the
user’s identity behind the specific transaction. This opens up possibilities for forensic
investigation through blockchain analysis.

In the current bear market (Fall 2022), Bitcoin’s market capitalization is 400 billion
USD on average [67], which is significantly less than its record market cap of 1,156 billion
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USD in November 2021. The illicit activity in Bitcoin is estimated at 2 billion USD, i.e.,
less than 1 percent as reported (lower bound estimations) by blockchain analytics firms,
e.g., Chainanalysis [12], the nominal value is still considerable. Especially when taking
into account that criminal activity like money laundering usually increases in times of
economic downturn [26] and geopolitical tension [61]. Fortunately, Bitcoin’s open ledger
is a robust forensic tool, enabling unprecedented opportunities to track funds, especially
when compared to tracing cross-border bank transactions.

4.3. RELATED WORK
Previous research studied the Dark Web and tried to quantify revenue from illicit trading
on the Dark Web. Most authors have focused on Dark Web Marketplaces as they have
been popular during the last years [8, 65, 33, 55, 45, 14, 40, 21, 5, 13, 12, 60, 59]. Relatively
few studies focused on other parts of the Dark Web [8, 39, 34].

Christin et al. [14] crawled the Silk Road Marketplace and found it was primarily
drug-oriented. Meiklejohn et al. [40] purchased items from various Dark Web Market-
places to obtain seller Bitcoin addresses as input to clustering heuristics. Hiramoto
and Tsuchiya [33] have analyzed Bitcoin transactions of addresses associated with seven
Dark Web Marketplaces based on Bitcoin addresses gathered via walletexplorer.com [64].
Their analysis, however, didn’t check if the addresses appeared on the actual Dark Web
Marketplace. Hence they work with an indirect data source, solely relying on a clustering
algorithm. Elbahrawy et al. [21] have focused on customer migration between different
Dark Web Marketplaces based on pre-processed vendor data.

Bracci et al. [8] studied the selling of COVID-19 products in 194 different Tor outlets,
specifically on selling vaccines. In earlier work, authors performed similar focused re-
search into cybercriminal capabilities [65], stolen identity documents [55], firearms [45],
and drugs [5].

Lee et al. [39] analyzed Bitcoin transactions to addresses scraped from Tor. The set
of addresses was relatively small, but important insights about the Dark Web between
2013 and 2018 could be extracted. The scraped domains were categorized into several
categories. Their analysis showed that over 80% of the Bitcoin addresses in the Dark Web
were indeed used with malicious intent. Their study estimates the Dark Web revenue in
their dataset to be around 180 million USD for the period between 2013 and 2018. Their
seed dataset contained 85 Bitcoin addresses.

Paquet-Clouston et al. [46] used the co-spending heuristic [37] to estimate ransomware
payments in Bitcoin. Based on an analysis of Bitcoin addresses from 35 ransomware
families, they quantify the minimum worth of the ecosystem at over 12 million USD.
However, they included addresses that represented 2 million USD in revenue afterward
attributed to the Silk Road black market and thus cannot be fully accounted for as ran-
somware payments. A recent work by Oosthoek et al. [43] analyzed ransomware pay-
ments worth around 101 million USD in recent years, and they showed that there is no
overlap between the Bitcoin addresses used for ransomware and those used in reported
Bitcoin addresses from studies in the Dark Web.

Chainalysis [13, 12] publishes annual reports with estimations about the total rev-
enue of illicit activity on the Dark Web and per category. The estimate for 2021 was
2.1 billion USD. Although the analysis provides valuable policy-making insights, their
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methodology is proprietary. Moreover, they focus on Dark Web Marketplaces exclusively.
United Nations [60, 59, 35] and Interpol [35] also publish reports for the revenue in the
Dark Market, again focusing on notorious Dark Web Marketplaces and illicit activity such
as drugs, trafficking, and guns. The sources of the data are also proprietary.

To our knowledge, our analysis is the first to provide a thorough methodology for the
analysis of crawled Tor data. In our demonstration of its application, we shed a unique
light on the evolving ecosystem of Dark Web Shops, based on a dataset with much higher
coverage than previous studies.

4.4. METHODOLOGY
This section describes the Tor crawler we developed and implemented to collect content
from onions. It also describes the Bitcoin address clustering methodology we used in our
analysis. The cleansing methodology explicitly developed for this analysis is discussed
separately in Section 4.5.

4.4.1. TOR CRAWLER

While search engines index the content of the regular Internet, such indexing is not pos-
sible on the Dark Web. Access to Dark Web data requires using specialized software,
such as the Tor browser and the Tor relay client. Indexing of Dark Web content is further
complicated by the fact that Dark Web domains are usually short-lived [52].

The Tor crawler that we utilize for our collection and analysis of Dark Web data was
launched in 2013 as part of a research project [54] to increase the coverage of Dark Web
that can be indexed beyond a small number of seed Tor domains that can be found on
the publicly accessible Web (clearnet). Today, the data collected by the crawler is avail-
able as a commercial product, called Dark Web Monitor (DWM), mainly to law enforce-
ment agencies worldwide by CFLW Cyber Strategies. The crawler has provided insights
that law enforcement agencies and prosecutors have utilized in recent years.

The crawler maintains a list of onions and adds new domains when they are discov-
ered in the crawling process. Every onion is crawled at least every 18 hours. This ensures
that even short-lived domains are crawled and indexed. For each onion indexed, the
crawler follows all address paths from pages available within the domain (page tree). If
a previously unseen domain is discovered, the crawler will automatically crawl that URL
to add it to the archive and schedule for automatic crawling of the new URL. One of
the main challenges is to have a complete overview of onions, as this is not facilitated
and, on a technical level, not supported by the Tor network itself. This ‘snowballing’ ap-
proach of scanning all pages for new URL entries recursively leads to new entries which
each crawl.

When a Tor domain is offline, either because it is not active anymore or due to tem-
poral unavailability, e.g., outage or routing issues, the Tor domain is revisited with an
inter-visit interval of 1 hour. In the case that the Tor domain continues to be unavailable
after three attempts, the crawling schedule for this domain follows an exponential back-
off, i.e., the Tor domain is visited after 18, 36, 72 hours up to a maximum revisit regularity
of 10 days.

For the content analysis, the crawler uses regular expressions. It automatically ex-
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Abuse Type Description

Cybercrime DDoS, bulletproof hosting, exploit development
Drugs / Narcotics Cannabis, synthetic drugs, pharma
Extremism Extreme right, radical islam, anarchists, neo-nazi
Financial Crime Carding, hacked accounts, stolen giftcards
Goods and Services Marketplaces, counterfeit, gambling, firearms
No Abuse Whistleblower, communities, how-to’s, non-profit orgs.
Sexual Abuse Child sexual abuse, animal sexual abuse, sextortion
Violent Crime Assasination, hate crime

Table 4.1: Categorization of abuse types used to classify Tor domains based on content for the Tor domains
indexed by our crawler.

tracts cryptocurrency addresses, PGP keys, and email addresses that can be used for at-
tribution. The raw data is archived in cloud storage buckets. Since its launch, the data
accounts for 25 Terabytes (until end of first semester 2022), 15 Terabytes collected during
2021 alone.

Our analysis shows that multiple cryptocurrencies are used for illicit activity, namely,
Bitcoin, Bitcoin Cash, Litecoin, Monero, Ethereum, and Binance Coin. However, our
analysis confirms previous results [39] that, by far, the most popular cryptocurrency is
Bitcoin. Indeed, around 99% of all addresses discovered in our dataset is Bitcoin.

For page content classification, we use human crowdsourcing to categorize the con-
tent. Each newly crawled domain is inspected by a team of analysts that, based on the
page content, assigns a label indicating the primary type of abuse observed on that par-
ticular domain. A domain may be assigned to more than one human analyst to improve
the accuracy of the labeling. An overview of the so-called “abuse types” used in our study
is available in Table 4.1. We notice that our categorization and description do not follow
other proposed, but not yet standardized categorizations [36].

For our study, we utilize the latest version of our Tor crawler [54], introduced in 2020.
The latest version of the Tor crawler establishes over 100 parallel connections and makes
it possible to scan all known Tor domains within 24 hours. Since its launch, the crawler is
estimated to have indexed about a fifth of Tor domains based on statistics published by
the Tor project [57], i.e., approximately 1.5 million unique Tor domains. The un-indexed
domains are primarily onions serving non-HTTP protocols. Approximately 100 thou-
sand new unique online domains were crawled and indexed in the first semester of 2022.
This figure accounts for the many mirrors used by actors to increase the resiliency of
their operations. Such duplicates are aggregated within a single domain ID if the HTML
source code is identical to another domain.

Our crawler has certain limitations. Onions may be protected by CAPTCHA [8, 16],
making crawling and indexing challenging. This is typically true for Dark Web Market-
places but not for Dark Web Shops. Indeed, popular Dark Web Marketplaces are usually
protected with CAPTCHA or user passwords, e.g., Hydra Market, and are not indexed
partially or not indexed at all. A recent study [17] shows that coverage of scrapers of Dark
Web Marketplaces is usually low, missing on average 46% of the listings. Due to this,
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Figure 4.1: Bitcoin address co-spending heuristic: Example of three Bitcoin addresses with common spending
in one transaction.

the actual revenue of Dark Web Marketplaces is systematically underestimated. On the
contrary, due to the implementation of standard off-the-shelf software suits that do not
support CAPTCHAs by default, many single vendor shops do not (yet) use CAPTCHAs.
The current version of our crawler does not crawl nor index domains protected by a user
login. However, it crawls and indexes the front page of the Tor domain. This leads to
a partial view, meaning that only non-protected onions are fully indexed. Our analysis
provides a lower bound of the estimate of illicit revenue by Dark Web Shops. Moreover,
not all the Tor domains are scanned with the same frequency. Thus, it is possible to
have a less accurate index for high dynamic content domains when compared with static
content domains. This is a limitation of any crawling process and also applies to many
crawlers that index the publicly accessible Web.

4.4.2. BITCOIN ADDRESS CLUSTERING

Bitcoin address clustering aims to break pseudoanonymity in blockchain by linking Bit-
coin addresses that are controlled by the same entity based on the information available
from blockchain transaction analysis. Several heuristics have been proposed to achieve
Bitcoin address clustering based on different assumptions of how users transact in a
blockchain [40, 42, 31]. To discover whether a Bitcoin address belongs to a cluster of
multiple addresses, we use GraphSense [32], which builds on BlockSci [37]. To discover
Bitcoin address clusters, called entities, GraphSense exclusively uses the co-spending
heuristic, also known as multi-input, which high effectiveness has been shown empiri-
cally [40, 3, 31]. The co-spending heuristic recursively queries addresses that were used
to combine funds in a transaction. If a transaction has input from multiple addresses,
these are all likely controlled by the same actor (individual or group). Figure 4.1 provides
a graphical representation of this hypothesis.

While the co-spending heuristic is generally reliable, it might lead to false positives
caused by CoinJoin and PayJoin transactions [32]. CoinJoin and PayJoin are privacy-
preserving transaction methods that combine payments of multiple parties into one
transaction to obfuscate ownership. GraphSense uses the algorithm proposed by Goldfeder
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et al. [28] to identify the most common types of CoinJoin transactions and exclude these
from input into the clustering heuristic. Another common heuristic, the change address
heuristic, isn’t implemented in GraphSense as its reliability has been proven inconsistent
due to its dependence on critical characteristics in end-user wallet software [37].

4.5. CLEANSING METHODOLOGY
Data crawled from Tor is inherently noisy. Proper filtering will provide a more accurate
portrayal of the relevant ecosystem. In this section, we present our methodology to re-
move corrupted, incorrectly formatted, duplicate, or incomplete data, i.e., to perform
extensive data cleansing, resulting in a dataset that can serve as a basis for depend-
able lower-bound estimates. Our methodology, described in detail below, focuses on
cleansing three core aspects of our data set: Tor domains (onions), Bitcoin addresses,
and Bitcoin address clusters detected with the co-spending heuristic. For an illustration
of the pipeline of our methodology, we refer to Figure 4.2. We hope to contribute to the
standardization and replication of analyses like ours by providing a detailed design and
evaluation of our methodology.

4.5.1. TOR DOMAINS

A portion of Tor domains is legal, with the facilitation of anonymous, licit services as the
sole intention. Our analysis exclusively focuses on illicit, i.e., unlawful criminal activ-
ity. This means we solely regard pairs of Tor domains and Bitcoin addresses linked to
suspicious, or likely illegal, activity, which we confirm through inspection of each pair.
This inherently leads to lower-bound results, as the relationship between many domains
and addresses needs to be clarified, leading to exclusion from analysis. We only include
domain-address pairs which are manually validated as illicit.

The initial stage of our cleansing methodology focuses on filtering out non-illicit or
otherwise unwanted domains. Each domain represents a unique address in the .onion
special-use top-level domain. The key objective of the first cleansing phase is to establish
relationships between a Tor page with an illicit offering and a Bitcoin address. These
relationships can be one-to-one, meaning an individual domain contains a single valid
Bitcoin address or one-to-many, i.e., it contains more than one address.

We focus exclusively on the entire year of 2021, as the latest crawler version was in-
troduced in 2020. From our crawler, we obtained Tor domains, also referred to as onions,
which appeared online between January 1 and December 31, 2021. The content was col-
lected and indexed for each Tor page crawled. Domain names, Bitcoin addresses, and
page titles were parsed from the crawler collection. Other metadata and page sources
were stored separately for reference. To each Tor domain, a label was added indicating
the abuse type as listed in Table 4.1. These labels are assigned by a team of analysts that
manually inspect newly crawled pages. Domains clearly non-illicit, i.e., of civil rights
organizations, political parties, or whistle-blower sites, are classified as No Abuse in our
study. Note that this provides a two-step approach to establish the illicit nature of do-
mains: (i) during the labeling of newly scraped domains and (ii) in our manual analysis
of remaining domain-address pairs after completion of all steps of the methodology.

The corpus of collected raw data analyzed for this paper includes 72,595 unique do-
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mains which appeared online in the Tor network at some point in 2021. The crawler
collected and indexed content from these domains for 710,484 pages (URLs). After ana-
lyzing the content, 138,967,218 non-unique cryptocurrency addresses were extracted.
A single cryptocurrency address can be detected within multiple Tor domains. This
primarily occurs due to mirrored domains and the presence of blockchain explorers,
which display recently mined blocks, addresses, and transactions. After our analysis, we
identified 4,730,419 unique cryptocurrency addresses, of which the vast majority, i.e.,
4,678,384 were Bitcoin addresses. These addresses are unverified, meaning that they are
formatted as a Bitcoin address but not yet sanity-checked and confirmed by a Bitcoin
node as valid. This happens in a consecutive cleansing phase. With Bitcoin dominating
our dataset, with 98.9% addresses being Bitcoin, dominant over other detected cryp-
tocurrencies, we focused on Bitcoin exclusively as the dominant currency in the Dark
Web.

MIRRORS

Our raw dataset contains over 70 thousand unique Tor domains. However, owners of
Tor sites use multiple redundant domains, and often infrastructure is taken offline and
made available again on a new domain. As our crawler saves the page tree with each
visit, we were able to filter out full-match duplicates based on the title of the frontpage
(index.html) and the contents of the page source. Based on this, we identified 51,324
unique onions in our dataset for the year 2021.

NON-ILLICIT/UNWANTED DOMAINS

We excluded Tor domains that did not fit our classification of illicit activity in Table 4.1,
focusing on outliers by rank-ordering the domains in our dataset based on the number
of Bitcoin addresses per individual domain. This reduces the initial 51,234 domains to
40,606 unique domains, primarily due to the exclusion of three categories:

(i) Explorers: Our crawler output contains domains that automatically post block
mining output, similar to blockchain explorers such as blockchain.com. These sites are
advertised as Bitcoin multipliers, displaying recent transaction data as proof of their sup-
posed capabilities, a tactic also observed by previous studies [22]. While these apparent
scams extort money from unaware victims and, thus, are illicit, the Bitcoin addresses ad-
vertised are unrelated. Hence we excluded such domains from our analysis. We did this
based on a rank order of address quantity per domain and manual inspection.

(ii) Indexes and Directories: We also exclude index sites and Tor directories. These
sites, which also exist on the public Web, serve as springboards linking to various Tor
hidden services. Some of these host copies of specific pages they are linking to, causing
duplicate pages found on different sites. We also removed non-illicit pages that appeared
on illicit domains, as these also cause duplicates.

(iii) Paste sites and Forums: The set of Tor domains was manually inspected to re-
move further sites that weren’t clearly illicit. Notable examples of excluded domains are
paste sites listing Bitcoin addresses without clear context and forum posts referring to
Bitcoin addresses without clear intent. Messages in foreign languages were automati-
cally translated and manually inspected to understand the context, and the correspond-
ing Bitcoin addresses were only preserved when in scope.
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FALSE POSITIVES

In this step, we removed false positives caused by domains using inline Base64-encoded
images often used to slow down crawlers [14], of which a portion was detected as a Bit-
coin address by our crawler. We also checked whether each domain had a label indicat-
ing the abuse type attached and additionally checked each abuse type for correctness
using a random sample of 100 domains. This first phase of cleansing results in an inter-
mediate dataset of 40,606 unique Tor domains with 291,483 unique Bitcoin addresses.

4.5.2. BITCOIN ADDRESSES
After filtering out non-illicit and unwanted Tor domains, we also need to filter out Bitcoin
addresses unrelated to illicit activity. We assume the exact requirement that an address
and the majority of its holdings in Bitcoin should be confidently classified as illegal. This
isn’t straightforward due to Bitcoin’s privacy and pseudonymous characteristics. Hence
we opted for a lower-bound estimate, excluding all addresses which can be attributed as
belonging to a Bitcoin exchange platform. For such addresses, a portion of holdings is
likely illicit, but the proportion cannot be reliably established. The domain itself was ex-
cluded from further analysis when all Bitcoin addresses detected in a single Tor domain
were excluded.

ADDRESS VALIDATION

We checked the remaining 291,483 Bitcoin addresses against a Bitcoin node for valid-
ity. 38,212 addresses were reported as invalid, i.e., sanity checks such as for address for-
matting did not pass the test, or the existence of the address hasn’t yet been confirmed
in block mining. Out of the 253,271 valid addresses, a remarkable quantity of 246,187
(97.2%) had no transactions, meaning they were never used according to the blockchain
data. These addresses cannot represent any illicit activity, so they were also disregarded,
resulting in 7,084 valid addresses with one or more transactions.

OUTLIERS

This step excluded outliers based on the number of observations of individual Bitcoin
addresses in different Tor domains and the total holdings of these addresses. Based on
this, we excluded Bitcoin addresses found in Tor domains with Bitcoin “Rich” Lists, i.e.,
displaying Bitcoin addresses with the biggest holdings. We also excluded several Bitcoin
addresses if they historically only received COINBASE transactions, which indicates they
belong to mining pools. COINBASE transactions (not to be confused with the exchange
platform of the same name) are newly mined coins issued as a block reward, which can-
not be related to illicit activity. This was furthermore validated by excluding mining-
related addresses shared by Romiti et al. [51] and GraphSense [30].

SERVICE ADDRESSES

We refer to addresses controlled by centralized exchange platforms such as Coinbase
and Kraken as service addresses, as the exchange service owns the private key of the ad-
dresses used for deposit and withdrawal. This also includes addresses associated with
Bitcoin-accepting payment providers and gambling sites, which store user-owned Bit-
coin in custody [44]. Exchange platforms are of great importance to blockchain ana-
lysts because they provide an opportunity to identify real-world actors behind Bitcoin
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transactions if the exchange adheres to Know Your Customer (KYC) legislation. How-
ever, addresses operated by exchanges likely represent the holdings of more than one
user. Furthermore, ownership of funds can be transferred without on-chain evidence
through paper wallets or shared credentials.

As we cannot reliably classify funds terminating at exchanges as illicit, we have ex-
cluded these from our analysis based on two metrics. First identified exchanges using
labels from GraphSense [32], walletexplorer.com [64], and BitRank [7] (a commercial ser-
vice with a free daily allowance). If one or more of these services identified an address
controlled by an exchange, it was excluded. Addresses with more than 1,000 incoming
transactions were also excluded. In total, 547 addresses were removed, further decreas-
ing our set of addresses to 6,537.

By filtering out exchanges and mining-related addresses, we likely also exclude from
our dataset the portion of revenue sent to that address. Filtering out addresses with over
1,000 transactions may also exclude non-exchange addresses. This is a well-considered
step in our approach to a conservative but clean estimate. We strive to exclude any funds
that cannot reliably be attributed to an illicit offering on Tor.

BITCOIN TRANSACTIONS IN 2021
For our analysis, we focus on the year 2021, which is an entire year with the latest version
of the crawler. To get an impression of what 2021 looked like in terms of illicit revenue
by Dark Web Shops, we only regarded transactions between January 1 and December 31,
2021. We filtered for addresses ‘active’ in 2021, i.e., with one or more transactions during
the above period. This filter reduced the corpus of Bitcoin addresses from 6,537 to 4,450.
Tor domains with exclusively Bitcoin addresses that didn’t have any transactions in 2021
were also excluded. As a result of the last filter, the amount of Tor domains included
dropped to 1,174.

4.5.3. BITCOIN ADDRESS CLUSTERS
For Bitcoin address clustering, we used GraphSense [32], which builds on BlockSci [37].
GraphSense uses BlockSci’s ability to detect the most common types of CoinJoin and
does not detect any when we apply it to our dataset. According to labels from various
sources described earlier, using privacy wallets such as Wasabi was also non-existent.
Previous reports also mentioned that off-the-shelf Dark Web store frontend software
such as Eckmar [20] and TradeMed [4] have become more sophisticated and generate
new Bitcoin addresses for each purchase by default. This makes address clustering more
challenging.

We excluded probable service clusters if one or more of the following two criteria
were met: (i) the cluster contains more than 1,000 addresses and (ii) if one or more of
three unique sources (Graphsense [32], walletexplorer.com [64], BitRank [7]) attributes
the cluster itself or one or more addresses in a cluster to an exchange platform.

The most significant effect due to this exclusion of service clusters occurred in the
Financial Crime category. The identification and subsequent exclusion of clusters of ex-
changes, Service Clusters, also leads to the exclusion of service addresses in the seed
dataset. Because of this, our final number of seed addresses used for analysis is 2,122.
This is a significant reduction, the process of which is represented in Section 4.5. The
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Dataset Statistics Filtered Dataset - Transactions and Revenue

Transactions USD Revenue

Category
# Tor domains

(# pages)

# BTC addresses
seed unfiltered / filtered

(co-spent unfiltered / filtered)

incoming
2021 seed
(co-spent)

outgoing
2021 seed
(co-spent)

USD received
2021 seed
(co-spent)

USD sent
2021 seed
(co-spent)

Cybercrime
46

(1,287)
236 / 110

(1,186,952 / 132,092)
577

(6,338)
264

(621)
$141,329

($1,389,204)
$141,177

($1,390,486)

Drugs / Narcotics
17

(392)
104 / 45

(493,877 / 271,362)
1,161

(4,553)
290

(597)
$330,983

($1,594,520)
$328,764

($1,414,285)

Extremism
12

(7,683)
19 / 17

(5880 / 231)
150

(4,001)
33

(246)
$13,053

($577,574)
$8,461

($509,745)

Financial Crime
227

(31,785)
3968 / 397

(35,272,512 / 548,051)
1,948

(45,768)
3,305

(4,337)
$231,308

($10,164,827)
$213,702

($8,062,361)

Goods and Services
41

(2,107)
112 / 67

(41,632 / 18,645)
331

(11,172)
231

(1,072)
$86,766

($1,082,019)
$85,970

($1,028,882)

No Abuse
15

(44)
160 / 79

(501 / 418)
3,303

(152,958)
319

(896)
$1,795,163

($3,845,552)
$1,791,164

($3,845,551)

Sexual Abuse
836

(29,870)
1945 / 1403

(5,532,538 / 1,108,367)
6,636

(61,400)
1,563

(5,151)
$441,363

($94,257,825)
$390,682

($94,241,807)

Violent Crime
3

(41)
29 / 4

(1124 / 7)
13

(15)
3

(4)
$1,401

($10,601)
$1,109

($4,532)

Total
1,197

(73,209)
6537 / 2,122

(42,535,016 / 2,079,173)
14,119

(286,205)
6,008

(12,924)
$3,041,376

($112,922,122)
$2,961,029

($110,497,649)

Table 4.2: Overview of our analysis for Dark Web Shops in 2021. Revenue is in USD, rounded to the nearest
whole USD. The initial values correspond to the seed Bitcoin addresses. The values in parentheses correspond
to the values after Bitcoin address clustering and data cleansing (“Filtered Dataset”).

illicit revenue represented by this set of addresses is a lower-bound estimate of overall
illicit revenue in Tor related to Dark Web Shops. However, due to the various steps taken,
we are confident that as opposed to the initial 291 thousand addresses, the 2,122 seed
addresses provide a robust representation of payment size, buyer activity, and distribu-
tion between different types of illicit activity related to the Dark Web Shops.

4.6. QUANTIFYING ILLICIT REVENUE
Based on the methodology outlined in Section 4.5, in this section, we provide an overview
of illicit revenue made by Dark Web Shops in the entire year of 2021. We discuss results
from the analysis of incoming and outgoing Bitcoin transactions to the set of Bitcoin
seed addresses, as well as based on an expanded set of addresses, using the heuristics
discussed in Section 4.4.

4.6.1. SEED ADDRESS REVENUE PER ABUSE TYPE
Table 4.2 provides an overview of the results of our analysis by type of abuse, being the
type of illicit activity (in the first column). We refer to Table 4.1 for a description of each
abuse type. In the second column, we provide the number of onions and affiliated pages
per abuse type. Although the number of domains is in the order of tens, the number of
affiliated pages is typically in the order of thousands. Sexual abuse and financial crime
are the two categories with the highest number of Tor domains or onions and pages, with
around thirty thousand affiliated pages each, i.e., around 82% of the domains are asso-
ciated with these two categories. Notice also that the No Abuse category is very small.



4.6. QUANTIFYING ILLICIT REVENUE

4

75

As discussed in Section 4.5 it only contains a small number of civil rights organizations
and whistle-blower sites; onions not evidently non-abusive were not considered in our
analysis. As shown in Table 4.2 total, for our analysis, we consider 1,197 Tor domains and
73,209 pages.

The third column presents the number of seed Bitcoin addresses included per abuse
type. Unfiltered is the raw crawler result, and the filtered number is after the application
of our methodology. For our analysis, we utilize the set of filtered seed addresses after
the cleansing data process described in the previous section. In parentheses, we provide
the results of Bitcoin address clustering. For completion, we report both the output of
the clustering (unfiltered) and the results after cleansing (filtered). In our analysis, we
take a conservative approach by only considering the filtered set of Bitcoin addresses
and filtered clusters. Again, the popular categories are sexual abuse and financial crime,
with more than a million and half a million associated Bitcoin addresses. More than
270 thousand Bitcoin addresses are also associated with the drugs/narcotics category.
Overall, in our study, we consider 2,122 seed Bitcoin addresses and, in total, 2,079,173
Bitcoin addresses after address clustering and cleansing.

For the analysis of transactions to and from seed addresses, we focus on the set
of transactions without parentheses in columns four and five. Transactions for sexual
abuse and financial crime dominate, with about half of the total incoming and outgoing
transactions being attributed to these two types of abuse. We also notice that there is
a significant imbalance between the number of incoming (14,119) and outgoing trans-
actions (6,008). This is also the case for incoming/outgoing transactions for each and
every individual category. This is to be expected as the payments are at a given price
of the product, and the outgoing transactions (laundering) are typically aggregated into
bulk transactions.

The last two columns of Table 4.2 show the revenue per category for the incom-
ing and the outgoing transactions, respectively. Our estimation of the revenue in USD
is based on the daily average Bitcoin-USD exchange rate extracted from CoinGecko’s
API [15]. All USD values are rounded to the closest USD. We focus again on the val-
ues in the parentheses that correspond to the revenues of the transactions of Bitcoin
addresses after clustering and cleansing (filtered dataset). For a complete reference, we
provide in Table 4.7 (in Appendix A) the results when we consider Bitcoin address clus-
tering without filtering (unfiltered dataset). The total revenue of both the incoming and
outgoing transactions exceeds trillions which are totally unrealistic. Even for individual
categories, e.g., sexual abuse and financial crime is in the order of hundreds of billions,
again not realistic. This further justifies our decision to take a conservative approach
and use the filtered data following the cleansing process introduced in 4.5.

4.6.2. LONGITUDINAL ANALYSIS OF SEED ADDRESS TRANSACTIONS

We also have examined the longitudinal revenue of the shops in our dataset per individ-
ual abuse category. In Figure 4.3 and 4.4 we plot the revenue per abuse type per month
for all the abuse types provided by the Dark Web Shops in our study. Sexual abuse and
financial crime again appear as the most high-ranking categories over the entire year,
but without significant variation. The contribution of the other categories is relatively
stable over time. Regarding overall revenue, although there is more activity during the
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Percentile

Abuse Type
Payments

in 2021
Min Max Median Std Dev 75% 90% 99%

Cybercrime 552 $0.18 $50,013.85 $55.90 2,175.98 $138.14 $299.69 $1,583.66
Drugs / Narcotics 1141 $0.19 $6,817.84 $121.94 534.32 $285.13 $617.34 $2,780.16
Extremism 146 $0.31 $2,554.18 $17.56 260.00 $62.38 $105.35 $1,022.45
Financial Crime 1744 $0.18 $9,480.63 $58.64 418.71 $102.47 $178.81 $1,288.35
Goods and Services 323 $0.18 $8,215.41 $51.28 696.16 $275.26 $699.69 $2,535.59
No Abuse 3303 $0.16 $157,043.02 $3.03 1,637.95 $4.28 $11.66 $640.63
Sexual Abuse 3,946 $0.17 $17,957.43 $31.67 327.51 $49.23 $85.56 $599.64
Violent Crime 13 $4.92 $413.59 $66.67 121.23 $149.03 $247.12 $395.32

Table 4.3: Dark Web payment statistics in 2021 based on seed addresses from our crawler output.

first part of the year, an evident seasonal trend is absent. We note that some of the fluctu-
ations may be related to the take-down of shops or the launch of new in some categories
that are beyond the scope of this study. One example of such fluctuation is the outlier
for Cybercrime in August, which is related to the purchasing of a stolen Bitcoin wallet.
We analyzed this and left it in because, based on blockchain transaction data, it seemed
authentic.

4.6.3. REVENUE PER ABUSE TYPE AFTER ADDRESS CLUSTERING

The last two columns of Table 4.2 also provide the revenue per abuse type after retriev-
ing additional addresses based on our clustering algorithm, as discussed in Section 4.4.
The aggregate estimated incoming revenue is around 113 million USD. The estimated
total outgoing revenue is around 110.5 million USD. This shows that although there is an
asymmetry in the number of transactions, the incoming/outgoing revenue is rather bal-
anced. Thus, the outgoing transactions are made in bulk, but almost the total incoming
revenue is laundered within a year. Notice that some incoming or outgoing transactions
may occur in the previous or following year, respectively. Then we focus on the individ-
ual categories. Sexual abuse contributes by far the most to the incoming illicit activity
revenue of Dark Web Shops. Around 94.2 of 112.9 million incoming revenue is associ-
ated with sexual abuse, i.e., more than 83% of the illicit revenue of Dark Web Shops. The
second contributor is financial crime, with 10.1 million USD, i.e., around 9% of the illicit
revenue. The rest of the contributors in the top 5 list are drugs/narcotics, cybercrime,
and goods and services, with approximately 1.6, 1.4, and 1.1 million USD in revenue,
respectively.

In Table 4.3, we show the distribution of payments (incoming transactions) to the
Bitcoin seed addresses in 2021 per abuse type. We observe that there is a significant
difference between the minimum and maximum transaction values. Indeed, the mini-
mum value is typically cents, while the maximum value is multiple thousands of USD.
The median values, however, are more representative of the type of business for Dark
Web Shops, in the orders of tens of USD. The 75-percentile values are similar to the me-
dian values, which is another indicator that the product’s price is in the range of 50 to 500
USD. Our observations concur with independent studies for the individual use of drug
unit prices and unit prices for other illicit activities [59].
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Figure 4.3: USD Revenue of incoming transactions to seed addresses found in the Dark Web in 2021 using our
crawler.
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Lower Bound, Filtered Clustering

USD Received USD Sent

Min $1 $1
Max $6,095,231 $6,095,013
Median $9,890 $3,514
Std Dev $164,802 $79,969

Total $485,005,353 $380,433,794

Table 4.4: Hydra 2021 Revenue - based on 2021 transactions to co-spent clusters of Hydra addresses.

4.7. QUANTIFYING SHOP VS MARKETPLACE REVENUE
In this section, we compare the revenue characteristics, operation, and laundering prac-
tices of Dark Web Shops with those observed for Dark Web Marketplaces. Recall that
Dark Web Shops are run by individual actors and small groups, selling illicit merchan-
dise to customers directly. On the contrary, Dark Web Marketplaces are run by criminal
conglomerates, offering themselves and, against a commission, other criminal actors a
marketplace to sell, typically, illicit goods.

4.7.1. THE HYDRA MARKETPLACE AND ITS TAKE-DOWN

Hydra was launched in 2015 and has been recognized as one of the largest Dark Web
Marketplaces primarily selling drugs in former Soviet bloc countries such as Russia, Ukraine,
Belarus, and Kazakhstan. According to an industry report by Chainanalysis [13] Hydra
was the dominant Dark Web Marketplaces in 2021. This report estimated that the total
revenue of Dark Web Marketplace was around 2.1 billion USD, and Hydra’s market share
was around 80%.

After being the target of law enforcement scrutiny for many years, at least a large part
of Hydra infrastructure was taken down in April 2022 by German authorities [10]. The
seized server infrastructure reportedly contained more than 17 million user accounts
and 19 thousand seller accounts [9]. While many accounts might be superfluous, as
Dark Web marketplaces usually do not provide account password reset functionality,
these numbers provide an idea of the scale of its customer base. The US Treasury De-
partment publicly released 117 associated Bitcoin addresses associated with Hydra after
its take-down by German authorities [62, 63]. The press release by German authorities
also claimed Hydra’s role as the biggest marketplace [10]. According to data from our
crawler, Hydra still partially remains online.

The release of Bitcoin addresses seized by law enforcement allowed us to extract Hy-
dra’s transactions in 2021 and use these as input to our clustering algorithm. Based on
that, we are thus able to establish a reliable sample of Hydra’s revenue in 2021. In filter-
ing, we excluded transactions to the address of Garantex Exchange, also included in the
press release [63]. Garantex was an affiliated money laundering service seized simulta-
neously with Hydra. Inclusion of its Bitcoin address would wrongly multiply reported
revenue.

The revenue in USD of incoming transactions to the seed addresses reported by the
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Figure 4.5: Incoming Transaction Revenue to Hydra Address Clusters in 2021.

US Office of Foreign Assets Control (OFAC) was 792.6 million USD, with the earliest in-
coming transaction on April 25, 2015. Based on the set of seed addresses, 64 Bitcoin
address clusters were discovered, of which the largest had over 6,028,684 Bitcoin ad-
dresses. 40 Bitcoin addresses reported by OFAC did not belong to a cluster, which means
co-spending did not take place.

In Table 4.8 (see Appendix A), we provide the revenue with Bitcoin address clustering
without filtering. Again, the number is in the order of multiple billions, and although this
is mentioned in some reports [24] as correct, we deem this is caused by address clusters
of the Garantex Exchange previously mentioned. The revenue flowing into Garantex can
not be fully attributed to Hydra. Without the removal of this cluster, the total incoming
payments would have been around 7.6 billion USD.

Some industry reports claim that Hydra was involved in ransomware operations [24].
However, when we compared the Hydra-associated addresses with the publicly available
Bitcoin addresses used in ransomware campaigns [43], we did not find any match.

4.7.2. DARK WEB SHOPS VS. HYDRA TRANSACTIONS REVENUE

In Table 4.4, we report Hydra’s revenue (in USD) of incoming and outgoing transac-
tions. A first observation is that the median transaction value for Hydra is in the orders
of thousands of USD compared to the tens of USD in the Dark Web Shops. The maxi-
mum value of Hydra transactions is also multiple orders higher than these of Dark Web
Shops, reaching 6 million USD. From these values, we can be confident that the struc-
ture and customers of the two markets, namely, the Dark Web Shops and the Dark Web
Marketplaces, are quite different. The overall incoming revenue for Hydra during 2021 is
around 485 million USD, much higher than our lower-bound revenue estimate of Dark
Web Shops of 113 million USD. However the reported Hydra revenue is probably partial,
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Entity Label USD Received #Transactions

binance.com 15,694,336 29,724
huobi.com 7,324,820 13,548
coincheck.com 966,937 2,664
bitzlato.com 349,483 554

Table 4.5: Outgoing Transactions and USD Value to WalletExplorer Entities (Dark Web Stores).

as this is the part of the revenue affected by the take-down. We also notice that there is
a substantial imbalance between the incoming and outgoing transaction revenue, most
likely due to commissions and other complex transactions that occur in large Dark Web
Marketplaces.

In Figure 4.3, we plot the revenue of Hydra per month. Although there is no clear
trend, the revenue of Hydra has been increasing over time. This was not the case with the
monthly revenue evolution for the Dark Web Shops, see Figures 4.3 and 4.4. The Bitcoin-
USD rate seems to have some influence on Hydra’s revenue, but there is not always a
strong correlation between revenue and the Bitcoin-USD rate. Recall that the crawler
did not scrape Hydra as it was protected by CAPTCHA [68]. Thus, we can not analyze the
revenue per type of abuse.

4.7.3. DARK WEB SHOPS VS. HYDRA BITCOIN ADDRESS AND LAUNDERING

OVERLAP
We also investigate if there is any overlap between the Bitcoin addresses associated with
Dark Web Shops that we identified after cluster and cleansing with these identified with
the same technique for Hydra. Our analysis shows that there is no overlap, which is an-
other indication that Dark Web Shops and Marketplaces are parallel underground mar-
kets. We acknowledge that for our comparison, we take a very conservative approach.

However, when we turn our attention to laundering by Dark Web Shops and Hydra,
we notice that they both utilize exchange points. Previous works also confirm that Dark
Web Shops utilize sophisticated techniques to laundry money using exchanges and wal-
lets [27]. In Table 4.5, we present the total revenue and number of transactions for one-
hop outgoing transactions (laundering) of Dark Web Shops per exchange point in our
study. For the analysis of transactions, we used GraphSense [32]. In Table 4.6, we repeat
the same for Hydra. We notice that Dark Web Shops and Marketplaces not only utilize
exchanges but also share two common ones, namely Huobi and Bitzlato. The two com-
mon exchanges have repeatedly reported that they participate in the laundering of illicit
activity [11]. We recognize potentially more transactions with exchanges can be uncov-
ered with commercial tools. Our labels were sourced from open sources with outdated,
limited datasets.

4.7.4. DISCUSSION
Our analysis shows the necessity of continuously monitoring payments to Dark Web
Shops. Our results indicate that based on such monitoring, potentially at least 113 mil-
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Entity Label USD Received #Transactions

huobi.com 4,248,876 677
bittrex.com 286,292 22
poloniex.com 84,382 8
btc-e.com 57,222 12
localbitcoins.com 15,690 15
bitzlato.com 5,662 7
cryptonator.com 2,897 3
matbea.com 2,724 1

Table 4.6: Outgoing Transactions and USD Value to WalletExplorer Entities (Hydra).

lion USD worth of illicit activity, primarily in sexual abuse and financial crime, can be
tackled, which is a significant fraction of the overall estimated Dark Web market, by some
measures, 5% to 10% [12] in 2021. Our analysis also shows that Dark Web Shops utilize
cryptocurrency exchanges to launder money. Most likely, more advanced laundering
mechanisms not (yet) recognized in open-source address labels, such as Bitcoin tum-
blers, are employed. Our methodology offers a scalable way for cryptocurrency services
to monitor illicit activity and exclude them from their operation. It also provides insights
about the evolving Dark Web Shops ecosystem to authorities towards evidence-based
policymaking.

Identifying legal entities behind a Bitcoin address makes it possible to attribute trans-
actions to human beings. This is accelerated by address clustering technology as well as
existing and forthcoming European Union KYC legislation [49]. Based on co-spending,
joint ownership of addresses can be established [32, 40, 37]. If the individual or legal
entity behind at least one of the addresses in a cluster is known, the ownership of the
whole cluster is known. As exchange platforms are bound to the legislation of their par-
ticular jurisdiction, most of them nowadays adhere to KYC legislation. Based on this,
they require customers signing up for an account to present proof of identity and, in
some cases, even share their home addresses. Through this legislation, law enforcement
investigators can now request the personal details of someone behind a deposit or with-
drawal from an exchange account.

Our ongoing research shows that while the coverage of public labels attributing Bit-
coin addresses to their controlling entity is scarce, some coverage in publicly accessible
sources does exist. We confirm that we are able to run a similar analysis for some of the
large Dark Web Marketplaces. This capability is important for several reasons. These la-
bels not only reveal the exchange platforms that were potentially involved in leading law
enforcement to take down Hydra’s infrastructure [63] but also show that it is possible to
bootstrap our Dark Web crawler to crawl different parts of the Dark Web.

4.8. CONCLUSION
Difficulties with scraping and indexing onions complicate Tor’s analysis of illicit offer-
ings. One way to sidestep such challenges in research efforts is to focus on a single
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onion representing big clusters of illicit activity, namely Dark Web Marketplaces. Many
researchers have focused on such marketplaces in the past. Much still needs to be dis-
covered regarding the expanding ecosystem of Dark Web Shops, i.e., single-vendor shops
operated by individuals or small groups. For the analysis of this, the difficulties above
need to be tackled.

In this paper, we develop and apply a methodology to collect and analyze the content
and involved Bitcoin addresses in Dark Web Shop websites. In the process, we rely on ex-
perts to annotate the illicit activity associated with each Dark Web Shop page. Part of our
methodology is a detailed data cleansing process to reliably estimate a lower bound of
the revenue of Dark Web Shops by analyzing their incoming transactions. Our analysis
shows that the Dark Web Shop revenue was at least 113 million USD in 2021. The top
illicit category facilitated by Dark Web Shops is sexual abuse (with revenue close to 94
million USD, or 83% of the total revenue) and financial crime (with around 9% of the
total revenue). Furthermore, our analysis does not show an overlap between Bitcoin ad-
dresses associated with Dark Web Shops and those large ones exposed in the (partial)
takedown of one of the largest Dark Web Marketplaces, namely, Hydra. This indicates
that Shops and Marketplaces are parallel Dark Web economies. However, when we ex-
amine the laundering (outgoing) transactions, our analysis shows that both Dark Web
Shops and Marketplaces utilize exchanges, in some cases, the same ones (Huobi, Bit-
zlato). The insights, tools, and analysis we develop in our work will seed future work in
the area and will help computer scientists, economists, and policymakers alike to under-
stand the evolving Dark Web ecosystem.

4.9. APPENDICES
We include Table 4.7 with raw results for full reference. The table complements Table
4.2, which appears in paper Section 4.6 and is also included here. In the inner segment,
this table includes seed and cluster revenues before cleansing. Even though problematic
domains such as Bitcoin multiplier scams showing unaffiliated Bitcoin addresses are al-
ready filtered out, the reported revenues are obviously still heavily influenced by unclean
data. With this, we show the importance of thorough cleansing to arrive at a trustworthy
estimation of illicit revenue - which is as a result of the filtering a lower bound.

For full reference, Table 4.8 provides Hydra’s full 2016-2022 transaction revenue to
Bitcoin addresses shared by OFAC [63], instead of the 2021 in Table 4.4 which appears in
Section 4.7 of the paper.
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Table 4.7: Overview of the dataset statistics with filtered and unfiltered address clustering.
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Table 4.8: Hydra revenue based on 117 seed addresses from Office of Foreign Assets Control [63].
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5
DISCUSSION

The contributions in this thesis improve the current state-of-the-art in research into
cybercriminal abuse of cryptocurrencies, specifically Bitcoin. We discuss revenue and
laundering methodologies employed by several, disparate actor groups within the cyber-
criminal ecosystem. We have proposed methodologies to analyze crowd-sourced ran-
somware payment addresses and to cleanse raw data from the Dark Web, a prolific but
noisy cybercriminal ecosystem. This way, we add to the understanding of cybercriminal
actors and their practices, contributing to future analysis of cybercriminal activity.

This chapter discusses the findings and limitations of the research considered in this
thesis. The challenges introduced in Section 1.2 are addressed based on the research
questions introduced in Section 1.4.

5.1. EXCHANGE HACKS
This section explains our contributions to the first sub-question:

RQ: How do cybercriminal actors abuse security vulnerabilities in Bitcoin exchange
platforms and what is the financial impact?

To answer this question, and consequently better understand the security threats to cen-
tralized platforms for Bitcoin exchange, this thesis provides an overview of the TTPs em-
ployed in cyber security breaches of Bitcoin exchanges, together with the Bitcoin and
USD value of stolen funds. These breaches are compared with cyber security incidents at
traditional, established financial service providers to understand the challenges in con-
text.

5.1.1. TTPS AND FINANCIAL IMPACT
Bitcoin exchanges are usually targeted by attackers as they keep Bitcoin owned by their
users in custody. A successful attack thus consists of several steps following initial ex-
ploitation of a particular vulnerability in an Internet-connected system (attack vector)
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and, after one or more steps of lateral movement, the eventual exfiltration of the funds
(impact). Our analysis addresses both the attack vector and its impact, with Figure 2.1
serving as a graphical representation of the attack vector in proportion to the financial
impact for each of the incidents in our dataset.

ATTACK VECTORS

The use of stolen credentials to elevate access privileges is the most prolific attack vector
observed in our dataset, behind attacks with an unknown vector. For the more recent
attacks, we observed an increase of the Unknown vector, effectively indicating that ex-
change operators are more reluctant to publicly share technical details on the techniques
employed by the attacker. A relatively limited number of observations of advanced at-
tacked vectors however implies that the technical security level of the breached plat-
forms in our dataset was low. Just one instance of a supply-chain attack was observed
[2].

IMPACT

While the attack vectors used in the breaches analyzed are similar to those employed
against traditional institutions, their financial impact is strikingly different. According to
our analysis of breaches of traditional financial institutions, based on a set of validated
and confirmed incident reports from multiple industries [5], such organizations rarely
lose funds in cyber attacks - with the exception of a few physical attacks against ATMs.

Furthermore, except for 2 breaches, all attacks against Bitcoin exchanges specifically
targeted hot wallets, with funds ready available for exchange. In the case of exchanges
this is a business necessity, as users want to obtain purchased funds directly. But when
the cybersecurity of a platform is breached, this means these funds are also ready avail-
able to the attacker.

PLATFORM SECURITY

For 13 out of 36 previously breached exchange platforms which were still operational at
the time of our analysis, we have analyzed passive port scans and historical passive DNS
to discover available protocols between 2016 and 2019. We found that 4 exchange plat-
forms had multiple services on a single IP address, 3 were running vulnerable software
versions with a high risk of exploitation and several platforms were exposing FTP, email,
vulnerable SSH and database management interfaces. On the other hand, all platforms
except two were migrated behind Cloudflare, serving as a reverse proxy to mitigate com-
mon web attacks.

TRACING STOLEN FUNDS

We tracked funds stolen in the breaches of Mt. Gox and Bitfinex, and considered how
these attackers are splitting funds to complicate tracking. The laundering TTPs em-
ployed by the attackers were low-level; predominantly manual splitting, few mixers were
observed. We also considered the breach of Yapizon, for which two persons, allegedly
with ties to the North Korean government, were convicted for money laundering [6].
The laundering of the funds stolen from Yapizon was more complicated yet largely man-
ual, involving money mules and back-and-forth conversion from Bitcoin to gift cards to
(laundered) BTC.
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5.1.2. LIMITATIONS

We gathered data from open sources, specifically primary-source (official announce-
ments) and secondary-source (media) reports of security breaches of Bitcoin exchanges.
Inherent to any analysis based on open source data, it is thus biased towards publicly dis-
closed breaches. Companies are usually hesitant to acknowledge their security has been
breached, if not necessitated by reporting obligations or a negative impact on customer
experience. Our analysis focused on Bitcoin exclusively. Breaches were cryptocurrencies
other than BTC were stolen, are not included. If BTC was stolen among other currencies,
we only included the value of the bitcoin stolen. Hence, the absolute amount of crypto-
assets stolen in exchange breaches exceeds the total in Bitcoin as reported by us.

Furthermore, as this analysis was performed almost three years ago and many VASPs
have increased their cyber security maturity, our analysis shows that the security of ex-
change platforms has increased since then. According to an aggregator website that was
put online recently [4], after the conference paper of this research was released, attackers
are moving to other cryptocurrency-related targets such as non-fungible tokens, cross-
chain bridges and flash loans, the latter also recognized in an analysis not in scope of
this thesis [3].

5.1.3. REFLECTION

This analysis has considered 36 instances of cyber security breaches of Bitcoin exchange
platforms. Together these breaches account for at least 1,156,399 BTC stolen from their
legitimate owners, usually platform users who stored their Bitcoin in custody.

The analysis of Bitcoin exchange security was uncharted research territory at the
time the conference paper was released. Based on an invitation by the conference chair,
it was extended for journal publication with an analysis of existing technical vulnerabil-
ities in exchange platforms and a few case studies on money laundering by high-profile
actors. Our analysis aids in understanding cyber threats against centralized exchanges.
The comparison with attack vectors employed against traditional financial institutions,
in which usually personal information is obtained but almost never funds, shows how
Bitcoin exchange security is not yet on par with that of traditional financial custodians.

5.1.4. FUTURE WORK

The current unregulated state of the crypto-asset space also means VASPs are currently
not subject to information security laws and standards such as the Payment Card In-
dustry Data Security Standard (PCI-DSS) and the Payment Service Directive 2 (PSD-2).
Therefore, IT risks might be recognized, but controls are not required. As long as this
is the case, analyses like ours, but focusing on other soft spots in the ecosystems will
remain worthwhile.

For example in recent years attackers have prolifically exploited flash loans [3], com-
pared with Bitcoin exchanges a relatively novel feature. The heists are not over, the at-
tackers just move along with innovation. This, together with the observation of relative
simple attack vectors in our analysis, might indicate that the actors going after these
exchanges form a separate category specific and limited skillset, targeting the weakest
points in the ecosystem.
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5.2. RANSOMWARE PAYMENTS
This section explains our contributions to the second sub-question:

RQ: What is the revenue of ransomware actors utilizing Bitcoin as a means of payment
and how has this evolved over time?

To provide a solid answer to this question, a dataset representative of payments to promi-
nent ransomware actors during a specified period is required. Due to various reasons
addressed below, the availability of this data is limited. A dataset of 13.5k payments to 87
unique ransomware criminals, gathered through a combination of collection from the
public, as well as from existing data sources, was available to us. Based on this, we per-
formed an analysis of ransom payments and their evolution, as well as the laundering of
these funds.

5.2.1. PAYMENT AND LAUNDERING ANALYSIS
We have analyzed 13,497 payments to Bitcoin addresses controlled by 87 ransomware
actors. Of these actors, 71 are commodity ransomware actors, 16 are RaaS collectives.
According to our analysis, RaaS collectives are the highest grossing ransomware actors.
While the total number of RaaS actors in our dataset is lower than commodity actors,
the revenue of all RaaS collectives combined is 95.7 million USD, where commodity ac-
tors account for 5.5 million USD. We attribute this difference to efficient, more specific
targeting of victims by RaaS collectives, as well as persistence and manual attacker in-
tervention to maximize impact. We also observed that RaaS actors are more efficient in
their usage of payment addresses, using an address usually for just one payment. Com-
modity actors on the other hand, tend to re-use addresses, through which they essen-
tially leak information. The larger the amount of transactions, the higher the chance of
having one transaction in which the actors slips up, identifying himself.

RaaS actors also tend to be more efficient, or sophisticated in selecting methodolo-
gies to launder funds. Commodity actors tend to use a variety of services such as ex-
change platforms with strict KYC, dark web markets, wallet services and fraudulent ex-
changes. As these are not necessarily privacy-preserving services, the change of identi-
fying the actor is higher. RaaS collectives tend to be aware of this, primarily using fraud-
ulent exchanges and mixers to cover their tracks - implying finer operational security.

5.2.2. LIMITATIONS
While we have collected the largest set of Bitcoin addresses used in ransomware pay-
ments to date, it still has an availability bias. The actual decision of a victim to proceed to
pay is often surrounded with reputation concerns and shrouded if possible, or disclosed
to a limited set of stakeholders. As certain addresses were collected from third-party
research into specific groups, some actors might be better represented than others.

While we are aware that our dataset and thus our analysis outcomes are not com-
plete, we strived to make them as representative as possible by combining different
sourcing methods. Sourcing from all existing sources we are aware of, and also including
novel submissions by the public, we believe our analysis is timely and important. It adds
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a new perspective to existing industry and law enforcement reporting, as the academic
output on ransomware and especially its evolution is still limited.

5.2.3. FUTURE WORK
We were able to attribute the Bitcoin addresses in our dataset to ransomware actors, us-
ing labels supplied by victims and information security researchers. Based on this and
some additional verification steps, the addresses in our dataset can confidently be re-
garded as actual ransomware addresses. The more ransomware addresses are labeled,
the better they can be flagged by VASPs to avoid future losses. Hence, having open source
address labels helps performing analyses like ours. This also works the other way; we ob-
tained some data from an industry source to identify labels for addresses used in laun-
dering because the open-source availability of address labels for exchanges and other
VASPs is low. The only substantial source [7] is outdated. Much of this is contained
within proprietary offerings, but open source availability of these labels would increase
the security of the ecosystem. As many addresses can be scraped from sources like social
media, message forums and Tor, future research in the area would contribute to future
analysis based on open sources. Also here, effective regulation and subsequent regula-
tory compliance is critical, as it expedites the identification of real-world actors, usually
one of the last miles in law enforcement investigations. It is imperative that analysis
capabilities are matched with adequate regulation to empower law enforcement.

5.3. DARK WEB SHOPS
This section explains our contributions to the third sub-question:

RQ: How can we confidently estimate revenue the of Dark Web cyber-criminal actors, and
based on that what revenues do we see?

The analysis for to answer this sub-question concentrates on dark web shops, being
commercial outlets operated by individual vendors. This is the sole proprietorship al-
ternative to the infamous dark web marketplaces which gathered much research atten-
tion in recent years. Where marketplaces serve as centralized platforms connecting ven-
dors and buyers of many categories of illicit offerings, single-vendor shops are usually
highly specialized storefronts. Using a scraper, we have collected page contents, being
the document body, of most dark web shops and extracted Bitcoin addresses from these.
Based on an extensive cleansing methodology developed for this analysis, we were able
to quantify a lower-bound of revenue made in several categories of illicit services.

5.3.1. PAYMENT ANALYSIS
Based on our analysis we show that at least 113 million USD revenue was generated by
dark web shops just in 2021. Sexual abuse and financial crime are the top revenue cat-
egories, making up a significant fraction of the overall estimated Dark Web market, by
some measures 5% to 10% of the total revenue in 2021 [1].

The illicit revenue generated by dark web shops in 2021 is a fraction of what is gen-
erated at the bigger dark web markets, but it needs to be taken into account that the
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figures used for comparison are based on different measurements. A dataset of Bitcoin
addresses from a marketplace seized by law enforcement will generally provide a more
accurate representation of the entity’s revenue than scraped data.

5.3.2. LIMITATIONS
We are aware of the limitations of our analysis, many of which are inherent to analysis
of cybercriminal artifacts. As a result of thorough cleansing, we are very certain that
the remaining payments in our dataset are indeed illicit. However as a result of the
strict cleansing, reducing the set of Bitcoin addresses with a factor 1000, many other
illicit payments were probably filtered out. This is deliberate; we rather provide a lower
bound, but accurate figure than a higher figure which we cannot fully justify. The use
of open source address labels leads to limited identification of exchange platforms, as
many open source label sets are not updated anymore. We were however able to identify
that exchanges are used in the laundering of proceedings from dark web shops, which is
an important observation in the combatting of this criminal activity.

5.3.3. FUTURE WORK
We have developed a methodology to filter Bitcoin addresses associated with illicit ac-
tivity and, based on this, calculate illicit revenue in several abuse types. An interesting
opportunity for future work would be to automate this pipeline to keep track of the de-
velopment of illicit activity in Tor and report periodically. Furthermore, machine learn-
ing could be applied to keep track of transactions to and from addresses labeled illicit
and automatically report transactions to known VASPs, to speed up law enforcement in-
vestigations.

5.4. CONCLUSION
The main research question of this thesis, as introduced in Section 1.4 is:

RQ: How can we leverage open data to increase our understanding of
cybercriminal usage of Bitcoin and how can we quantify this?

To address this question, idiosyncratic cybercriminal ecosystems in which Bitcoin is
abused have to be examimined. It also needs to be considered how Bitcoin addresses
and transactions can be used to calculate revenue. This thesis has considered how cy-
bercriminal actors use Bitcoin as a means to transact financially with victims, as well as
how it is a target in the hacking of exchange platforms. We have provided insight into cy-
bercriminal activities such as security breaches, ransomware campaigns and dark web
shops. The payment handling and other financial transactions related to these criminal
activities are often black or grey boxes, characterized by limited academic coverage.

For Bitcoin exchange security breaches, we have found the exploit vectors to be rel-
atively low-level but financially lucrative. Compared to traditional financial institutions,
the financial gain of attackers is unique to exchange platforms. We furthermore inves-
tigated shortcomings in the technical security of these platforms. Mitigation of dis-
closed vulnerabilities appears to be slow, with vulnerable services remaining exposed
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several months after announcement. With this, we raised awareness on lacking security
of middlemen in the Bitcoin ecosystem, which received limited prior academic atten-
tion. Our analysis of ransomware payments has shown how this cybercriminal ecosys-
tem has evolved from independent malware authors with marginal revenues to a pro-
fessional criminal ecosystem with persistent syndicates of specialized actors with corre-
sponding fees. We have also regarded Bitcoin-enabled purchases in the dark web. In-
stead of focusing on marketplaces, which have received significant prior research atten-
tion, we focused on single-vendor shops. While their total revenue appears to be much
smaller than the usually drug-focused marketplaces, they tend to differentiate into spe-
cific niches, with sexual abuse generating the largest portion of the total revenue.

The most important limitation of the analyses discussed in this thesis, is that it is
based on the data available to us. In other words, we might only cover a subset of the
total revenue made by illicit actors as both attackers and victims might have an inter-
est to keep events undisclosed. We have strived to account for this by collecting data
first-hand and aiming to be complete as possible. Furthermore, by considering different
cybercriminal sub-ecosystems that are relevant at the moment, we have aimed to obtain
an overview of the cybercriminal ecosystem as a whole.

Cybercrime is here to stay and very likely cryptocurrencies as well. This is an op-
portunity rather than a problem, as blockchains offer unique opportunities to not only
follow the money, but also to develop and test analytic capabilities to detect novel cyber-
criminal techniques. Consequently, the above-mentioned limitations of analysis based
on public artifacts is also an advantage, as it offers great potential for analysis to both
researchers, law enforcement professionals and anyone with aspirations in these areas.
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