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FABRIC: Fast and Secure Unbounded Cross-System
Encrypted Data Sharing in Cloud Computing

Lili Wang", Ye Lin, Ting Yao"”, Hu Xiong

Abstract—Existing proxy re-encryption (PRE) schemes to secure
cloud data sharing raise challenges such as supporting the hetero-
geneous system efficiently and achieving the unbounded feature.
To address this problem, we proposed a fast and secure unbounded
cross-domain proxy re-encryption scheme, named FABRIC, which
enables the delegator to authorize the semi-trusted cloud server
to convert one ciphertext of an identity-based encryption (IBE)
scheme to another ciphertext of an attribute-based encryption
(ABE) scheme. As the first scheme to achieve the feature mentioned
above, FABRIC not only enjoys constant computation overhead
in the encryption, decryption, and re-encryption phases when the
quantity of attributes increases, but is also unbounded such that the
new attributes or roles could be adopted into the system anytime.
Furthermore, FABRIC achieves adaptive security under the deci-
sional linear assumption (DLIN). Eventually, detailed theoretical
and experimental analysis proved that FABRIC enjoys excellent
performance in efficiency and practicality in the cloud computing
scenario.

Index Terms—Cloud computing, cross-domain data sharing,
encrypted data sharing, privacy, security.

I. INTRODUCTION

S an encouraging computing paradigm, cloud comput-
ing could reliably provide massive storage space at low
cost [1], [2]. By using cloud services provided by cloud ser-
vice providers (CSP), such as Amazon [3], Microsoft [4], and
Apple [5], cloud users could conveniently store, process, and
share data anytime and anywhere without any restrictions [6].
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For example, in a hospital, the smart medical devices could
collect the health data of patients and upload it to the cloud
server. By using mobile devices to access patients’ electronic
health data stored in the cloud, even doctors on the trip could
make timely diagnoses. However, since the cloud services are
usually maintained by untrusted CSPs [7], [8], users’ concern
about shared private data being accessed by unauthorized users
or malicious CSPs has become the major obstacle to the popular-
ization of cloud computing [9], [10], [11]. Therefore, the public
key encryption schemes are adopted to protect the shared data in
cloud computing [12], [13]. Specifically, before uploading these
data to the cloud server, the data owner utilizes the data user’s
public key to encrypt the shared data [14], [15]. In this way, only
the legitimate data user who holds the corresponding secret key
could decrypt the ciphertext. However, with the quantity of data
users growing, the data owner needs to utilize the public key
of every data user to encrypt and upload data separately, which
brings heavy computation and communication burden to the data
owner [16].

By achieving the secure access delegation, the primitive of
proxy re-encryption (PRE) seems to be one practicable ap-
proach to the above-mentioned problems [17], [18], [19], [20].
Concretely, PRE enables a semi-trusted proxy to transform the
ciphertext encrypted by the public key of delegator to the one
encrypted by the public key of delegatee. During this process,
any information about the plaintext or secret keys would not be
obtained by the proxy. With the support of PRE, the data owner
can encrypt data with his own public key and upload it to the
cloud server. After being authorized by the data owner, the cloud
server is able to transform ciphertext for each data user, who
could in turn utilize his secret key to decrypt the re-encrypted
ciphertext. Subsequently, various PRE schemes are proposed
to meet the demands in diverse scenarios [21]. For instance,
the identity-based PRE (IB-PRE) schemes [22], [23], [24] are
presented with the considerable efficiency and freeness of public
key certificates, thereby being in the good graces of those users
with resource-constrained devices (e.g., mobile devices). The
attribute-based PRE (AB-PRE) schemes [25], [26], [27] light
the path for flexible secure data sharing, due to the advantages
in achieving fine-grained access control. Nevertheless, itis worth
noting that these schemes are designed for the single cryptosys-
tem and not suitable for the heterogeneous scenario. By way of
illustration, the patient equipped with the smart medical devices
may adopt the identity-based cryptosystem (IBC) to encrypt the
data collected from him/herself, while the decryption ability
for the physicians could be determined by their corresponding
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attributes to ensure the flexible and secure one-to-many data
sharing. Naturally, the IBC and the attribute-based cryptosys-
tem (ABC) are respectively adopted by the patient and the
physicians. Due to the differences between the two encryption
systems, it is difficult for the physician to obtain the patient’s
healthcare data from the ciphertext generated with the patient’s
identity, which makes it impossible for users who adopt the
IBC to capture confidentiality and scalability at the same time.
Furthermore, it also brings inconvenience for physicians to share
the patient data collected by smart devices for timely diagnoses.
Moreover, when an entity wants to adopt ABC for flexible data
sharing, it will bring colossal computation and communication
overhead to the resource-constrained devices in the system.
Obviously, it is difficult for the existing solutions to convert
the ciphertext in the high-efficiency IBC to the ciphertext in the
flexible ABC, which is also the paramount obstacle to balancing
the efficiency of encryption and the flexibility of secure data
sharing.

However, in traditional ABE schemes, the size of the public
parameters and the computation overhead of the setup algorithm
is closely related to the number of attributes or the size of
policies [28]. Once the number of attributes or the size of
policies increases, both the communication and computation
overheads of the setup algorithm will increase accordingly,
which inevitably brings heavy burden. To solve this problem, the
unbounded feature is first proposed by Lewko and Waters [29].
By using the bilinear entropy expansion lemma, the polynomial
amount of entropy can be generated by using constant-size
public parameters. Then, the entropy can be utilized to transform
a bounded ABE scheme into an unbounded one, which means
the setup algorithm is independent of the attribute number or the
policy size. In this way, the computation and communication cost
of the setup algorithm in the unbounded ABE mechanism can
remain constant. Inspired by this method, a series of works are
proposed subsequently [30], [31], [32], [33], [34]. So far, the
cross-system featured with unbounded property has not been
treated yet in the literature.

Driven by the challenges mentioned above, we presented
FABRIC—a fast and secure unbounded cross-domain proxy
re-encryption scheme. By carefully designing the proxy re-
encryption key to integrate IBE with ABE, we can achieve
the secure access delegation for the cross-domain data sharing.
Specifically, in FABRIC, data is encrypted with the identity of
the delegator (i.e., the public key of the delegator). An authorized
proxy, who holds the re-encryption key, could transform this
ciphertext to the re-encrypted ciphertext corresponding to the
access policy. In this way, only in case the attribute set in the
delegatee’s secret key matches the access control policy in the
re-encrypted ciphertext, the ciphertext could be successfully
decrypted by the delegatee. Moreover, FABRIC adopts the
monotone spanning program (MSP) as the access structure,
and achieves unbounded feature based on the bilinear entropy
extension lemma. Therefore, FABRIC is more expressive —
because there is no limitation of the number of attributes or
the size of policies, but also more efficient — due to the constant
communication and computation overheads of the setup algo-
rithm. Through the dual system encryption technology, FABRIC
can be adaptively secure under the decisional linear assumption
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(DLIN). Concretely, we briefly summarize our contributions as
follows:

1) We presented a fast and secure unbounded cross-domain
proxy re-encryption scheme, namely FABRIC, which al-
lows the proxy to transform the ciphertext encrypted with
the delegator’s identity to the ciphertext embedded with
an access policy. Specifically, by using re-encryption key
generated under the access policy to re-encrypt the ci-
phertext, FABRIC bridges the gap between IBE and ABE.
Moreover, with the increase of the quantity of attributes,
the re-encryption and decryption computation cost can still
keep constant.

2) FABRIC achieves the unbounded feature by making the
system setup algorithm and the size of public parameters
independent of the length of attributes. Concretely, FAB-
RIC uses the constant-size public parameters to generate
any polynomial amount of entropy. In this way, the ABE
setup algorithm should put no restriction on the length of
the attributes or the size of the policies that will be used in
the ciphertexts and keys. Hence, it is possible for FABRIC
to be dynamically adjusted for suiting future application
scenarios.

3) Weformally proved that FABRIC is adaptively secure with
the help of dual system encryption methodology [31].
Moreover, the experiment and the concrete theoretical
analysis are conducted, which indicates that FABRIC
enjoys excellent performance in efficiency and practicality
in real-life scenarios.

A. Related Works

Blaze et al. [17] first introduced the notion of proxy re-
encryption (PRE). In this primitive, an authorized semi-trust
proxy is able to transform the ciphertext encrypted by the public
key of the delegator to the ciphertext under the public key of
the delegatee. Later, Ateniese et al. [18] not only formalized
the definition of PRE, but also constructed a pairing-based PRE
scheme and applied it to the distributed file system. Shao et
al. [19] presented a pairing-free PRE scheme featured with CCA
security and collusion-resistance. Ateniese et al. [20] proposed
a key-private PRE scheme, in which the proxy cannot learn
the identity of the delegator and delegatee from the ciphertext
or re-encryption key. However, the above-mentioned schemes
all rely on the public key infrastructure (PKI), which brings
heavy computation and storage computation costs in certificate
management.

Inspired by the identity-based cryptosystem (IBC), Green and
Ateniese [35] introduced the first identity-based PRE (IB-PRE)
scheme based on the bilinear map. Different from the traditional
public key cryptography, this primitive enables users to use their
identity as the public key. And a trusted entity called private key
generator (PKG) is in charge of creating the corresponding secret
key, thereby eliminating the burden of public key certificates.
Subsequently, Chu and Tzeng [36] presented an IB-PRE scheme
featured with short secret keys and ciphertexts, which achieves
CPA security in the standard model. Ren et al. [37] proposed a
hierarchical IB-PRE scheme featured with CCA security. Liang
et al. [38] constructed a revocable IB-PRE and applied it into
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TABLE I
FREQUENTLY USED NOTATIONS

Notation Description
k the security parameter
H, F the hash function
Param the public parameters
MSK the master secret key
S the attribute set
M the access matrix M
(M), the i-th row of the access matrix M
Yi the coefficient in i-th row
T the mapping from the row of M to the attribute
(M, ) the MSP access policy structure
T the matrix transpose method
m the vector quantity
SK the secret key in ABE
ISK;q the secret key in IBE
msg the message
id the user’s identity
RK;q_ss the re-encryption key
Cidss the re-encryption ciphertext

cloud computing to build a secure data sharing system. To
convert the data encrypted for a single user into a ciphertext
that can be decrypted by multiple users simultaneously, Deng
et al. [24] introduced an IB-PRE scheme, which enables the
ciphertext transformation from the IBE scheme to the identity-
based broadcast encryption (IBBE) scheme (denoted as IBET
in the following). Specifically, IBBE allows a set of identities
to be used to encrypt data during the encryption phase, and the
ciphertext can be decrypted by the corresponding private key of
any identity in the set of identities. However, IBC cannot achieve
flexible and fine-grained access control to meet the one-to-many
communication demands in real-life scenarios [39], [40].

Combining the advantage of attribute-based encryption
(ABE), Liang et al. [41] presented the attribute-based PRE
(AB-PRE) scheme, which allows the delegator to authorize
a proxy to transform the ciphertext encrypted with an access
policy into a ciphertext encrypted with another access policy.
Only when the receiver holds the secret key with attributes
which match the access policy formulated in the ciphertext,
could the receiver decrypt ciphertext successfully. After that,
Yu et al. [42] constructed an AB-PRE scheme for secure data
sharing, which achieves attribute revocation. Liang et al. [26]
presented a ciphertext-policy AB-PRE scheme for cloud data
sharing, which not only supports more expressive access policies
but also achieves adaptive security in the random oracle model
(denoted as CPAS in the following). Ge et al. [27] introduced a
CCA-secure key-policy AB-PRE scheme, which is proved to be
adaptively secure in the standard model.

It is noteworthy that the above-mentioned schemes are all
designed for the single cryptosystem. Due to the heterogeneous
nature of cloud computing, different entities may adopt various
cryptosystems [43], [44]. To achieve secure cross-domain data
sharing, Mizuno and Doi [45] constructed a hybrid AB-PRE
scheme(denoted as CAB in the following), where the ciphertext
encrypted with an access policy could be transformed to the
ciphertext of an IBE scheme. Nevertheless, there is the limitation
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on the size of policies or attributes formulated in secret keys
or ciphertexts, which not only brings additional computation
and communication burden but also limits the expressiveness
of the access policy. Jiang et al. [46] presented a cross-domain
encryption switching mechanism that can transform a PKI-based
ciphertext into an IBE one, and vice versa. This mechanism
requires a full-trusted third party to provide a transformation
key for each conversion, and the ABE has not been considered in
this work. Liu et al. [47] proposed an efficient privacy-preserving
outsourced calculation framework with multiple keys (EPOM)
to support integer operations on the data encrypted under dif-
ferent public keys. However, it does not provide a secure access
delegation mechanism. That is to say, EPOM does not allow a
semi-trusted proxy server to translate the ciphertext into another
ciphertext. Lately, based on the linear secret sharing scheme
(LSSS), Deng et al. [48] proposed an unbounded cross-domain
AB-PRE (denoted as LUC in the following), which transforms
the ciphertext of ABE to the ciphertext of IBE. To the best of
our knowledge, our work is the first to transform the ciphertext
of IBE to the ciphertext of ABE, but also is constructed based
on the asymmetric pairing and achieves adaptive security.

II. SYSTEM FRAMEWORK AND MODEL

A. System Model

There are four entities involved in FABRIC as shown in Fig. 1:

® Private Key Generator (PKG): As the trusted entity in the
system, PKG is not only responsible for initializing system
parameters, but also for generating private keys for each
user.

Authorized licensed use limited to: TU Delft Library. Downloaded on December 04,2023 at 08:45:40 UTC from IEEE Xplore. Restrictions apply.
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® Data Owner: The data owner takes the identity as his
public key, while the corresponding private key is cteated
by PKG. The data owner could utilize his own private key
and the access policy to compute the re-encryption key, and
sends it to the cloud server. Concretely, the data would be
encrypted locally with the identity of the data owner, and
the ciphertext would be sent and kept in the cloud server
for sharing.

® Cloud Server: The cloud server provides massive storage
space and efficient computing capabilities for ciphertext
storage and sharing. On receiving the ciphertext and re-
encryption key from data owner, the cloud server could
transform the ciphertext for data user.

® Data User: The data user can obtain valuable information
by studying shared data, thereby providing service to the
data owners. The secret key held by the data user is em-
bedded with an attribute set. Only the attributes matches
the access policy in re-encrypted ciphertext, could the data
user complete decryption operation.

B. Syntax of FABRIC

The FABRIC system involves an ABE system, an IBE sys-
tem, and necessary algorithms for re-encryption. Concretely,
the private key generation algorithm is designed for IBE sys-
tem (KeyGen,gg) and ABE system (KeyGen,gg) respectively.
Smart devices featured with limited resources will invoke the
Encrypt algorithm in the IBE system to generate the ciphertext
on the message to be encrypted under its own identity. To realize
the expressive fine-grained access control for the ciphertext in
IBE system, the idea of proxy re-encryption is introduced to
bridge the gap between the ABE system and the IBE system.
With regard to this, the ReKeyGen algorithm is proposed to
generate a re-encryption key associated with the private key
in the IBE system and an access policy in the ABE system.
Meanwhile, the ReEnc algorithm is designed to convert one
IBE ciphertext to another ABE ciphertext with the support of
the re-encryption key generated by the ReKeyGen algorithm.
In this way, the Decrypt,gg algorithm is also put forward to
enable the ABE user to decrypt a re-encrypted ciphertext in case
the attribute of this user matches the access policy embedded in
this ciphertext. There are eight algorithms involved in FABRIC
as bellow. For convenience, the system parameters Param in
all the following algorithm inputs are omitted. To better describe
the proposed scheme, the frequently used notations involved in
the proposed scheme are provided in Table I.

e Setup(1X): After receiving the security parameter k, this
algorithm returns the master secret key MSK as well as
the system parameters Param.

o KeyGengg(MSK,id): After receiving MSK and the
identity ¢d of user, this algorithm returns user ¢d’s private
key ISK;q4.

e KeyGenpge(MSK, S): After receiving M S K and user’s
attribute set .S, this algorithm returns corresponding private
key SKs.
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® ReKeyGen(ISK;q4, (M, r)): On input user id’s secret key
ISK,;q4andapolicy structure (M, ), this algorithm returns
re-encryption key RK;4_, 5.

e Encrypt(msg,id): Taking user’s identity id and the mes-
sage msg as input, then return ciphertext Cjq.

e ReEnc(Ci4, RK ;4 s): This algorithm takes the ciphertext
C;q as well as re-encryption key RK 4, as input, then
returns re-encrypted ciphertext Cq_,g.

e Decryptge(Cid, ISKiq): After receiving the ciphertext C;qy
and user id’s secret key ISK;q, this algorithm returns
plaintext msg.

e Decryptage(Cid—s, SKs): On input re-encrypted cipher-
text C;4_, s and the private key S K g, this algorithm returns
plaintext msg.

C. System Workflow

This section would briefly introduce the workflow of FAB-
RIC to demonstrate how to achieve cross-system encrypted
data sharing, and the corresponding flowchart is shown in
Fig. 2. First, PKG runs the Setup(1¥) algorithm to initialize
the system. Then, PKG runs the KeyGengg(MSK,id) al-
gorithm with the identity to generate the secret key for the
data owner in IBC. As for the data user in ABC, PKG takes
the attribute set as input to run the KeyGenpgg(MSK,S)
algorithm to generate the corresponding secret key. Before shar-
ing encrypted data crossing different systems, the data owner
should run the ReKeyGen(ISK4, (M, )) algorithm with a
policy structure to generate the re-encryption key, and send
it to the cloud server. To share the encrypted data with the
data user, the data owner runs the Encrypt(msg, id) algorithm
with his own identity to encrypt the message, and sends the
ciphertext to the cloud server. After receiving the ciphertext,
the cloud server runs ReEnc(C;q, RK;q-s) algorithm with
the pre-upload re-encryption key to re-encrypt the ciphertext,
and distributes the re-encrypted ciphertext to authorized data
users. In this way, data users could use their own secret key

Authorized licensed use limited to: TU Delft Library. Downloaded on December 04,2023 at 08:45:40 UTC from IEEE Xplore. Restrictions apply.
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to run the Decryptage (Cig— s, SKg) algorithm to decrypt the
re-encrypted ciphertext.

D. Threat Model and Security Goals

FABRIC confronts two types of active attacks. The first one
is that the cloud servers may reveal the data uploaded by the
data owner. Similar to [15], [49], the cloud servers in our
proposed scheme are assumed to be “semi-trusted”. It means that
cloud servers will honestly perform the scheme, but they would
intend to obtain as much private information as possible from
the outsourced data. The other is that the unauthorized entries
may attempt to access the shared data by impersonating the
authorized data user. Different entries involved in our system are
assumed to be curious and dishonest, and they may collude with
each other to gain unauthorized access. Concretely, distinct data
users featured with different attributes may collude to combine
their private keys to access unauthorized data. Furthermore, the
proxy server may also collude with the delegatee to decrypt the
unauthorized transformed ciphertext. Considering these realis-
tic attacks, the FABRIC is desirable to capture the following
security goals.

1) Data confidentiality: If the data is encrypted before up-
loading to the cloud server, only the authorized user who
holds the corresponding private key could decrypt it.
Cloud servers and attackers should not be able to decrypt
the ciphertext.

2) Controllable authorization: Data users should be consid-
ered authorized and able to decrypt the re-encrypted ci-
phertext only if the attribute set matches the access policy
in the re-encrypted ciphertext. Unauthorized users and the
proxy server should not be able to recover the message
from the re-encrypted ciphertext.

E. Security Model

The security model of FABRIC could be formally defined
via IND-CPA game, and A, C represent the adversary and
challenger, respectively.

Setup: C runs FABRIC.Setup(1¥) — (Param, M SK) and
transfers Param to A.

Phase 1: A could query three types of request, and the
challenger C can response as below:

e KeyGengg: A queries with an identity id, C runs

FABRIC.KeyGengg (M SK, id) — ISK,;q and transfers
it to A.

o KeyGenpgg: A queries with an attribute set S, C runs
KeyGenpge (M SK,S) — SKg and returns it to A.

e ReKeyGen: A queries with an identity id and a pol-
icy structure (M, ), C first performs secret key query
of user id on behalf of A. After that, C runs the
FABRIC.ReKeyGen(ISK;4, (M, 7)) = RK;4,s and re-
turns it to A.

Challenge: A first chooses an identity ¢d* with the following

restrains:

e Case 1. The secret key and re-encryption key of identity
1d* are not queried during Phase 1.
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® Case 2. Thesecretkey of user ¢d* is queried during Phase 1.
At the same time, for the re-encryption keys of identity id*
and policy structures (IM*, 7*) that have been queried in
Phase 1, there is no attribute set .S which has been queried
in Phase 1, that satisfies the policy structure (M*, 7).

For Case 1, the adversary A chooses two message
msgo, msgy, and sends messages with the identity ¢d* to
challenger C. After that, C samples v € {0,1} and runs
FABRIC.Encrypt(msg,, id*) to obtain ciphertext C,.. Eventu-
ally, C returns C7 . to A.

For Case 2, A chooses two message msgg, msgi, and sends
messages with the identity ¢d* and the policy structure (IM*, 7*)
to challenger C. Then, the challenger C performs the same oper-
ation as Case 1 to obtain the ciphertext C7,.. After that, C runs
FABRIC.ReEnc(C},., RK;q-—s-) to obtain the re-encrypted ci-
phertext C},. , ¢.. Finally, C returns C;, , ¢. to A.

Phase 2: Except for the limitations of the Challenge phase, C
repeats as the same as Phase 1.

Guess: Eventually, A makes the guess v’ of v. If v/ = v, A
wins this game.

III. BUILDING BLOCKS

A. Access Structures

Definition 1. Let U and A € 24\ {0} denote the attribute
universe and the access structure, respectively. And only the
sets in A are the authorized sets. Furthermore, only if £ € A,
FE C F,and F € A holds, A is monotone where VE, FF C U.

Definition 2. Let U denote the attribute universe, and the
monotonic span program (MSP) is composed of a mapping
m:{l,...,m} — Uandamatrix M € Z7"*".Lewkoetal.[50]
presented an effective way to generate the MSP, where the
elementin M is either 0, 1 or —1. Suppose there is an attribute set
Sand I = {ili € (1,...,m), (i) € S}. If S matches (M, ),
we can compute the coefficients {~; };cr as

3" i(M); = (1,0,....,0).

el

It is noteworthy that (IM); denotes M’s ith row. Moreover,
the coefficients are either O or 1 according to [50].

B. Asymmetric Prime-Order Bilinear Group

Definition 3. Let G(k) denote the asymmetric pairing group
generator. When receiving the security parameter k, the gen-
erator returns (p, g, G, h, H, G, e). It is noteworthy that g, h
denote the generators of groups G, H, and p represents the prime
order of G, H, Gr. If the properties below hold,e : G x H —
G can be regarded as a bilinear map:

® Bilinear: Yx,y € Zp, e(g”,hY) = e(g, h)™".

® Non-Degenerate: For any g1 € G and hy € H, there al-

ways holds e(g1, h1) # 1.

Moreover, we use the form of [a]1, [b]2, [¢]T to represent
g%, h® e(g, h)¢, respectively. Then, set d = (dy,ds,...,d,),
and use the form of [d]; to represent (g%, g%, ... g% ). In
the same way, [M]; for the matrix M is defined, and [E"F]r
represents e([E]q, [F]2).
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IV. THE CONSTRUCTION OF FABRIC

The main obstacle to achieving secure cross-domain sharing
is that users in IBE and ABE systems hold different public/secret
key pairs, and users in the ABE system cannot decrypt the cipher-
text in the IBE system. To solve this problem, FABRIC includes
IBE and ABE schemes that share public parameters, bur also
introduces the ReKeyGen algorithm and ReEnc algorithm.
The ReKeyGen algorithm embeds the access policy into the
re-encryption key, and the ReEnc algorithm can convert the IBE
ciphertext to the ABE ciphertext with the help of re-encryption
key, thus bridging IBE and ABE. The concrete construction of
FABRIC is introduced below:

e System Initialization: PKG runs the Setup algorithm with

a security parameter k to generate the public parameters
Param and the master secret key M S K, and the detail is
described in Algorithm 1.

Algorithm 1: Setup(k).

Input: the security parameter k;
Output: the public parameters Param = (e, g, h, Hy, Ha,
G1,Go, Ty, Ts) and the master secret key
MSK = (g%, g%, g%, ay,a,b1,b);
1: Compute (p, g, G, h,H, Gr,e) < G(k);
2: Define H : {0,1}* — G and F : Gy — H? as hash
functions;
: Choose dl, d27 ds €r Zp and aq, as, bl, by €ER Z;;
4: Compute H; = h**, Hy = h*2,G; = g™, Gy =
9“2,T1 — 6(97 h)d1a1+d3’ T, = e(g, h)dzaerds;
5:return (Param = (e, g, h, Hy, Hy, G1, G2, Ty, T»),
MSK = (g%, g%, g%, ay,as,b1,b2));

98]

o Secret Key Generation: As mentioned in Section II-A, there
are two types of users in the system, which belong to IBC
and ABC respectively. For the users in IBC, PKG takes
their identity id € {0, 1}* to execute the KeyGen,gg algo-
rithm defined in Algorithm 2, and the corresponding secret
key IS K,q4 is returned. For the users in ABC, PKG takes
the attribute set S to execute the KeyGenyge algorithm
defined in Algorithm 3, and the corresponding secret key
S K g is returned.

® Re-Encryption Key Generation: As shown in Algorithm
4, the ReKeyGen algorithm enables the user in IBC to
generate the re-encryption key with his own secret key
and a designated policy structure. For a policy structure
(M, ), let m and n denote the rows and columns of M,
and use (M), ; to represent the (i, j)th element of M.

e Encryption: In FABRIC, the plaintext is encrypted with the
user’s public key, which is also his identity. The detail of
Encrypt algorithm is shown in Algorithm 5.

® Re-encryption: By running the ReEnc algorithm with the
re-encryption key, the proxy could transform the ciphertext
in IBC into the re-encrypted ciphertext in ABC, and the
detail is shown in Algorithm 6.

Algorithm 2: KeyGengg (Param, MSK,id).

Input: the public parameters Param, the master secret key
MSK, and the identity id € {0,1}* of a user;
Output: user id’s secret key 1S K;q = (isko, isky);
I:  Choose 11,712,040 €Rr Zyp;
2: Compute ’LS]{IO = (Z.Sk'()’l, i8k072, Z'Sko’g) =
(hbl'fl’ hb2T2’ }LT1+7‘2);
3: fort=1,2do

biry
4: Compute isky, = H(t,1,id,0) o -
. bargy . ri+ro d oid

H(t7 27Zda O) at . H(t,372d, O) at g to. g et
5: end for
6: Compute iski 3 = g% - g~ 7i4;
7. Setisky = (isky1,i5k1 2,15k13);
8: returnlSK;; = (isko,isky);

Algorithm 3: KeyGen,ge (Param, MSK, S).

Input: the public parameters Param, the master secret key
M S K, and the attribute set .S’
Output: the secret key SKg = (sko, {sky}yes, sk');
1: Choose ry,75,0" €r Zy;
Compute sko = (Sko@, 8/6‘072, Sk‘o73) = (hblr,l s hbzré,
hr’l +r )

»

3: for each yin S do
4. Choose oy, € Zy;
5 fort=1,2do

byr! borl
6

Compute sk, ; = H(t, 1, y)Tl “H(t,2,y) o

s J
Tty 9y

H(t737y) gty
7 end for
8:  Set sk, = (sky,sky2,9 7);
9
1

end for
0: fort=1,2do

by

11:  Compute sk} = H(¢,1,1,0) = -
byrl, ot )
H(ta27170)T’ H(t,g,l,O) ot 'gdt :

12:  end for
13: Set sk’ = (sk}, skb, g% - g~ );
14: return SKg = (sko, {sky}yes, sk');

e Decryption: It is worth noting that there are ciphertext and
re-encrypted ciphertext which belong to different cryp-
tosystems. For users in IBC, Decrypt,gg algorithm enables
them to decrypt the ciphertext with their secret key I.S K4,
which is demonstrated in Algorithm 7. While users in ABC
need to first determine whether their attribute sets match
the access policy in the re-encrypted ciphertext. When the
attribute set in SKg matches M SP(M, ), the constants
{7i }ier which defined in Section III-A could be computed.
In this way, users could run the Decryptagg algorithm
to decrypt the re-encrypted ciphertext, which is given in
Algorithm 8.
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Algorithm 4: ReKeyGen (Param, ISK;q, (M, 7)).

Algorithm 6: ReEnc (Param, C;q, RK;45).

Input: the public parameters Param, user id’s secret key

ISK;q = (isko, isky) and a policy structure (M, 7);
Output: the re-encryption key

RKid%S = (’I’k(), ’I”kh Tkz, Tkg, ’I‘k4);

1: Choose s}, 85, k1, ke, ks €r Zy;

2:  Compute kg =

h511+3,2);
3: forFori=1,...,mand/=1,2,3do
4:  Compute rky ;0 = ( (i) (2 E 7r( ))*2
[0, KL, £ 3, 0)% - (2, 0,5, 0)%] M)

! !
(rkoa,rko 2, ko 3) = (Hy', Hy?,

5: end for

6:  Setrky = {rkiic}ico,minee1,3)

7: Compute ) = (n1,72,73) = ]-'(Tls/1 . T;/Q), which is
the hash result of F;

8: Compute rky = (ko 1,7ko 2, 7k23) =
(771 : hk17772 . hk2a773 : hk3);

9: Compute ’I“kg = (7“/{3371, 7“](3372, Tk‘373) =
(iski1 - g~ iski o - g*2 isky 3 - g*);

10:  Setrky = iskg;

11: return RK;q .5 = (rko, rk1, ke, rks, rks);

Algorithm 5: Encrypt(Param, msg, id).

Input: the public parameters Param, a message
msg € Gr, and the user’s identity id € {0, 1}*;
Output: the ciphertext C;q = (co, ¢1, ¢2,¢3);

1:  Choose 51,52 €r Zp;

2: Compute co = msg - T3 - T5?%;

3: Compute ¢c; = (0171, C1,2, 6173) = (Hlsl , HQSZ R hsl+82);
4. Compute Cy = (6271, €22, 6273) = (Gil 3 G;Z, gsl+82);
5: for/=1,2,3do

6: Compute ¢z ¢ = H(1,¢,id,0)°* - H(2,¢,id,0)%2

7: end for

8: Setcs = (6371703,2763,3);

9: returnC’id = (Co, C1,C2, 83);

V. SECURITY ANALYSIS

It is worth noting that a series of games, which demonstrate
the interaction between C and A, constitute the security proof
of FABRIC. To achieve the semantic security, the adversary
A should distinguish the random string between the challenge
ciphertext generated by the challenger C in the security proof.
In the simulation of the capability for the adversary A, the
challenger C needs to provide the ciphertext and private key
according to A’s request under certain restrictions. In a dual
encryption system, private keys and ciphertexts can take one of
two forms: normal and semi-functional. A normal ciphertext can
be decrypted by both normal and semi-functional keys, while a
semi-functional ciphertext can be only decrypted by the normal
keys. Specifically, the semi-functional keys and ciphertexts are
only used in the proof of security instead of the real system. The
methodology involved in dual system encryption [31] would
replace the keys and ciphertexts with semi-functional keys and

Input: the public parameters Param, the ciphertext
Cia = (co, 1, c2, c3), and the re-encryption key
RK;q s = (rko,rk1,rky, 7k3, 7ks);
Output: the re-encrypted ciphertext Cyq—5 = (¢, ¢}, b, s,
i); 3 3
1: Compute RC = [];_, e(c14,7ks:)/ [1i-y
6(03,1'7 Tk4,7,');
2:  Compute ¢ = ¢o/RC;
3: Setc) =co, dy =rko, dy =1k, ¢} =1k
4: return Ciy_,s = (¢p, ), ch, 5, ¢));

Algorithm 7: Decrypt gg(Param, Cig, ISKig).

Input: the public parameters Param, the ciphertext
Cia = (co, 1, c2, c3), and the user id’s secret key
ISKid = (iSk’o, iskl);

Output: the message msg;

1:  Compute msg = co - [[o, e(css,iskos)/ 1oy
6(61,1‘7 iSkl,i);
2: return msg;

Algorithm 8: Decryptage (Param, Cig—s, SKg).

Input: the public parameters Param, the re-encrypted
ciphertext Ciq_,s = (¢, ¢}, ¢, ¢4, ¢}), and the user’s
secret key SKg = (sko, {sky}ycs, sk');

Output: the message msg;

1: Compute Dy = e(HieI(Cgml)V'i,sko,l) .

e([Tier(cs2)7 sko2) - e([Lics(c3.:.3)7", sko3)s
2:  Compute Dy = e(sk] - Hid(skﬂ(i)yl)”i,c’lo) .

e(sks - HieI(Skﬂ(i)Q)%aC/Q,l) : G(Skg :
HieI(SkTr(i),B)%ﬂ 0/2,2)§
3: Compute n = (11,172,1n3) = F(D2/D1);
4: Compute msg = cq - [ [;_; e(c) 4, ¢y i/mi)s

5: return the message msg;

semi-functional ciphertexts over a sequence of security games.
The first game is the real security game, featured with normal
keys and ciphertext. In the second game, the ciphertext is re-
placed with the semi-functional one and keys remain normal. In
subsequent games, the key requested by the attacker is changed
one by one to be semi-functional. In the last game, the ciphertext
will be replaced with a random message. By proving the indis-
tinguishability between these games step by step, the challenge
ciphertext is proved to be indistinguishable from a random mes-
sage which at last achieves semantic security. However, since
FABRIC is a PRE scheme, the indistinguishability of ciphertext
and re-encrypted ciphertext needs to be proved respectively.
Therefore, in the Appendix, which can be found on the Computer
Society Digital Library at,! we construct the security game
Games - Games and Gameg - Gameyg to prove the security of
ciphertext and re-encrypted ciphertext, respectively. By proving

Thttp://doi.ieeecomputersociety.org/10.1109/TDSC.2023.3240820
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the indistinguishability of these security games, the security of
FABRIC is proved. Finally, since the adversary cannot obtain
any information about the plaintext from the ciphertext and
re-encrypted ciphertext, FABRIC could be against the adversary
and its attacks described in Section II-D, thus satisfying the
proposed security goals.

A. Security Game With Random Oracles

We first define the algorithm Init(p). When receiving the prime
p, this algorithm chooses j1, j2 €r Z;, and returns

a0 J1
J=10 | 3" =|di!
1 1 -1

Then, the security game between .A and C with random oracles
could be demonstrated as below:

Setup (k): When receiving the security parameter k, C runs
G(k)togetG = (p,g,G,h,H,Gr,e).Csamplesd;, ds,ds €r
Z, and uses d to represent the column vector (di,dz,ds)".
Run Init(p) to obtain (X,x*) and (Y,y"'). Then, C sends
Param = (G, [X]1,[X]z2,[d"X]r) to A and stores MSK =
(X7 Y, [d]l)

Furthermore, C maintains three lists: L1, Lo, and L3. £ keeps
the items of (id, Riq), (y, W) and (j, U;), where id represents
identity, y represents attribute, and j is integer. And R;q, W,
and U; denote 3 x 3 matrices of Z,,. L, keeps the items of (¢, 7),
where € G and ¢ represents (t,1,id,0), (¢,1,y), (¢,1,7,0)
(for I € {1,2,3} and ¢ € {1,2}). The list L3 keeps the items
of (id, ISK;q4), (S,SKg), and ((id, (M, 7)), RK;4—5)-

Hash Queries: C simulates the random oracle as below:

e (t,1,4d,0): C first searches Lo for ((t,1,4d,0,r). If item
exists, C responds A with r. Otherwise, C searches L
for (id, Riq). If item exists, C computes r = [(R,X); ¢]1.
Then add ((t,1,4d,0),r) to Lo and return it to A. Oth-
erwise, C chooses R;4 € Zf’,xg and adds (id,R;4) to L.
Similarly, r is computed as [(R;;X);:]1 and sent to A.
And ((t,1,1d,0),r) is added to Ls.

® (t,1,y):C firstsearches L for ((, 1, y), ). If item exists, C
responds A with . Otherwise, C searches £; for (y, W,).
If item exists, C computes r = [(W;X)u]l. Then add
((t,1,y),r) to Lo and return it to A. Otherwise, C chooses
W, € Z3*% and add (y, W) to £;. Similarly, 7 is com-
puted as [(W, X);¢]; and sent to A. And ((¢,1,y),r) is
added to Lo,

e (t,1,7,0): C first searches Lo for ((¢,1,7,0),r). If item
exists, C responds A with r. Otherwise, C searches £, for
(4,Uj;). If item exists, C computes 7 = [(U X);,¢]1. Then
add ((¢,1,4,0),r) to L4 and return it to A. Otherwise, C
chooses U; € Z3"3 and add (j, U;) to L;.

Similarly, 7 is computed as (U X); ;]1 and sent to A. And
((t,1,4,0),r) is added to L.

o (T7* - Ty?):C firstsearches Lo for ((T7' - T52),n). If item
exists, C responds A with 7. Otherwise, C chooses 17 €g
H? and adds ((T}* - T5?),mn) to Lo. Finally, i) is sent
to A.
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e Anything else : C first searches L5 for (g, r). If item exists,
C responds A with 7. Otherwise, C chooses 7’ € G. Then,
add (g, ') to L4 and return ' to A.

Phase 1: C could response A as follows:

e KeyGenge: A queries with the identity id, C first searches
L3 for (id, ISK;q). If item exists, C responds A with
I1SK,;,. Otherwise, C retrieves R;4 from list £;. Then C
randomly samples r;q € Zf) and 0;q € Z,, and computes

’iSk‘o = [Yrid]g
isky = [d +R;qYr;q + UidXJ']l.

Let ISK;q = (isko,isk1) be the secret key of user id.
Finally, C inserts (id, ISK;4) into the list L3 and returns
itto A.

e KeyGenpge: A queries with an attribute set S, C first
searches L3 for (S, SKg). If item exists, C responds A with
SKg. Otherwise, C retrieves Uy and {W, },cs from Cs.
C samples rs € Z2, 0’ € Z,,, and {0y }yes € Z,. Then
computes

sko = [Yrgle, sk, = [W,Yr, + Jyxl]l
sk' = [d 4 U, Yr, + o'xt1,

forally € S. Let SKg = (sko, {sky}yes, sk’) be the se-
cret key associated with the attribute set S. Finally, C adds
(S, SKg) to L3 and returns it to A.

e ReKeyGen: A queries with a policy structure
(M, 7) and an identity id, C first searches L3 for
((id,(M, 7)), RK;q-,s). If item exists, C responds .A
with RK ;4 , 5. Otherwise, suppose A has queried the secret
key of user id. If not, C could perform query on behalf of
A. After that, C run the ReKeyGen() algorithm to generate
RK;4s. Finally, C inserts ((id, (M, 7)), RK;4s) into
the list £3 and returns RK ;4 .5 to A.

Challenge: A first chooses an identity id* with the restrains

below:

e Case 1. The secret key and re-encryption key of identity
id* are not queried by the adversary A during Phase 1.

e Case 2. The secret key of identity d” is queried during
Phase 1. At the same time, for the re-encryption keys of
identity id* and policy structures (IM*, 77*) that have been
queried in Phase I, there is no attribute set S which has
been queried in Phase 1, that satisfies the policy structure
(M*, 7).

For Case 1, the adversary A chooses two message
msgo, msg1 € Gr, and sends messages with the identity id*
to challenger C. After that, C retrieves R;4 from list £, and
samples v € {0, 1}, s1,s2 € Z,.Lets = (s1, s2), and compute

66 = msgy - [dTXS]T

i = [Xsle, ¢ =[Xs]1, &= [RdeXs]l.

Finally, C responds A with the ciphertext C,. =
(ch i c5,5).

For Case 2, A chooses two message msgg, msgy € G, and
sends messages with the identity ¢d* and the policy structure
(M*,7*) to C. After that, forall: = 1,...,m,j =1,...,n,1,t,
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C obtains [(M| ;yX)y,¢)1 and [(U} X); 4] from L1, and chooses
v e {0,1}, s1,82,8), 85, k1,ka € Zp. Let s=(s1,82), 8’ =
(sh,55), and k = (k1, ko, k3). After that, C computes (Tf/1 :
T, /2) = [d" Xs']7 and perform hash query on behalf of A. Then,
retrieve 7 from list Lo and compute

Cg = mst/[kTXS}T
Cll* = [Xs]lv 0,2* = [XS/]Qv

Cg,i = [Z(M)Z’]U;XS/ + W;TF(I)XS/]l

j=1
o = nlkls.

Let 5 = {5, }icjo,m)- Finally, the challenger C returns
Cly g = (5, ¢, e, e, cf) to adversary A.

Phase 2: Except for the limitations of the Challenge phase, C
repeats as the same as Phase 1.

Guess: Eventually, A makes the guess v/ of v. If v/ = v, A

wins this game.

B. Security Strength

Theorem 1 (Data confidentiality). Data confidentiality in
FABRIC means that data contents can achieve confidential to
any curious cloud servers and malicious attackers, only the
authorized user who holds the corresponding private key could
decrypt it.

Proof. The security of our protocol is defined by a series of
security games between the challenger C and the adversary A.
As for the data confidentiality, the goal of the security proof
is to establish the relationship between the semantic security
of the proposed FABRIC and the underlying mathematic as-
sumption. To capture the attacks on the original ciphertext and
the re-encryption ciphertext, the capability of the adversary is
simulated by the oracles in the security proof. In this way, the
confidentiality of the FABRIC could be formally proved under
the given mathematic assumption. Readers can refer to [50]
and [51] for more details. This theorem is directly derived from
Theorem 2, and the proof of Theorem 2 is given in the Appendix,
available in the online supplemental material.

Theorem 2. The widely accepted DLIN assumption will fail
with non-negligible advantage in case that the security of our
scheme is broken by an adversary .A.

Theorem 3 (Controllable authorization). FABRIC can of-
fer the controllable authorization property, which guarantees
that only data users with the attribute set matches the access
policy can be authorized and able to decrypt the re-encrypted
ciphertext. Any data users collude with each other or the proxy
server colludes with the delegatee is unable to access private
information.

Proof. The property of controllable authorization is implicitly
considered in the security model of data confidentiality. Suppose
that there exists a curious proxy server collude with the delegate
to obtain private information from the original ciphertexts, re-
encrypted ciphertexts and re-encrypted keys. As demonstrated
in the Lemma 1, the KeyGen oracle and ReKeyGen oracle
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have already been considered to capture the attacks mounted
by the collusion between the proxy server and the unauthorized
users. That is to say, this malicious collusion is still unable to
access private information. Thus, FABRIC is featured with the
controllable authorization property.

C. Security Proof

Theorem 4. 1f the above lemmas hold, the FABRIC scheme
achieves adaptively secure under DLIN assumption.

Proof. Ttisnoteworthy that the definition of DLIN assumption
and the indistinguishability of games are both provided con-
cretely in Appendix, available in the online supplemental ma-
terial. The Gamey—Games and Gameyg—Gameqo are demon-
strated to be indistinguishable respectively, which means that
the advantages of adversary A to distinguish whether ciphertext
and re-encrypted ciphertext are random messages are the same
as that of Games and Gameyo. Obviously, the advantage of A
in Games or Gameq is negligible, so the advantage of A in
Gamey is negligible as well.

VI. EXPERIMENT AND EVALUATION

We conduct the comparisons between existing works with
the proposed scheme with respect to properties and efficiency,
thereby demonstrating the practicality and feasibility of FAB-
RIC.

A. Properties Comparison

Table II summarizes and compares the properties of FAB-
RIC and other related works [24], [26], [45], [48], where the
“v"” indicates “satisfy” and the x indicates “not satisfy”. It is
noteworthy that IBET [24] enables the ciphertext transformation
from the IBE scheme to the identity-based broadcast encryption
(IBBE) scheme. Specifically, IBBE allows a set of identities
to be used to encrypt data during the encryption phase, and
the ciphertext can be decrypted by the corresponding private
key of any identity in the set of identities. Obviously, compared
to ABE, IBBE cannot achieve flexible access control. Further-
more, CAB [45] and LUC [48] achieve the conversion from the
ciphertext of ABE to the ciphertext of IBE. While CPAS [26]
is an AB-PRE scheme constructed based on LSSS. Since the
computation cost of encryption and decryption in [26], [48] is
linear with the quantity of attributes, users suffer from heavy
computation overhead. Compared with ABE schemes [26], [45],
only FABRIC and LUC [48] are unbounded. It can be observed
that, schemes [24], [45], [48] merely achieve selective security
which is too impractical to be applied in real-world scenarios,
and only FABRIC and CPAS [26] achieve adaptively security.
Furthermore, CAB [45] is constructed based on the AND gate,
which limits the expressiveness of the access policy. LUC [48]
and CPAS [26] utilize LSSS to formulate access policy, while
FABRIC is based on MSP. Compared with LSSS, MSP gets
more flexible access control. Furthermore, FABRIC is proved
to be adaptive security, which shows it has better resistance
to various attack scenarios. More importantly, different from
other schemes [24], [26], [45], [48], only FABRIC is constructed
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TABLE II
THE COMPARISON OF PROPERTIES

Scheme Type ABE Policy  Unbounded Security Asymmetric Pairing  Access Structure
IBET [24] IBE — IBBE - - Selectively X -
CAB [45] ABE — IBE CP-ABE X Selectively X AND Gate
LUC [48] ABE — IBE CP-ABE v Selectively X LSSS
CPAS [26] ABE — ABE CP-ABE X Adaptively X LSSS
FABRIC IBE — ABE CP-ABE v Adaptively v MSP
TABLE III
THE COMPARISON OF COMPUTATION COSTS
Scheme Setup Encryption Re-Encryption Decryption-I Decryption-II
IBET [24] (m+2)T, +T), 2TY, + Ty T, 0 Tl + 3T
CAB[45]  (3n+ 1)T% + Thy (n+ VDT +Thy 2T+ Ty + (i + )T, (i+1)7, 2T,
LUC [48] Tl + T} (504 2)Th + Thr Ty + (30 + 1)T}, Ty + (30 + 1T}, 31},
CPAS[26]  (n+4)Th + Ty + T} (304 5)TE + T + T (61 + )T + 2Ty + 217 (i 4+ 1) Tl + (20 + 2)T} (3i+ 3) Tl + (61 + 6)T3
FABRIC 2T¢ + 2Ty + 2Ty + 2T,  9Tq + 3Ty + 2Tar 6T}, 6T, 9T,
TABLE IV

THE COMPARISON OF COMMUNICATION COSTS

Scheme  Public Parameters Ciphertext Re-Encrypted Ciphertext Re-encryption Key Secret Key in IBC Secret Key in ABC
IBET [24]  (m +4)|G'| + |G| 2G| + |G| 4G + |G| 46| leg -
CAB[45] (3n+3)|G'| + |G| (n+1)IC/|+ |Gy IG'| +2|G7 | (2n +3)|G'] + |G| 2|G/| (2n+1)|6|
LUC [48] 6|G’| + |G| (3n +2)|G’| + |G/ 4|G’| + |G| (2n +5)|G/| 2|G’| (2n +1)|G/|
CPAS [26] (n+6)|G'|+ |G| (2n+4)|G/| + |G| (4n 4+ 7)|G'| + 2|G/;| (B3n +7)|G'| + |G| - (n+2)|G'|

FABRIC 3|G| + 3[H| + 2|/Gr| 6|G| + 3|H| + |G|

3(n+ 1)|G| + 6[H| + |G|

3(n+1)|G| + 9|H]| 3|G| + 3[H]| 3(n+1)|G| + 3|H|

based on the asymmetric pairing group. From this aspect of view,
FABRIC obviously has higher availability in real-life scenarios.

B. Efficiency Analysis

Tables III and IV summarize the theoretical computation
and communication costs of different schemes, respectively.
However, it is noteworthy that related schemes [24], [26], [45],
[48] are constructed based on the symmetric pairing group,
while FABRIC is constructed based on the asymmetric pairing
group. Although the schemes constructed separately based on
the symmetric group and the asymmetric group cannot be di-
rectly compared, theoretical analysis can still show the efficiency
of these schemes. As shown in Tables III and IV, only FABRIC
and IBET [24], which encrypt the message with the identity,
not only enjoy the constant computation overhead during the
encryption and decryption-I phase, but also achieve constant
ciphertext length. In contrast, the computation overhead and
ciphertext length of other schemes [26], [45], [48] grow lin-
early as the quantity of attributes increases. Moreover, different
from ABE-related schemes [26], [45], [48], in the re-encryption
phase, only FABRIC achieves constant computation cost. Be-
cause the re-encrypted ciphertext of schemes [24], [45], [48]
is the ciphertext of IBE, these schemes [24], [45], [48] can
enjoy constant computation cost in the decryption-II phase and
re-encrypted ciphertext length. While the computation overhead
and ciphertext length of CPAS [26], whose re-encrypted cipher-
text is the ABE ciphertext, are both positively correlated with

the number of attributes. Fortunately, although FABRIC takes
ABE ciphertext as the re-encrypted ciphertext, it still enjoy the
constant computation cost in all phases.

Furthermore, it can be observed from Table IV that the sizes
of secret keys in IBC are constant, while the sizes of secret
keys in ABC are proportional to the sizes of the attribute sets.
To thoroughly make clear the differences of these schemes in
computation and communication efficiency, all these schemes
are implemented with the pairing-based cryptography (PBC)
library [52]. Specifically, the experimental simulations are not
executed on the same platform. The IBE system is arranged
to operate in a resource-constrained mobile platform with a
processor of HUAWEI Kirin 990 as well as 8 GB of mem-
ory. The remaining experimental scenarios run on a platform
equipped with an Intel Core 15-8400@2.80 GHz Processor as
well as 16 GB of memory. We use the parameters setting from
“d224.param” in the PBC library to initialize the asymmetric
pairing group, and the parameters in “al.param” are used to
initialize the symmetric pairing group. Then, Fig. 3 demonstrates
the computation costs in encryption, re-encryption, decryption-I,
and decryption-II phase of all these schemes, respectively. Fig. 4
shows the communication costs of the public parameters, the
ciphertext, the re-encrypted ciphertext, and the re-encryption
key. According to the results demonstrated in Fig. 3(a) and (c),
during the encryption and decryption-I phase, the computation
overhead of schemes [26], [45], [48] increase with the number
of attributes, while only FABRIC and IBET [24] enjoy constant
computation overhead. It is worth noting that, FABRIC requires
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the lowest computation overhead in that phase. Even in an
environment with limited resources, FABRIC still demonstrates
its advantage of encryption overhead from IBC systems. Further-
more, all other schemes [26], [45], [48] and FABRIC achieve
constant computation overhead during the decryption-II phase.
Moreover, the computation overhead of FABRIC is lower than
IBET [24] and LUC [48], but slightly higher than CAB [45]. The
experimental results show that the efficiency of IBC system is
retained during encryption. Also, the flexibility of ABC system
is demonstrated during the decryption process. Overall, Fig. 3
shows the advantage of FABRIC in computation overhead of
the cross-system scenario with unbalanced resources, as it can
effectively and swiftly transform IBC ciphertext into flexible
ABC ciphertext, connecting both systems efficiently. As for
the communication overhead, it can be observed from Fig. 4(a)
that only FABRIC and LUC [48] enjoy the constant size of the
public parameters, which is significantly shorter than IBET [24],
CAB [45], and CPAS [26]. Moreover, the ciphertext length
of FABRIC is a constant value, which is slightly longer than
IBET [24] but much shorter than other schemes [26], [45], [48].
While the re-encrypted ciphertext length of FABRIC increases
with the increase of attributes, which is longer than schemes [24],
[45], [48]. However, FABRIC’s re-encrypted ciphertext is
indispensable for flexible data sharing in the cloud environment,
thus it can be accepted by those data users with unlimited re-
sources. Furthermore, as a scheme that also takes ABE ciphertext

1 2 1 8 6 32 6 18 256
The number of attributes

(d)

The computation overhead. (a) The time-cost of encryption (b) The time-cost of re-encryption (c) The time-cost of decryption-I (d) The time-cost of

| —ceas [26)
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encryption key (bytes)

werhead of the re-

The communication overhead. (a) The size of public parameters (b) The size of ciphertext (c) The size of re-encrypted ciphertext (d) The size of

as the re-encrypted ciphertext, the re-encrypted ciphertext length
of FABRIC is much shorter than CPAS [26]. Briefly speaking,
FABRIC enjoys excellent performance in efficiency, security,
and functionality, which makes it practical and effective in
real-life scenarios.

VII. CONCLUSION

The existing encryption schemes have the failure of simulta-
neously achieving the efficiency of encryption and flexible data
sharing. To conquer this problem, we proposed FABRIC — a
fast and secure unbounded cross-domain proxy re-encryption
scheme. FABRIC not only eliminates the need to pre-define
the length of attributes during the system initialization, but
also keeps the computation overhead in the encryption, re-
encryption, and decryption phase constant as the number of
attributes increases. Moreover, FABRIC is formally proved to
be adaptively secure under the DLIN assumption. Finally, the
theoretical analysis as well as the experiment disclose that
FABRIC enjoys excellent efficiency and practicality for secure
data sharing in real-life scenarios. The secure access delegation
from one ABE ciphertext to another ABE ciphertext with dif-
ferent access policies is regarded as our future work. Another
future work could be the constructions of cross-domain proxy
re-encryption schemes from arithmetic span programs with more
expressive access policy.
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