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Intro: what is a data collaborative?

DATA|COLLABORATIVE
N N

A

Focus on “new sources” of data:
data from companies, researchers,
non-profits

Accelerated by big data trend

Organizational arrangement (e.g.
partnership)

Between different sectors: public-private,
private-academic, non-profit-private

« Social dimension to address a real life problem
« Using data to address this problem: “data for good”




Intro: what is a data collaborative?

Open and big
data

Social
partnerships
for good

Data science

Cross sector
collaboration

Evidence
based policy



Intro: what is a data collaborative?

« Diverse domains: humanitarian and development action,
healthcare, environment, poverty reduction, education etc.

» Variety of data sources: data from mobile apps, personal
sensors, search engines, social networks, financial transactions

etc.
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Problem statement

» Alot of potential for DCs, but facing a challenge to balance
the societal value derived from data with privacy of

individuals
» Recent research found that re-identification of individuals is possible

without PII just from metadata (de Montjoye, Hidalgo, Verleysen, &
Blondel, 2013; de Montjoye, Radaelli, Singh, & Pentland, 2015)

O Current frameworks for data and privacy protection do not

account for big data collected by the privacy sector (Global
Pulse Privacy Advisory Group, 2016)

+ Compliance unclear when repurposing those data for societal
benefit

+ Can hinder sharing of important data when there is an acute
need for them

++ Can stall or lead to failure of DCs
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Our objective

« To identify measures for enhancing privacy protection in the
context of Data Collaboratives

e Scope:
¢ Focus on DCs which involve the sharing of data about
private persons
¢ Focus on DCs which are aimed at sharing by
companies of already collected data

10
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Literature review

Literature specifically at the intersection of data
collaboratives and privacy is limited

However research discussing privacy challenges and
implications in relation to big data

Most of these challenges either discuss privacy in relation
to big data in general or in relation to a certain type of data
— call detail records

11
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Consent when using services VS  Kahn et al. (2014); Wyber
informed consent for human et al. (2015); Taylor
subjects research (2016)

Removing Pll makes re- de Montjoye et al. (2014);
identification only slightly more Hoepner et al.

difficult

persons
Ambiguous and
country-specific
legislation

Group privacy

Justification of re-
identification of
persons at risk

Frameworks do not specifically de Montjoye et al. (2014);

address big data which leads to UN Global Pulse (2016);

self-regulation by companies Taylor & Schroeder
(2015); Wyber et al.
(2015), Latonero & Gold
(2015)

Even de-identified data may be Taylor 2016

sensitive and may allow people to

be tracked as groups and networks

Re-identification may be done to  (Latonero & Gold, 2015)
contact the person if they are at

risk

12



Method: ranking type Delphi (Schmidt,
1997)

15t round e Respondents submit as many issues as possible
lieel (e |* Researchers create consolidated list of all issues
issues e Respondents verify the consolidated list

2" round
Determining of
most important

issues

3rd round
Ranking the
issues

13



Results

« 9 experts participated in the pilot 1st round

« Academics and practitioners on data collaboratives
(3), privacy (4), and data analytics (2)

« Survey conducted during March-April
« 63 measures to enhance privacy identified
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Analysis matrix

« Dimension of privacy it concerns — inductively
formulated in iterative way

* Legal, Norms, Organisation, Procedures,
Technology ...

« Stage of the data collaborative data lifecycle it
concerns

& GOVLAB

[ COLLECTION PROCESSING SHARING ANALYZING




DIMENSIONS

DATA COLLABORATIVE DATA LIFECYCLE STAGES
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OF PRIVACY COLLECTING PROCESSING SHARING ANALYSING USING
MEASURES
LEGAL Oversight by data protection authorities (25a)

Self-regulation, industry standards and codes of practice (32, 51)
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S OF COLLECTING PROCESSING SHARING ANALYSING USING
PRIVACY
MEASURES
LEGAL Oversight by data protection authorities (25a)
Self-regulation, industry standards and codes of practice (32, 51)
NORMS Justified requirements for the use

of data (45)

Privacy by design (6)
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S OF COLLECTING PROCESSING SHARING ANALYSING USING
PRIVACY
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LEGAL Oversight by data protection authorities (25a)
Self-regulation, industry standards and codes of practice (32, 51)
NORMS Justified requirements for the use
of data (45)
Privacy by design (6)
TECHNICAL Use of a privacy dashboard for data subjects to control their data (21)

End users work on an institutional
server (60)
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S OF COLLECTING PROCESSING SHARING ANALYSING USING
PRIVACY
MEASURES
LEGAL Oversight by data protection authorities (25a)
Self-regulation, industry standards and codes of practice (32, 51)
NORMS Justified requirements for the use

of data (45)

Privacy by design (6)

TECHNICAL Use of a privacy dashboard for data subjects to control their data (21)

End users work on an institutional
server (60)

ORGANISAT Appointment of a Data Protection Officer (12)

IONAL Adversarial testing: an independent red-team exercise to empirically ascertain the risk
of privacy being violated and the effectiveness of controls. (63)
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S OF COLLECTING PROCESSING SHARING ANALYSING USING
PRIVACY
MEASURES
LEGAL Oversight by data protection authorities (25a)
Self-regulation, industry standards and codes of practice (32, 51)
NORMS Justified requirements for the use

of data (45)

Privacy by design (6)

TECHNICAL Use of a privacy dashboard for data subjects to control their data (21)

End users work on an institutional
server (60)

ORGANISAT Appointment of a Data Protection Officer (12)

IONAL Adversarial testing: an independent red-team exercise to empirically ascertain the risk
of privacy being violated and the effectiveness of controls. (63)

POLICY Written agreement (MOU) between data provider and data users
(7,9,18, 25hb)

Data access control policies (2a,24)
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DIMENSION DATA COLLABORATIVE DATA LIFECYCLE STAGES
S OF COLLECTING PROCESSING SHARING ANALYSING USING
PRIVACY
MEASURES
LEGAL Oversight by data protection authorities (25a)
Self-regulation, industry standards and codes of practice (32, 51)
NORMS Justified requirements for the use
of data (45)
Privacy by design (6)
TECHNICAL Use of a privacy dashboard for data subjects to control their data (21)
End users work on an institutional
server (60)
ORGANISAT Appointment of a Data Protection Officer (12)
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Data access control policies (2a,24)
PROCEDUR Auditing and accountability of access policies (2b, 24)
ES Opt in or opt out available to data subjects at all stages (35, 57c).
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DIMENSION DATA COLLABORATIVE DATA LIFECYCLE STAGES
S OF COLLECTING PROCESSING SHARING ANALYSING USING
PRIVACY
MEASURES
LEGAL Oversight by data protection authorities (25a)
Self-regulation, industry standards and codes of practice (32, 51)
NORMS Justified requirements for the use
of data (45)
Privacy by design (6)
TECHNICAL Use of a privacy dashboard for data subjects to control their data (21)
End users work on an institutional
server (60)
ORGANISAT Appointment of a Data Protection Officer (12)
IONAL Adversarial testing: an independent red-team exercise to empirically ascertain the risk
of privacy being violated and the effectiveness of controls. (63)
POLICY Written agreement (MOU) between data provider and data users
(7,9,18, 25b)
Data access control policies (2a,24)
PROCEDUR Auditing and accountability of access policies (2b, 24)
ES Opt in or opt out available to data subjects at all stages (35, 57c).

» Most “populated” categories: Technical, Policy, Procedures
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Privacy challenge Survey response/ measure suggested

1 Lack of informed consent * Use of a privacy dashboard for data subjects to control their data
(21)

* Company's privacy policy should notify the user when data sharing
in a data collaborative might arise (34)

2 Risk of re-identification of * Adversarial testing: independent red-team exercise to empirically

persons ascertain the risk of privacy being violated and the effectiveness of
controls (63)

* Linking restraints: end users could be restrained from linking

datasets in a manner which might reveal individuals (56)

Self-regulation, industry standards and codes of practice (32, 51)

3 Ambiguous and country-specific
legislation

Not mentioned

SV e il e i = e Satdiilecid (el »  Justified use: end users should justify the requirements for using
of persons at risk data (45)

* DPIA (Data Protection Impact assessment) (54)

« Many measures relate to all challenges as a whole: e.qg.
»  Written agreement (MOU) between data provider and data users
« Implementing a privacy governance structure
+ Etc. 23
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Our next steps

« Validate our matrix with the respondents and ask if they can
think of any additional measures

« Move on with the 2"d phase of the study — determining of
most important measures

24



Questions for discussion

* Are any significant elements missing from our
framework/findings? Any unexpected results?

* Any suggestions of an existing framework of privacy
dimensions which we can use?

« Any thoughts on the prospects of our study? Any
suggestions for next stages?
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Contact: iryna.susha@oru.se
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