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Abstract
Digitalisation and the Internet of Things (IoT) help city councils improve services, in-
crease productivity and reduce costs. City‐scale monitoring of traffic and pollution en-
ables the development of insights into low‐air quality areas and the introduction of
improvements. IoT provides a platform for the intelligent interconnection of everyday
objects and has become an integral part of a citizen's life. Anyone can monitor from their
fitness to the air quality of their immediate environment using everyday technologies.
With caveats around privacy and accuracy, such data could even complement those
collected by authorities at city‐scale, for validating or improving policies. The authors
explore the hierarchies of urban sensing from citizen‐to city‐scale, how sensing at
different levels may be interlinked, and the challenges of managing the urban IoT. The
authors provide examples from the UK, map the data generation processes across levels
of urban hierarchies and discuss the role of emerging sociotechnical urban sensing in-
frastructures, that is, independent, open, and transparent capabilities that facilitate
stakeholder engagement and collection and curation of grassroots data. The authors
discuss how such capabilities can become a conduit for the alignment of community‐ and
city‐level action via an example of tracking the use of shared electric bicycles in Bris-
tol, UK.
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1 | INTRODUCTION

Urbanisation is one of the four demographic megatrends that
reshape the human community along with population growth,
ageing, and migration. As cities grow, the logistics required to
ensure their essential services become more challenging for city
councils. These challenges include increased demand for re-
sources such as water and energy, pollution and environmental
impacts, persistent inequality, ageing infrastructure etc. [1].Many
of these challenges are tracked and detailed in relevant reports
relating to sustainable development goals (e.g. [2]). In con-
fronting urban challenges, cities embrace technology to expand
their services and enable citizens to share the benefits. In this
context, cities experiment with emerging technologies such as

the Internet of Things (IoT) that provides the ability to under-
stand the physical environment through the collection and
analysis of granular data, allowing better decisions to be made.
The IoT has already been helping lighten human workload by
enabling automation and increasing efficiency [3], as well as
improving Quality of Life (QoL) [4]. As a growing platform of
billions of devices connected to the Internet and each other
mostly throughwireless networks, IoTcan be essential to solving
social and governance challenges, such as air pollution and
increased traffic. The reach of IoT is not only limited to the city
government to enhance and optimise cities as a whole but can
‘flow down’ to devices that urban dwellers can use to improve
their personal daily lives, to experience a higher QoL. Similarly,
digitalisation takes advantage of digital technologies to change

This is an open access article under the terms of the Creative Commons Attribution License, which permits use, distribution and reproduction in any medium, provided the original work is
properly cited.

© 2024 The Authors. IET Smart Cities published by John Wiley & Sons Ltd on behalf of The Institution of Engineering and Technology.

IET Smart Cities. 2024;1–21. wileyonlinelibrary.com/journal/smc2 - 1

https://doi.org/10.1049/smc2.12081
https://orcid.org/0000-0003-4024-8003
mailto:theo.tryfonas@bristol.ac.uk
https://orcid.org/0000-0003-4024-8003
http://creativecommons.org/licenses/by/4.0/
https://ietresearch.onlinelibrary.wiley.com/journal/26317680
http://crossmark.crossref.org/dialog/?doi=10.1049%2Fsmc2.12081&domain=pdf&date_stamp=2024-05-21


business processes and workflows to improve business models
and allow digital transformation. Data generated by IoT devices
provide information about the city's progress in terms of Key
Performance Indicators, defined by authorities to measure
multiple areas. City authorities may track a city's progress against
KPIs, measuring IoT recorded parameters such as air quality, the
percentage of household waste that is reused, recycled, or
composted, and the proportion of energy‐efficient homes. For
example, Belfast city council and Bristol City Council (BCC)
have released their ‘OneCity Belfast’ agenda [5] and theOneCity
Plan [6], respectively, where they have identified indicators that
measure city progress.

City authorities have been actively collecting and making
such city‐related information available for some time. For
example, the City of Chicago was one of the pioneers of opening
up urban datasets for public use through its online data portal1

and embraced urban sensing through collaborations with re-
searchers and innovators on projects such as Array of Things [7].
Other initiatives in cities are driven by non‐government stake-
holders, such as the University of Michigan's Urban Collabo-
ratory2 which provides an opportunity for interdisciplinary
faculty and students to work with city stakeholders.

The opportunities offered through IoT implementation
and digitalisation are wide, but there are many challenges
associated with the complexity of managing both the generated
data and the devices. Understanding citizen concerns and
addressing these is also critical. In this paper, we explore and
categorise data generated at different levels of urban organi-
sation, from the individual to their immediate built environ-
ment, to their surrounding community and eventually at city‐
scale. We map the processes of such data generation across
levels and discuss the value proposition that insights based on
the analysis of this data can have.

We then briefly explore the challenges faced in urban data
collection (§ 3.2) and consider the different city‐ and national‐
level responses to urban data management challenges (§ 3.1).
We explore how the Urban Observatory (UO, § 3.1) concept
addresses these challenges by facilitating the collection, storage,
and analysis of city data, while also serving as a platform to
garner support and collaboration from city stakeholders and
researchers united in tackling urban issues. We discuss how one
such entity, the Bristol Infrastructure Collaboratory (BIC),
brings together city stakeholders and researchers to undertake
interventions in urban spaces including the monitoring of
infrastructure assets [8], the interaction between complex
transport infrastructures and people in ‘shared spaces’ [9],
managing residential energy assets [10], the monitoring of
water quality [11], citizen‐driven air quality sensing [12] etc. We
discuss in detail an e‐bike use case study (§ 3.3) to demonstrate
how an entity such as the Collaboratory can support mobility
interventions in the city.

The paper is structured as follows: Section 2 discusses IoT's
capability for data collection at personal, built environment,

district, and urban levels. Section 3 introduces urban data chal-
lenges and how UO and the BIC in particular approach these
challenges, exploring the different areas highlighted earlier with a
detailed case study about a mobility intervention in the city.
Section 4 concludes the paper with our final thoughts.

2 | BACKGROUND: MAPPING
SENSORS, THE IoT AND BIG DATA IN
URBAN SPACES

Based on the location of its generation, its use and how data
collectors and users change, IoT‐generated data can be viewed as
falling within four logical layers: personal, built environment,
district and urban. In this context, IoT describes the emerging
technological capability of interconnecting inanimate objects
(such as sensors, controllers, TV sets, wearable devices, ther-
mostats, lamps, etc.) with one another and accessing data related
to their status, typically over the Internet. Data generated at
different levels is intrinsically linked (§ 3.3), and data generated at
one level can be aggregated and used at a different level.

Such data can be generated from a multitude of activities. It
can come from well‐established applications that people have
used for years, or proof‐of‐concept projects, piloted on a small
scale or proposed only in a laboratory environment. Under-
standing and differentiating between different levels of data
generation (and essential parameters such as granularity and
frequency) facilitates data curation. Such descriptions can
improve citizens' and city officials' understanding of what data
is collected and stored and increase transparency and trust in
data collection schemes. It can also simplify data reuse by
application developers, as sensor data feed creators are ex-
pected to describe the produced data harmoniously.

2.1 | Personal IoT data collection level

Table 1 and Figure 1 summarise the use of IoT on a personal
level. Wearable devices with sensors, such as activity trackers,
measure different physical activities such as step counts, calories
burnt, sleep tracking, and floors climbed, which help keep track
of an individual's health. Wearable sensors may also help identify
signs of critical health incidents such as stroke traumatic brain
injury [13] in patients. They have also been extensively used for
the recognition of activities of daily living [14]. For people who
may not prefer wearable devices, or are unable to use them, there
are even everyday objects instrumented with sensors. Sleeping
beds have been fitted with sensors to monitor heart rate, respi-
ratory signal, movement activity of sleep posture, and sleep
quality, providing sleep analysis and detection of sleep‐related
problems [15]. Pressure or force sensors can be integrated into
sofas or chairs to detect and avoid poor body postures that harm
health and cause pain and other complications [16]. The flow of
hot and cold water can be measured in bathrooms or kitchens to
monitor water used during a bath and usage of drinking water
[17], which could help monitor health indicators.1

https://data.cityofchicago.org/
2
https://www.urbanlab.umich.edu/
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Personal health applications provide individuals with in-
formation on their health and fitness and allow them to set and
follow personal health goals and care from their medical
providers. Individuals can use personal health applications to
exercise regularly, improve cardio fitness, move throughout the
day, reach sleep goals, track their menstrual cycle, or practise
mindfulness with breathing exercises to stay relaxed and
focused. Health applications help users understand their health
and well‐being. The health insights can motivate the citizen

leading to a change in behaviours. In addition to walking, cit-
izens also cycle or use e‐bikes to travel and may want to know
their cycling statistics.

In addition to ‘physical health measures’, ‘mental well‐
being measures’ are metrics for assessing well‐being. Such
applications provide regular meditation routines, deep
breathing exercises assisted by visuals and haptic feedback, and
request a moment to pause and reflect on a thought or an
action. Users can use applications to remind them to breathe or
reflect throughout the day. Other applications enable users to
feel grateful or thanked and help feeling good and stimulate
positive feelings about life. Mobile applications promoting
gratitude [18] have been created to foster gratitude and assess
social connectedness.

2.2 | IoT data generated at built
environment level

People spend approximately 15.7 h per day [19] at home and
the rest at work or outside. It is also estimated that we spend
around 80% of our time within the built environment that
surrounds ours. The number of hours at home increased
further during the pandemic (2020/21) when people went
outside only for essential services. Data can be collected by the
occupant or the entity maintaining a house/office. Table 2 and
Figure 2 summarise the usage of IoT at the built environment.
The use of IoT at this level can contribute to efficiency, se-
curity, environmental protection, and usability/accessibility.

2.2.1 | Energy efficiency and utilities
management

From an efficiency perspective, occupants can optimise light-
ing and heating of homes/offices. An individual can use a
motion sensor to turn on and off lights based on the presence
of humans, saving energy and reducing operational costs [20].

TABLE 1 Internet of things usage at the personal level.

Activity Source
Items
measured

Analytics value
proposition

Exercises/
sleeping

Smart watch/fitness
tracker

Heart rate,
calories
burnt, steps
taken, floor
climbed

Identify sharp
activities for
stroke and
traumatic brain
injury (TBI).
Self‐monitoring
of health

Activities in
bathroom

Electrocardiogram,
photoplethysmogram,
ballistocardiogram

Heart rate,
blood
pressure

Health and well‐
being of an
individual

Sleeping Pressure sensors in or
under the bed/body‐
worn altimeter/tilt
sensor

Heart rate,
respiratory
signal, sleep
posture,
movement
activity and
quality of
sleep

To improve sleep
analysis and
detection of
sleep problems;
detects and
alerts when a
person leaves
the bed

Sitting Pressure or force sensors Body posture
while sitting
on the chair
or sofa

To avoid the adverse
effect of poor
sitting
behaviour and
posture which
can link to pain
and other
complications

Water intake Water flow sensors Hot and cold
water usage

Monitoring water
usage in
kitchen/
bathroom to
determine if
elderly people
are drinking
water at regular
intervals

Mental well‐
being/
social
interaction/
self‐journal

Mobile application Occasions where
people
showed
gratitude;
social
application
(Facebook/
WhatsApp)
usage

Monitor mental and
emotional well‐
being for
vulnerable
people.
Depending on
multiple
parameters and
worrying
situation, carers
can be
informed

F I GURE 1 Internet of things use at the personal level.
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They can use thermostats to automatically set room tempera-
ture based on room occupancy to save energy. For example,
MIT's Senseable Team created a system, ‘Local Warming’ [21]
that directs the heat to where the people are present rather
than heating the whole room, resulting in energy savings.

Humidity sensors in bathrooms can automatically turn on an
exhaust fan.

Citizens can monitor the energy usage of their house/of-
fice space with smart plugs (connected to household appliances
such as kettles or televisions), or electricity metres attached to

TABLE 2 Internet of things usage at a building level—house/office.

Entity Activity Sources Items measured Analytics value proposition

Room (living/
dining/
bedroom); office
space

Lighting Motion sensors Human presence To switch lights on and off to save energy
costs

Heating Motion sensors Human presence To set the heating based on the presence of
people and direct the heat to people rather
than heating the entire room

Safety check Door and window
sensors

Doors/windows (open/closed status) To ensure doors/windows are closed for
safety and heating/cooling efficiency

Movement
monitoring

Video‐based
system/depth‐
based cameras

Human functional movements To detect dangerous events such as a person
falling or abnormal gait patterns

Indoor air quality
(IAQ)
monitoring

Air pollution
sensors

Air pollutants such as asbestos, biological
pollutants, CO, CO2, sulphur oxides,
volatile organic compounds (VOCS)

To understand causality and reduce irritation
of the eyes, nose and throat, headaches,
dizziness and fatigue or respiratory
diseases, heart disease and cancer

Energy
monitoring

Smart plugs/Energy
monitors

Energy usage To determine energy usage by different
appliances and co‐relate based on the
occupancy of the building space and
determine the efficiency of the building
materials

Kitchen Grocery list Bar code scanner Smart bins scan items bar code To automatically create a grocery list, sync it to
the phone application and order
automatically

Recycling Bar code scanner Smart bins scan items bar code To inform the user whether the product could
be recycled or not and how it can be
recycled

Product expiry
date

Bar code scanner Date of manufacture, best use before and
expiry date

To track expiry date, optimise usage of
ingredients and help reduce food waste

Gas/smoke
monitors

Natural gas and CO
monitor

Levels of natural gas and CO in the air To detect gas buildup from a leaky or
forgotten stove and avoid accidents.

Other‐area (garden/
parking/utility)

Solar power
generation

Solar panels/smart
flower panels

Energy generated, useable and extra energy Scheduling charging of EV, washing machines
or dryers to utilise renewable energy and
send the extra energy generated back to
the electric grid

Plant moisture
sensing

Moisture sensors Moisture level Identify when the plant needs watering, based
on the moisture levels, the gardens and
plants can be watered automatically using
stored rain‐water

Parking
information

Parking sensors Proper or improper car parking Identify whether the car has been parked
correctly. It can also help in detecting theft
(modern key‐relay attacks)

Water flows Temperature/
volumetric
sensors

Temperature and usage of water Optimise hot/cold water usage and reduce
water wastage

Rainwater
harvesting

Rain sensor
(pluviometer)

Amount of rain To harvest rainwater for toilet flushing,
clothes washing, garden watering; also
reduce the probability of urban flooding
by managing storm‐water discharge during
heavy rainfall

4 - KUMAR ET AL.
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the main inlet for electricity. Electricity companies have begun
to instal smart metres that allow citizens to monitor their en-
ergy consumption half‐hourly, daily, monthly and yearly. The
electricity usage data helps to understand and break down the
electricity charges for the user, understand what appliances use
most of the energy, and how to reduce consumption and
related charges. 3e‐HOUSES3 and TwinERGY4 implemented
IoT technologies in social housing and provided an innovative
set of services for energy efficiency. Such projects incorporate
digital intelligence to allow citizens to actively adapt their
consumption to market fluctuations with the help of data and
automation. IoT technologies provide real‐time monitoring
and management of energy consumption, integrate renewable
energy, and create resources to reduce energy consumption.
Such projects and IoT technologies enable citizens to change
their consumption behaviour, reduce costs, and improve QoL.
Citizens also increasingly use electrified means of mobility
(from cars to bicycles) to travel and need to charge them
regularly; it is essential for energy companies to understand
user requirements for charging depending on a vehicle type.

IoT‐enabled devices can facilitate solar power generation,
moisture detection, parking sensors and rainwater harvesting.
Citizens can generate renewable energy using solar panels [22]
to reduce dependency on brown energy [23]. They can
schedule the use of washing machines and dryers or the
charging of Electric Vehicle (EV) during the day when solar
energy is generated [24] or at night when electricity tariffs may
be cheaper. Furthermore, citizens can sell surplus electricity
generated back to the electric grid using feed‐in tariffs [25].

Water supply interruptions cause significant problems for
customers [26]. IoT technologies can help the practice of
rainwater harvesting [27] to use for flushing toilets, washing
clothes, and watering gardens by storing rainwater in under-
ground tanks. The practice of saving rainwater improves
resilience in two ways: firstly, it helps reduce the amount of

mains water required; secondly, it can be used when the regular
water supply is interrupted [28]. It also helps to reduce
stormwater discharge from heavy rainfall, reducing the prob-
ability of urban flooding and pollution [29]. IoT can also play
an essential role in maintaining gardens by sensing the mois-
ture in plants/gardens to determine when plants need water
and can be automatically watered using stored rainwater.

2.2.2 | Security and safety

Citizens can monitor doors and windows (open or closed)
using IoT sensors, helping regulate temperature. The number
of occupants in the buildings can be determined using mobile
phones and Wi‐Fi signals [30]. Depending on the occupant, the
room door can be opened or closed. This helps during guest
visits, for example, opening the door remotely to a plumber
who visits to fix a pipe. IoT devices can monitor babies or the
elderly. Video‐based systems (depth‐based cameras) are used to
analyse functional movements of a child or a patient [31], alert
systems to detect dangerous events (e.g. a person about to fall
[32]) walking movements, and identify specific types of de-
mentia [33]. Parking sensors are installed at home to determine
whether the car has been parked correctly. Additionally, it helps
detect the vehicle (e.g. the car moved from its position during
an odd hour). It also helps to detect recent key‐relay attacks
[34] on vehicles such as Tesla. Innovative home products such
as Amazon Alexa and Google Home provide multiple func-
tions to protect the home using indoor and outdoor cameras,
smart doors, and efficient heating and lighting using motion
sensors and learning user preferences.

IoT devices are also handy for detecting smoke and where
gas/smoke detectors are a legal requirement such as in the UK;
they could become an integral part of a home that can detect
smoke, Carbon Monoxide (CO) or natural gas leaks. Instru-
mented bins can monitor waste types and quantities and even
inform their user of the recyclability of a product [35] for
proper disposal.

2.2.3 | Indoor environment

From an environmental perspective, there are a number of urban
challenges that digital innovation can help with. For example,
bad IAQ irritates the eyes, nose and throat, causes headaches,
dizziness, and fatigue (immediate short‐term effects) or respi-
ratory diseases, heart diseases, and cancer (long‐term effects)
[36]. There are multiple indoor air pollutants such as asbestos,
biological contaminants, CO, formaldehyde/pressed wood
products, lead, nitrogen dioxide, pesticides, radon, indoor par-
ticulate matter, second‐hand smoke/environmental tobacco
smoke, stoves, heaters, fireplaces and chimneys, and volatile
organic compounds. Citizens can use IoT devices (such as Smart
Citizen Kit [SCK] [37], Luftdaten [38], Atmotube [39]) to mea-
sure environmental parameters of (IAQ) around their house and
install air filters to purify the air.

F I GURE 2 Uses of Internet of things at the built environmental level.

3
https://kwmc.org.uk/projects/3ehouses/
4
https://www.twinergy.eu/
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Bespoke environmental sensors developed by research
projects such as SPHERE5 or TwinAIR6 are also used to
monitor IAQ. Measuring IAQ over time helps to collect data
and answer questions such as the effect of burning candles or
cooking on IAQ and opening windows/doors for cross
ventilation to improve IAQ. With growing awareness of air
pollution worldwide, air filters and better indoor quality are a
top priority for most urban cities.

In addition to IAQ, citizens can measure indoor environ-
mental conditions such as temperature, humidity, barometric
pressure, and luminosity. The data help answer questions on
the effect of indoor environmental conditions on the room
occupants' health and the impact of humidity causing the
room's walls' dampness in the house. SPHERE [40] developed
home sensors to diagnose and help manage health and well‐
being conditions, allowing early diagnosis, lifestyle change,
and the ability of patients to live at home.

2.3 | IoT data gathering at district level

So far, we have discussed data collection at a personal level and
from within our immediate built environment, referring to
examples of relevant innovation. The district level we identify
here relates to neighbourhood‐scale monitoring and the sur-
rounding area where a citizen resides. We specifically look at
the use of IoT/digitalisation in mobility, liveability, and com-
munity building, as they relate to this context. Usually, most
district‐level parameters, from footfall to local school perfor-
mance, are of interest to authorities and may become available
to citizens for use. Table 3 and Figure 3 summarise the usage
of IoT at the district level.

2.3.1 | Mobility

Mobility and accessibility are significant issues in urban life.
Mobility refers to the physical movement measured by trips,
distance, and travel time. In contrast, accessibility refers to the
ability to reach desired goods, services, activities, and destina-
tions [41]. In addition to distance and travel directions, avail-
ability of data around the environment (air quality/temperature,
wind speed/direction, traffic delays), location of EV charging
points, car parking spots and availability would be beneficial
from a traveller's perspective. For cyclists, information such as
cycling routes, cycle repair shops, and public bike pumps can
help navigate the city using bicycles. From an accessibility
perspective, knowing the options available for disabled parking
and disabled access to the building and stores is also beneficial.
Cycle routes used by the citizens can help transport planners plan
cycle routes and help health officials understand the long‐term
impacts of cycling on citizens.

2.3.2 | Liveability

Perceived safety and opportunities for leisure and accessi-
bility of essential services are crucial for all citizens. In this
sense, historical and real‐time air quality data and surface
levels and water quality help citizens understand the live-
ability of a neighbourhood. Information regarding schools,
such as the number of students attending classes and school
performance, can help parents choose a suitable school for
their children. Crime maps could provide detailed informa-
tion on the rates of various types of crime. Knowing the
location of parks and green spaces is essential for relaxation
purposes. Trees Near You7 provides information about
different species of trees and their environmental benefits
and allows citizens to connect with nature. Information such
as recycling bank locations and the type of waste recycled is
useful. In addition, comprehensive information on QoL may
explain factors related to the levels of happiness of citizens.
It is measured by multiple indicators, such as inequality in
health, lifestyle, community, local services, and public per-
ceptions of living. Traditionally, QoL indicators are obtained
from annual surveys of neighbourhoods. Data of this nature
is commonly made available by local authorities via open
data platforms (e.g. in the UK, Open Data Bristol8 or
London Data Store9).

2.3.3 | Community building

Sharing resources becomes essential when the focus moves
from a single individual to the community. People can share
vehicles and ride with strangers by carpooling, borrowing a
power tool, and more, all with the click of a button. An
example of sharing resources is Peerby,10 sharing food is
Shareyourmeal11 and Olio.12 Helpfulpeeps13 is a social
marketplace for local help and allows people to ask for help
and offer help.

Restaurant owners can use mobile applications to promote
local food within the community containing descriptions and
addresses of local food outlets with discounts for locals followed
by a local food fair. Customers can be credited with a stamp
(food outlet logo) to promote the relationship and the goodwill
factor (e.g. Milton Keynes organised the MK Food Revolution
[42] to promote local food.). To reduce household plastic waste,
shops can allow residents to buy dry bulk goods such as pasta,
rice, flour, and beans in reusable containers, thereby reducing
non‐recyclable packaging waste. Communities also organise
neighbourhood competitions to organise events or healthy
competitions (such as singing and running). HoodChampions14

5
https://www.bristol.ac.uk/engineering/research/digital‐health/research/sphere/
6
https://twinair‐project.eu/

7
https://tree‐map.nycgovparks.org/tree‐map/learn/about
8
https://opendata.bristol.gov.uk/
9
https://data.london.gov.uk/dataset
10
https://www.peerby.com/en‐nl

11
https://sharethemeal.org/

12
https://olioex.com/about/

13
https://www.seedrs.com/helpfulpeeps

14
https://www.hoodchampions.sg/
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promotes citizens to contribute to their neighbourhood, help
each other, and create more welcoming and happening
neighbourhoods in Singapore. Strava [43] tracks human ex-
ercise, mainly cycling and running, using global positioning
system (GPS) data and incorporating features of social
networks.

Wellness promotions can be organised regularly to improve
citizens' mental and physical health. Such initiatives help reduce
the feeling of loneliness among people through social gather-
ings and challenges. Walkers Group Santander developed a
mobile application for citizens to organise social walking
events [44], and Walk in the city (another app) challenged se-
niors through the use of gamification [45].

2.4 | Urban scale IoT uses

National governments and city councils strive to ensure that
cities are liveable and to demonstrate their policies by
providing details about the steps they take to create a better life
for citizens. The aspects discussed in this section are of interest
to policy officers for decision‐making, or used for urban
planning and to meet specific regulatory standards, and are
often provided to the citizens through open data platforms.
For this, city councils monitor multiple parameters such as
environmental, localised information, transport/mobility, and
crowd‐sourced data. Figure 4 summarises the use of IoT
technologies on an urban level. Tables 4 and 5 summarise the

TABLE 3 Internet of things usage at a district level—useful information for citizen in neighbourhood and surrounding areas.

Entity Source Items measured Analytics value proposition

Mobility information Google maps/
Bristol open data

Air quality, temperature, wind speed/direction,
traffic delays

To plan the journey and reroute traffic to manage
pollution

Empty parking and charging points Real‐time availability of a parking spot near the
citizen and EV charging points

Cycling route, public bike pumps, cycle shops and
repairs

Help citizens explore the city by using bicycles

Neighbourhood
information via open
data

Bristol open data/
city council
website

1. Trees/parks and green spaces
2. Air and surface water quality
3. Recycling banks
4. QoL such as to measure of inequality in health,

lifestyles, community, local services and public
perception of living in the city.

5. Crime map
6. Children school‐specific data

1. To create awareness about the environmental and
monetary benefits of trees and also make avail-
able information about the different parks and
green spaces available.

2. To determine the livability of the neighbourhood.
3. To provide information about recycling points in

the city and what kind of waste is recycled.
4. To access and improve the QoL for the citizens.
5. To provide details about the different types of

crimes happening in the neighbourhood and
what actions are taken by the authorities
including progress in different cases.

6. To access the quality of education in the schools
and improve it.

Community efforts via
social networking
websites

Mobile applications 1. Descriptions and addresses of local food outlets
with discounts for local people

2. Items purchased, usage and wastage
3. Renting resources shared between residents
4. Neighbourhood competitions
5. Skill set of the local population
6. People willing to share food to those in need

of it.
7. Mental and physical health of residents
8. Lactating moms and breastfeeding hubs

1. To promote local food, reduce food wastage and
promote relationships and goodwill factor.

2. To reduce waste from households, provide
reusable containers to reduce non‐recyclable
packaging waste.

3. To enable people in the neighbourhood to
request and share items to facilitate an efficient
use of resources.

4. To organise events such as singing, running to
create more gracious and happening hoods.

5. If someone needs to learn a new skill, they can
find someone in the neighbourhood who can
teach that skill set.

6. To match older people in need of food with
those who want to share their meals or share
excess food voluntarily.

7. To reduce the feeling of loneliness by organising
social meet‐ups for those who can be benefited
from it.

8. To promote breastfeeding within the neighbour-
hood with a map detailing the best locations and
also provide information about why you should
breastfeed, how to breastfeed and finding help in
the local area.
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environmental factors governments may monitor and the cit-
izen services they could provide to citizens, respectively.

2.4.1 | Environmental factors

Authorities may collect information on air quality, temperature,
humidity, and barometric pressure of a city and surrounding
areas by installing high‐quality high‐precision sensors. For
example, Automatic Urban and Rural Network is the UK's
largest automatic monitoring network that reports compliance
with ambient air quality directives. City councils often measure
air quality using sample diffusion tubes placed at monitoring
locations and collected over a few months making limited
observation points for effective policy‐making around pollu-
tion risk mitigation. To circumvent that, IoT technologies with
environmental sensors can transmit the readings periodically,
reducing cost and increasing productivity for city councils.
Project UMBRELLA15 has deployed more than 200 nodes

spread throughout the South Gloucestershire region and a few
nodes at Cardiff University [46] that contain air quality sensors.
Similarly, Project Eclipse installed 115 low‐cost solar‐powered
urban environmental sensors connected using a cellular
network in Chicago to monitor pollution at fine spatial and
temporal resolutions [47]. Furthermore, the government en-
courages citizens to install low‐cost sensors (such as SCK or
Luftdaten) and make the data open or available to the city
council. Air quality data sensors installed in public buses or bin
lorries are a low‐cost solution to collect data about the whole
city regularly [48]. City councils can monitor sources of air
pollution such as power plants, road transport, household
heating, agriculture, and industrial processes. Air pollution data
helps understand its source (construction/wood burning/
traffic conditions/fireworks on Diwali and New Year nights).
Combining air pollution with meteorological data allows air
quality predictions to be made, to understand how it is affected
by different seasons (e.g. in winter, people might burn more
wood to keep rooms warm; rain reduces air pollution) and to
inform policy on what measures can be taken to reduce its
impact. Measures such as encouraging parents to opt for more
sustainable transportation by providing information on the Air
Quality Index around schools during drop‐off and pick‐up
times; diverting traffic temporarily [49] can improve air qual-
ity. The knowledge gained can provide inferences from the
above data that can help predict air quality in the region and
take action accordingly.

City councils also measure quantitative (i.e. volume) and
categorised data (i.e. the type of noise such as traffic, construc-
tion noise, and bird sounds) in the city. A noise map can serve as
one of the QoL indicators and can influence citizens' well‐being,
which is also helpful to citizens when planning to move to a new
location to identify an area with less noise pollution [50]. In
addition, noise maps help construction companies fine‐grain
and optimise the materials they use to reduce noise pollution.
Sensitive microphone devices capture short clips of real‐time
ultrasonic and audible noise from bats, birds and other wild-
life, traffic, and human activity. Data is used to analyse the effect
of noise and pollution on animal behaviour, determine the ac-
tivities of the bat population around themeadows, the pattern of
human activity during different seasons of the year, and source of
the noise generated (e.g. cars, trucks, people). Sound sensors are
attached to smart street lamps in public spaces to detect specific
sounds such as gunshots, car alarms, screams, fighting, and
sound levels in bars and cafes. Such systems may help law
enforcement authorities detect and prevent incidents.

Apart from air and noise pollution, a city council can
measure water quality data (e.g. pH, ammonia) and water flows
in surface water bodies (e.g. water depth, speed). Water quality
is essential in water treatment plants (provided to city homes
for drinking) and water bodies for water sports. Monitoring
and managing water levels in ports/water bodies can save
energy (pumping water to maintain water levels) or avoid
flooding. Sensors are used to monitor soil moisture and vi-
brations to detect a dangerous pattern of land conditions to
warn about the risk of floods, landslides, and other natural
hazards. City councils also record meteorological data, such as

F I GURE 3 Internet of things use at the district level.

F I GURE 4 Internet of things at an urban scale.

15
https://www.umbrellaiot.com/
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TABLE 4 Internet of things usage at the urban level—environmental parameters collected by the government and analytics obtained.

Entity Source Items measured Analytics value proposition

Air pollution DEFRA AURN/
Luftdaten/SCK

Air temperature (°C)
Relative humidity (%rh)
Ambient light (lux)
Barometric pressure (kPa)
Particulate matter (PM1/2.5/10) (ug/m3)
Equivalent carbon dioxide (ppm)
VOCS (ppb)
Ozone (ppm)
Nitrogen dioxide (ppm)

To understand
1. The impact transport mode selection has on air

quality, with specific attention given to the areas
around schools.

2. What are the peaks of air pollution at schools/train
stations/coach stations/airports at the time of
arrival and departure of students/trains/coaches/
aeroplanes, respectively?

3. The impact of weather (e.g. rain) and different sea-
sons on air pollution.

4. Whether the air pollution can be reduced by
temporarily diverting the traffic around the area of
concern.

5. Combine with wind velocity data to identify the
impact of specific pollution sources.

6. Allows comparison between the pollution contri-
butions of ‘stop/start’ and ‘steady flow’ traffic.

7. Which days/weeks are good and worst for air
pollution?

8. Predict air quality in the region based on the above
parameters.

Water
pollution/
levels

Bristol open data pH, dissolved oxygen, temperature, turbidity, electrical
conductivity, chlorophyll, nitrate, ammonia,
chloride, rhodamine, hydrocarbons and water levels,
water speed in surface water bodies

1. To determine water quality and find ways to contain
or improve the current situation.

2. To monitor and reduce flooding.

Soil monitoring Cosmic‐ray soil moisture
monitoring network

Soil moisture, vibrations To detect dangerous patterns in land conditions and
warn about floods, landslides and avalanches

Meteorological
data

Bristol open data,
WunderGround, met‐
office

Solar energy, rainfall, wind speed/direction To predict rainfall, hurricanes and solar energy
generation capacity

Altitudes
(within the
city)

Ordnance survey, Google
maps

The elevation of different roads in the town 1. To help pedestrians, cyclists, motorists and disabled
people to plan trips accordingly.

2. Useful for predicting surface water flooding.

Noise pollution SCK Noise volume (dB) and type of noise 1. To utilise the noise map in determining life quality
and its effect on citizens health.

2. To help construction companies fine grain and
optimise the building materials to reduce noise more
effectively.

3. To capture ultrasonic and audible sounds of bats and
birds and other wildlife, traffic, human activity in
real‐time to determine:

a. How active is the bat population in the area?
b. Does traffic noise change animal behaviour over

a day?
c. What is the pattern of human activity during

different seasons of the year?
d. What are the sources of the noise generated?

Sound patterns Noise sensors Specific sounds such as gunshots, car alarms, screams,
fighting and sound levels in bars and cafes

To help law enforcement authorities in detecting and
preventing incidents

Street activity Video cameras Number of people crossing an intersection, or utilising
a park

1. To provide insights to city authorities on improving
services or take appropriate actions to manage
crowds.

2. CCTV is also used for law enforcement and traffic
management.

Smart lighting Street lighting
organisations

Approaching or going pedestrian or traffic To save energy by dimming lights when no one is
around and brighten it when people/traffic is
approaching it

Rubbish bins Waste management—City
council

When the garbage bins are full and need to be replaced To optimise the collection of garbage and provide city
authorities in utilising the staff more efficiently
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the amount of rainfall and solar energy, to estimate the energy
demand of households [51].

Other information, such as wind speed and direction, is
measured in different parts of the city. Cyclists can use this
information to alter their route and avoid severely windy
roads, or bridge owners can preventively close bridges. It
helps to plan where to place domestic wind turbines and
predict the amount of energy generated. Wind speed and
direction combined with the altitude of different city roads
help pedestrians, cyclists, motorists, and disabled people
better plan their trips.

City councils use sensors to determine street activities, such
as the number of people (pedestrians/cyclists) crossing an
intersection or using a park with cameras, a microphone, and
edge computing [7]. The data provide insights to city

authorities for improving citizens' services or taking appro-
priate action to manage crowds in the city centre (e.g.
informing law enforcement if necessary). Thermal cameras can
also be installed near harbours and water bodies to detect
people who may fall into the water.

A city council provides street lighting to promote urban
security and make roads and pathways safer. The city council
must resolve street lighting problems as soon as possible to
avoid a potential accident. Streetlight teams run periodic
manual checks by driving along stretches of road to check if
street lights are showing normal behaviour, turning off and on
when they are supposed to, which is costly and requires traffic
disruption. UMBRELLA monitors street lights using a camera
and a machine learning model, allowing the streetlight team to
remotely monitor the street lights.

TABLE 5 Internet of things usage at an urban level—parameters measured by the government to improve citizen services.

Entity Source Items measured Analytics value proposition

Citizen statistics Bristol open data Monitoring localised information To:
1. Provide conversational interfaces in order to make urban

data more accessible and engaging to citizens.
2. Provide the real‐time location of public vehicles such as

emergency vehicles (police, ambulances, fire), buses, public
taxis, trains, waste bin trucks etc., to address critical situa-
tions in the shortest time.

3. To help locate the nearest parking space and pay online,
reducing time in finding a parking spot, and CO emissions,
less congestion.

Statistics about population growth, crime, marital
status, religion and employment

Monitoring parking spaces

Citizen mobility Travel services
operator

Monitoring vehicles mobility To deduce the people travelling patterns via trains, bus, boats
and taxi's to figure out most crowded stations/routes and
how to improve services for people, for example, support
the faster movement or add more trains/buses

To help in predicting the impact on stations (if any planned/
unplanned work comes up) for which customer
communications and operational plans need to be
implemented

People travelling patterns To understand:
1. Which route or platforms do people use?
2. Do they take the first train or wait for a less crowded one?
3. Do people choose the fastest route or the most

comfortable?
4. How do customers move around sophisticated stations?
5. To track from which and what regions vehicles are entering

and exiting to and from the city?

Citizen mobility Open data (Anonymous) real‐time mobile locations of the citizens To understand:
1. How neighbourhoods are used in a day?
2. How the distribution of buses and taxis correlates with

densities of people?
3. How goods and services are distributed in the city?
4. How different social groups, such as tourists and residents,

inhabit the city?

Feedback data Crowd‐sourcing
platforms

Crowd‐sourcing data—Citizen feedback To allow citizens to provide information about the city and help
the government provide better services

The citizens can:
1. Install sensing kits to measure air pollution, humidity, and

temperature; locate and report potholes and upload the data
to crowd‐sourced maps.

2. Report flooding/broken streetlights/potholes to the crowd‐
sourced maps.

3. Use the website to propose, debate and vote on ideas for
improving the city.
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As councils upgrade their lighting infrastructures by
moving towards Light Emitting Diode lighting, they can also
further improve the savings by combining lighting with sen-
sors to detect movement [52], so the lights may be dimmed
when no one is in its vicinity. Finally, a city council can use
smart bins [53], which can compress garbage and inform au-
thorities when they are full. This system provides authorities
with information to send their staff out for collection only
when required.

2.4.2 | Localised information

A country is usually divided into counties, and a county is
divided into wards. City councils keep information on popu-
lation growth, crime, marital status, religion, and employment.
Eventually, they can provide an interactive platform for citi-
zens that provide conversational interfaces (powered by chat-
bots), making urban/city data more accessible and engaging to
citizens, replacing current visual‐based interfaces [54]. The
real‐time location of public vehicles such as emergency vehicles
(police, ambulances, fire), buses, public taxis, trains, and waste
trucks is also recorded and provided to address any critical
situation in the shortest time possible. Cities with city opera-
tions centres can coordinate emergency city services such as
hospitals (ambulance), fire, police, transport providers (bus,
rail, airport), and mental health services in the community.
They also monitor different CCTV cameras and traffic junc-
tions in the city. Having a coordinated response between
various agencies, they would respond quickly and prevent
emergencies [55].

2.4.3 | Transport—Mobility

City councils and governments can collect data on the pur-
chase of cars, trains, buses and tickets to determine the
mobility patterns of citizens/vehicles. Transport authorities
can deduce people's travelling patterns from taxis, busses,
trains and boat ticketing to figure out the most crowded sta-
tions and how to improve services for people (e.g. adding more
trains based on the number of people using the service). The
insight also helps predict the impact on stations (if any plan-
ned/unplanned work comes up) for which customer com-
munications and operational plans need to be implemented.
Transport for London (TfL) uses their knowledge [56] about
commuter routes to understand the choices made by com-
muters, such as the routes/platforms used, the trains they
prefer (congested train/earliest train/fastest route/most
comfortable), and their movement around complex stations.
Additionally, TfL encourages people to avoid busy stations by
making travel cheaper outside the city rather than through the
middle. Working with mobile phone company authorities can
also create real‐time visualisations using mobile phone signal
data to reveal the dynamics of the city, that is, anonymous
movement patterns of people and transportation systems to
determine the common usage of streets and neighbourhoods

[57]. By anonymously combining the mobile location of citi-
zens with the movement of public transit, pedestrians, and
vehicular traffic and overlaying the data on the city map,
governments can generate real‐time maps that help us under-
stand the use of neighbourhoods during the day. Data help to
understand the correlation between the distribution of buses
and taxis with the densities of people, the distribution pattern
of goods and services in the city, and the travel patterns of
different social groups, such as tourists and residents. The
knowledge gained helps local transport authorities optimise
transport services.

With the help of Automatic Plate Number Recognition, the
city can analyse vehicle movements across its border and the
number of vehicles with petrol, diesel, hybrid and electric ve-
hicles. The authorities can compare the number of vehicle
types over time to understand how air pollution depends on
the kind of vehicles and the acceptance of electric cars by the
citizens. City authorities can also combine vehicle mobility data
with asphalt‐embedded parking space sensors, allowing the
system to direct drivers to the nearest available parking space.
For example, Barcelona implemented a parking application,
‘ApparkB’, to locate the closest parking space and pay online
[58]. The benefits are faster parking, fewer CO emissions, and
happier and healthier citizens. The city council is also
responsible for road infrastructure, road markings, and road
signs to guide drivers. However, faded lane markings and
graffiti street signs make it difficult for drivers to follow the
road signs and potentially endanger themselves or others.
BigClout project [59] used edge machine learning to implement
a road damage detection application to monitor the transport
infrastructure, resulting in increased productivity and reduced
costs for the council.

2.4.4 | Crowd‐sourcing data

Citizens have been working with governments to provide
feedback and suggestions to improve the working of city
council and government in a variety of ways. Digitalisation has
improved these processes and improved accessibility, ease, and
resolutions. Improved systems use open data platforms (e.g.,
on a map) where citizens can use low‐cost environmental
sensing kits to measure air pollution, humidity, temperature,
bump sensors (on bicycles) [60] to measure bumpiness on the
road and upload data to crowd‐sourced maps. They can also
report flooding/broken streetlights/potholes to crowd‐
sourced maps and open up decision‐making via proper chan-
nels such as the website. Each month, the city council can
select the most popular ideas from the website and implement
financially viable projects proposed by citizens. For example,
initiatives such as Paris' Madame Mayor, I have an idea’ [61],
Iceland's ‘Better Reykjavik website’ [62] and French platform
Carticipe [63] allow citizens to propose improvements in the
city on a map, debate issues, and vote for their favourite ideas.
Platforms such as Ushahidi [64], OpenStreetMap [65] and
Shareabouts [66] are mapping applications for crowd‐sourced
information gathering which can be used. CycleStreets [67] is
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a crowd‐sourced cycling‐specific travel planner. Of course,
such approaches presume citizen engagement, potentially
relevant skills development and access to supporting infra-
structure, which for a variety of reasons is not always in place.
Many scholars have raised concerns about the potential for
increasing inequality instead (e.g., [68] among others).

3 | INNOVATING WITH URBAN DATA
AND ITS CHALLENGES

In Section 2, we explored the many ways in which digitalisation
and the IoT can inform and support decision‐making at each
of the different levels we focused on. We also discussed the
potential value proposition of analysis of the collected data and
summarised these in the tables above. However, data analysis is
only possible when the data is collected and made available to
be processed and analysed safely and securely. As discussed,
there are many challenges involved with data collection and
processing, such as privacy, complexity, cost, citizen engage-
ment etc. (Section 3.2).

As a way of illustration, citizens using electric bicycles
might find useful a number of metrics and statistics at a per-
sonal level; parameters such as mileage, journey times, and
speed can be useful both in real time (when cycling) and for
later reflection (e.g. in understanding potential health benefits).
At the same time, at the built environment level, energy sup-
pliers might benefit from knowing the demand for charging the
batteries of electric bicycles. If there was to be a serious uptake
of this mobility modality, they could plan their supply to match
the patterns of mobility and the associated energy re-
quirements, ensuring that facilities that may need it (e.g. uni-
versity campuses, transport hubs, households in targeted
neighbourhoods) are timely serviced. Therefore, information
about battery use, status and charging could be shared, tran-
scending personal data collection and integrating with the
planning of supply at the subsequent level. Similarly, at the
district/urban level, health officials might benefit from cycling
data to understand the long‐term impacts of cycling, and
transport agencies might benefit from understanding the up-
take of cycling routes. In this case, collecting data from bike
use and distributing it via appropriate forms at all levels is
complex and potentially requires custom‐designed hardware
and effort in the integration of collected data in some mean-
ingful way and even some standardisation, where any benefits
of replication and scaling become apparent and desired else-
where. However, if a citizen purchases an electric bike today,
they may have access to such data individually, and it is still
difficult for other stakeholders (energy suppliers, planning and
health officials, transport agencies, etc.) to have access to
appropriate forms of such data (sanitised/aggregated/anony-
mised, etc.).

We discuss in further detail the many challenges faced
across this value chain (i.e. the interrelated processes that
create this value) in the following paragraphs, starting from
policies and platforms aimed at supporting innovation all the
way to the deployment of relevant testbeds.

3.1 | Responding to urban challenges by
enabling digital innovation

Local authorities have launched several initiatives to improve
their cities in terms of fairness, health, sustainability, resilience,
equality, diversity, environment, aspiration, and success for
everyone, based on IoT deployments and quality data to tackle
the challenges caused by urbanisation. At the same time faced
with the realities of urban data management as discussed
earlier, they have developed initiatives to enable leveraging on
the data whilst mitigating risks from unintended consequences.
In Bristol, UK, for example, the local city council (BCC) has
launched a climate emergency plan [69] and committed to
being carbon neutral and climate resilient by 2030. They have
identified 10 key areas: transport, buildings, heat decarbon-
isation, electricity, consumption and waste, business and the
economy, and others. BCC has launched their One City Plan
[6], which sets an ambitious vision for the future of Bristol
until 2050. The plan is built on six themes: connectivity, health
and well‐being, homes and communities, economy, environ-
ment, learning and skills, supported by key enablers such as
culture and technology. Connectivity and technology are
explicitly recognised enablers and the Council built upon its
experience of working city stakeholders (universities, civic or-
ganisations, etc.) to deliver smart city research and in-
terventions, including developing its city‐operating centre [55]
and providing citizen‐centred solutions. Technology plays a key
part in the development of solid evidence based on urban data
that measure the city's progress and support the success of the
One City Plan and climate emergency plan. For Bristol, in
particular, long‐hailed for its digitalisation agenda and ranking
highly in smart cities surveys (e.g. topping the UK's Huawei
Smart Cities Index for 2017), an ambitious programme of work
has been set [70].

There are other initiatives in the UK aimed at facilitating
innovation based on harnessing the value of data generated as
we discuss here. For example, the Connected Places Catapult16

is a UK‐based technology and innovation centre that aims to
help cities, businesses, and governments create connected
places for people to live, work, and travel. It was created by the
UK government's innovation agency, Innovate UK, and fo-
cuses on bringing together technology companies, academics,
and public sector organisations to address challenges in areas
such as mobility, transport, and the built environment. The
Catapult works with a wide range of partners to help accelerate
the development and commercialisation of new technologies
and services, providing access to funding, expertise, and fa-
cilities. This includes providing support for startups and small
and medium‐sized enterprises, facilitating collaboration be-
tween companies and academic institutions, and working with
local and national governments to develop policy and regula-
tory frameworks. In addition to its support for innovation, the
Connected Places Catapult also plays a key role in driving
economic growth and job creation, helping to build the UK's

16
https://cp.catapult.org.uk/
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reputation as a world leader in urban innovation and tech-
nology. Through its work, the Catapult aims to create sus-
tainable, connected places that are better for people, the
environment, and the economy.

At the UK national level, the Department for Digital,
Culture, Media, and Sport initiated the Secure Connected
Places programme17 that aims to support the development and
deployment of secure and resilient connected places technol-
ogies in the UK. SCP focuses on creating secure and trusted
environments where new technologies can be developed and
tested. This includes technologies such as smart transport
systems, autonomous vehicles, and IoT devices. The pro-
gramme aims to identify and address the security challenges
associated with these technologies, including cyber threats and
privacy concerns, to ensure that they are deployed safely and
effectively, as stated in a recent survey of connected places in
the UK [71]. SCP brings together industry, academia, and
government to collaborate on research, innovation, and the
development of new standards and best practices. The pro-
gramme also supports the testing and demonstration of new
technologies in real‐world environments, including the creation
of a network of testbeds and trials across the UK. Overall, it is
focused on creating secure and connected places that support
economic growth, enhance public safety, and improve QoL for
people in the UK.

Other Government investment emphasised the importance
of R&D in the areas of infrastructure and cities and the
development of integrated testbeds. For example, the UK
Collaboratorium for Research on Infrastructure and Cities
(UKCRIC) consortium was funded to provide a network of
facilities and methodologies (including dedicated spaces, test-
beds, methods and tools) for research, innovation, pedagogy,
and collaboration. UKCRIC was established as a distributed
research capability in response to the perceived need for the
investment and regeneration of UK infrastructure [72]. It at-
tempts to focus on problem‐specific challenges, such as climate
change, that cannot be solved by one organisation [73].

In addition to large‐scale laboratory facilities designed to
meet the challenges related to physical infrastructure, a
network of collaborating ‘Urban Observatories’ hosted by
different universities was developed to increase the under-
standing of how cities function and to support decision‐makers
in managing the city infrastructure through the use of IoT and
adoption of digital technologies, a process also referred to as
digitalisation. Urban observatories have been developed as
model entities by UN‐Habitat [74]. Their original model was
devised to help find creative solutions for urban data collection
and analysis in partnership with cities around the world. Urban
observatories are well‐positioned to address the frequently
expressed need for reliable, high‐resolution urban datasets,
specific to the cities and immediate city‐regions in which they
operate. They assist in strengthening data capacities at national,
sub‐national, and local levels, providing platforms to facilitate
effective knowledge exchange and promote evidence‐based

governance built on a shared knowledge base. UKCRIC's
vision describes the function of its observatories as entities that
generate evidence concerning infrastructure development, as
seen in Figure 5.

Urban Observatories consist of five major components: a
stakeholder network that helps operationalise it, data, a data
dissemination platform, an observatory support system and a
decision support interface [74]. Thus, a UO provides a platform
for collecting, modelling and analysing data, with the aim of
informing decision‐making on a local, city, regional and national
scale. UOs help stakeholders understand challenges and perform
evidence‐based interventions. UOs promote platforms as ac-
celerators of change and innovation to support decision‐making
and develop infrastructure delivery and operational insights.
They provide go‐to places to help other cities establish obser-
vatories by sharing learning and best practices.

Currently, six observatories have been set up in Newcastle,
Bristol, Sheffield, Manchester, Birmingham, and Cranfield. The
different UOs have different focuses based on the expertise of
the host university. However, they are aligned in fulfilling
technical aspects, such as designing and deploying urban
sensing networks, data curation, and providing analytics to turn
data into information. The focus is on creating a co‐learning
and co‐production environment that stimulates and supports
full participation. This accelerates smart city planning and
long‐term, evidence‐driven strategic and operational deploy-
ment (innovation and change).

UOs also foster collaboration between people and or-
ganisations interested in infrastructure. UKCRIC UOs
will continue to address urban challenges, drawing on prac-
tical experience from the network to enable the next gen-
eration of infrastructure innovation. Resources and data are
shared and available for download, allowing researchers to
access data from other cities. It also helps researchers work
on problems requiring multi‐city data access for insight
development.

To date, much of the output of UO has been the devel-
opment of methodologies for the deployment of low‐cost
sensor networks and the analysis of data from these net-
works [8]; however, more work is required to understand how

F I GURE 5 Bristol Infrastructure Collaboratory entry at the UN‐
Habitat website.17

https://www.gov.uk/guidance/secure‐connected‐places
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this data and analysis can be used to support decision‐makers
in implementing meaningful change [75, 76].

3.1.1 | The Bristol Infrastructure Collaboratory

The BIC (or simply ‘Collaboratory’) was formed under the
principles of UKCRIC UOs to support researchers/organisa-
tions in the city by collecting urban data that can be used for
analysis and collaboration. It also embodied the core principle
of seeking alignment of the notions of the living lab, innova-
tion districts and information marketplaces, as its researchers
have identified this as a building block of smart cities [77].
Living Labs are open innovation ecosystems in real‐life envi-
ronments using iterative feedback processes to create a sus-
tainable impact throughout a lifecycle approach [78].
Innovation districts are geographic areas where leading‐edge
research institutions and companies cluster and connect with
start‐ups, business incubators and accelerators [79]. Informa-
tion marketplaces are created where the creation and exchange
of values are facilitated by data, such as personalised transport
planning based on real‐time traffic information [77].

The Collaboratory was viewed from early on as a process
for delivering ‘soft infrastructure’, that is, the people, networks,
relationships, and processes to enable the technology to work.
That soft infrastructure is a conduit for brokering meaningful
collaboration between local/international stakeholders aimed
at urban innovation to deliver next‐generation infrastructure
systems.

Over the years of its existence, it supported a collection of
cross‐domain activities and projects, ranging from people‐
space interaction to asset monitoring and energy systems,
including, for example,

� Development of living lab capabilities in micro‐generation,
transactive energy and performance monitoring by installing
several smart energy systems, including photovoltaic and
local storage systems, in single‐ and shared‐owner homes.
Data is currently being collected to understand the impact
of these systems and how energy savings brokerage can be
implemented (e.g. TwinERGY project [10]).

� Supporting “Urban Vision” [80] that aimed to understand
the impact of different visual patterns in an environment on
health and well‐being. The Collaboratory facilitated the set
up a travelling exhibition [81] consisting of a walkable
corridor installation. Researchers monitored participant's
movements, visual cognitive processing load, reaction times,
and gait kinematics using retro‐reflective markers attached
to different body parts, detected by a motion capture system
and additional cameras.

� Contributing to the structural health monitoring of the
Clifton Suspension Bridge in collaboration with its man-
aging Trust [82] by collecting vibration and displacement
data from the bridge and developing new methods to
characterise pedestrian and vehicle traffic [8] to improve
bridge safety and optimise maintenance.

� Deployment of low‐cost water quality sensors measuring
pH, dissolved oxygen, temperature, turbidity, electrical
conductivity etc. to understand the built environment's
impact on water condition and quality and provides an early
warning for floods. A multi‐parameter water quality moni-
toring system [11] has been deployed in Bristol's floating
harbour demonstrating the feasibility of collecting and
presenting high‐frequency real‐time water quality data.

This is a small sample of relevant activities and project
support, with a more detailed case to be presented later as an
opportunity for reflection on how such capability can help
mitigate the challenges discussed.

3.2 | Urban data collection challenges

Despite a host of innovation support mechanisms and policies
that may be in place, smart city initiatives often fail to leverage
the anticipated value from urban data [83], or to scale up or
replicate [84] across geographies. A number of challenges and
barriers exist, from the deployment of equipment in the real
world to the perceptions of citizens about new technologies
installed in their neighbourhoods. In the following paragraphs,
we will explore some of these.

3.2.1 | IoT infrastructure

Deployment Smart city R&D projects often deploy IoT
infrastructure, including cloud, edge and endpoint devices, to
collect, analyse and visualise data. There are multiple challenges
faced by such deployments ranging from understanding project
requirements and designing to specification to setting up the
infrastructure to ensure that different components work
together in the real world as tested in the lab.

Requirements analysis and deployment challenges are
project‐dependent and depend primarily on citizen prefer-
ences, communication between stakeholders, and expectations
of different collaborators/partners. Designing the IoT infra-
structure involves challenges in ensuring the platform's end‐to‐
end security and having a resilient infrastructure in terms of
network bandwidth, device interconnection, thermal efficiency
and power supply. It also includes data‐related challenges such
as storage space, volume reduction, management of access,
integration, harmonisation, curation, availability, and even
monetisation and liability.

It is also essential to understand how various users/de-
vices/applications are authenticated and authorised, including
how the relevant credentials such as passwords or encryption
keys are stored securely. Implementing IoT infrastructure
presents challenges regarding provisioning devices and
ensuring their network connectivity is reliable and secure.
Challenges include understanding how the applications will be
deployed on the IoT devices and ensuring compatibility be-
tween different hardware architectures. With the increased
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number of hardware devices and software installed, it is
essential to perform accounting and monitoring functions
platform‐wide.

Furthermore, there are challenges around the scalability,
modularity, extensibility, adaptability, and reproducibility of
IoT infrastructure. IoT deployments often rely on severely
constrained (in terms of processing, storage, and networking
capabilities) battery‐powered wireless embedded devices. Such
devices are generally difficult to manage and often suffer from
multiple security vulnerabilities [85].

3.2.2 | Privacy

With the ever‐increasing number of IoT devices, that capture
many physical parameters, citizens' privacy is potentially at risk.
Multiple physical parameters can be combined to understand
an individual's habits, their presence, or even their activities at
home [86]. For example, it is possible to track an individual's
movements inside their house [87], correlate them with met-
adata gathered by a Wi‐Fi router, and draw a timeline of the
activities of a person. In terms of government services, law
enforcement agencies have piloted facial recognition cameras
in public places [88] to detect people with a criminal record.
China's government has developed a social credit system [89]
to rate citizen trustworthiness by calculating their credit score
based on financial activities, including shopping habits, traffic
tickets, taxes payments and leisure activities [90]. Challenges in
relation to the collection of personal information are about
users' privacy and how the information is used by third parties
such as, for example, a tracking kit provider. Exposure of such
data to anyone other than the specific person is problematic by
definition as it contains Personally Identifiable Information,
unless shared explicitly by the owner or in a form that protects
anonymity (e.g. aggregated data).

Built environment‐level challenges are related to user pri-
vacy, security and identification of activities. For example, data
on lighting, heating, IAQ, and energy monitoring can inform
on house occupancy and identify activities such as cooking,
bathing and watching television; information about recycling
and shopping lists can be used to identify a homeowner's
eating habits. Additionally, using IoT solutions at home could
become a security risk. For example, web‐enabled CCTV
cameras being hacked, digital door locks malfunctioning or
being remotely broken into, leaving the occupants outside their
houses. Consumers have seen a flood of IoT products aimed at
domestic use (smart plugs, washing machines, ovens, lighting,
and baby monitors). Many appliances can now be purchased
with IoT‐enabled features. They improve QoL by allowing
easier access and management, reducing costs and increasing
productivity [91, 92]. But on the other hand, it can make a
home more vulnerable to cybersecurity breaches (as seen
recently when baby monitors were hacked) [93].

At the district level, datasets relating to area services or
local features may inadvertently contain data about individual
citizens (e.g. from applications that allow sharing of goods
and services). Privacy implications of many of these depend

on the application privacy agreements and policies and how
well they comply with the regulatory environment they
operate in.

Urban scale data provides information on city life and is
generally anonymised, as it does not relate to any specific in-
dividual [94]. Using such data that may originate from mobile
phone operators or application providers can lead to skewed
analysis if users turn off tracking/Bluetooth or have enabled
privacy‐preserving options. It is also important to note that
data access can also create more inequality; since more QoL
parameters about neighbourhoods are known, wealthier people
may tend to relocate more than citizens who do not have such
awareness. [95].

3.2.3 | Infrastructure costs and value for money

There are significant capital and operational costs associated
with the IoT infrastructure [96], and city councils must un-
derstand the benefits and return of investment in sensor
installation and maintenance. Costs include the requirement for
regular upgrades and replacements of sensors, potentially due
to natural hardware failure or vandalism. Another maintenance
cost comes from the effects of normal or extreme weather
events that damage the IoT infrastructure.

Data accuracy depends on sensor quality (low‐cost vs.
high‐cost) and location (near vs. far). City authorities can
improve the accuracy of the data by installing more sensors,
thus increasing the granularity of the data. However, it also
increases installation costs and presents challenges to data
scalability. This may also raise a question whether the energy
cost of running billions of IoT devices outweighs its bene-
fits [97].

Another bottleneck for Smart City projects is achieving
financial sustainability [98]. Initial funding often comes from
government, but this rarely covers long‐term operational costs,
and an ideology of open data leaves few avenues for revenue
generation. It has been suggested [98] that, often, innovative
city projects focus on deploying the technology rather than the
application and outcome, making the transition to financial
sustainability difficult.

3.3 | An urban intervention case study:
Supporting a mobility intervention in the city
of bristol

As part of the city's Horizon2020 Lighthouse Project
REPLICATE (Renaissance of Places with Innovative Citizen-
ship and Technology) Collaboratory, researchers equipped 12
electric bicycles (e‐bikes) with usage monitoring devices over
2 years to support a mobility intervention. This intervention
was originally intended to support observations about multi‐
modal electric mobility for the combined use of EVs with e‐
bikes. However, due to the impact of COVID‐19, it was
repurposed to support the sustainable mobility of care workers
in the city and to understand the aspects of the transition to
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more sustainable transport, in the form of shared electric bike
schemes. These were deemed a potential future transport op-
tion due to Bristol's hilly topography.

3.3.1 | Requirement analysis and system design

Albeit commercial bicycle tracking devices exist in the market,
a monitoring device had to be created from scratch that was
capable of harvesting energy internally from the e‐bike battery.
Creating a custom device was required as existing bicycle
monitoring devices required periodic charging by the user,
leading to a significant sample bias. The direct connection to
the electrical system on the e‐bike also presented an oppor-
tunity for improved monitoring. E‐bike electrical systems have
multiple components (primarily the battery, drive, and user
interface). These communicate via the Controller Area
Network (CAN) bus to enable the operation of the e‐bike.
Analysing CAN bus messages provides insights into electrical
drive output, pedal torque, battery status, and much more.

Figure 6 provides a system diagram for the e‐bike mobility
monitoring system.

① A single‐board computer (SBC) (Raspberry Pi Zero W)
was used, but with several enhancements to enable its
operation as a mobility monitoring device. A GPS was inte-
grated, communicating via Universal Asynchronous Receiver/
Transmitter with the SBC. This provided location informa-
tion and a real‐time clock. A CAN bus interface was
implemented, allowing SBC to monitor the internal com-
munications of the e‐bike. A power manager was developed
that allowed the SBC to harness power from the host e‐bike,
and an internal battery was fitted, which meant the device
could run diagnostics and upload data even after the e‐bike
was switched off.

Several communication technologies were implemented in
the tracker. Wi‐Fi was used for bulk data upload at the end of
journeys by logging into an access point, if one was available. ②
and ③ LoRaWAN was also implemented and used to transmit
periodic updates while mid journey, including the location and
battery status of the e‐bike.

④ When connected to Wi‐Fi, the monitoring device
securely uploads records (via an ssh tunnel) to an e‐bike
monitoring server set up to receive, process and visualise the
harvested data.

⑤ Uploaded log files were batch‐processed, and each
measurement was passed through the Kafka message broker
into a time‐series database (InfluxDB), all running on the same
machine. Other services and processing scripts subscribed to
this Kafka broker stream and performed any processing
necessary to interpret the data, such as decoding raw CAN
messages. Processed outputs were published back onto the
Kafka broker to allow them to be accessed by other services
and stored in the InfluxDB database. The server received data
sent over LoRaWAN through the TTN MQTT broker.

⑥ It is also published to the Kafka message broker and
processed similarly, ending up in the same InfluxDB instance.
A series of Grafana dashboards present the data, reading
directly from the InfluxDB database.

The mechanical interface was designed to be robust
enough to survive potentially thousands of hours strapped to
the front of a bicycle (Figure 7) but quick enough to install so
that it did not hinder the deployment. The modular architec-
ture of the system simplified its design and management. Each
system component interacted through a minimal number of
interfaces (for example, the processing scripts interacted
exclusively via the Kafka message broker and use a fixed JSON
structure). The GPS on board recorded a complete route trace
from start to finish. Security for the system was provided using
industry standards such as SSH. Simultaneously, the cost was
kept low by relying purely on open‐source software and free
communication technologies.

3.3.2 | Extracted data and its uses and value at
different scales

The e‐bike study generated a rich dataset, providing informa-
tion on many aspects of e‐bike usage, demonstrating how one
type of monitoring device (deployed on multiple bikes) can
provide data that is useful to each of the different levels

F I GURE 6 E‐bike mobility monitoring system diagram.
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discussed here (i.e. personal, built environment, district and
urban). These devices provided the e‐bike riders with a detailed
account of the exercise they had performed. The data helped
end users understand their fitness levels and provided insights
that could improve their cycling technique [99].

But generated data can be consumed in different ways at
different scales (see e.g. Figure 8). Therefore, it must be pro-
cessed and visualised differently depending on the target
audience. In addition, several different datasets can be amal-
gamated to increase the insight the monitoring system can
deliver. In the example of tracking the electronic bicycle shown
in Figure 9, GPS data and pedal torque were overlayed to
provide the user with detailed information about the effort
they put into their cycling at each moment of the ride.

With almost 3000 journeys recorded by the e‐bike moni-
toring system, the data also built a picture of the popularity of
different routes within the city of Bristol's road network
(Figure 10), showing which sections cyclists regularly avoid [99].
Such aggregated data can provide valuable insight to planners,
such as the e‐bike usage heatmap (Figure 10). However,
knowing a user's complete journey history could provide per-
sonal details such as home and work addresses, potential family
and friends' addresses etc. The researchers' sensitivity to ethical
and privacy issues led to consideration by design about how data
can be anonymised by obscuring the beginning and end of a
journey, or breaking the journey down into ‘links’ and only
presenting those widely used links. Eachmethod has advantages
and disadvantages, and a compromise must be reached to ensure
that the value of the data is maintained without sacrificing data
security when shared. Each potential application will have its
requirements and so will potentially require fresh consideration
and its own post‐processing to be done. Data from the e‐bike
case study has already been shared with the local authority to
help them understand which parts of the city would benefit the
most from improved cycling infrastructure.

Awareness of these different perspectives (cyclist, planner)
ensures that the innovator is able to understand the implica-
tions of data scales, the potential value of its analysis, and to

tailor the monitoring system and its outcomes to their different
needs. Such visibility of perspectives and stakeholder roles was
possible under the collaborative ethos that is pervasive
throughout this capability. In addition, the study provided a
physical, situated‐in‐the‐world testbed where observations
could be made about real journeys, and blue skies exploration
could safely take place. The Collaboratory brought together
people with different skillsets and backgrounds. For the e‐bike
intervention, it connected researchers with the skills to deploy
the appropriate sensors and e‐bike modifications. The data
collected provided information on how e‐bikes could improve
community nurses' activities to support old care homes. The
project was in partnership with the local hospital and council,
providing safe means of mobility during challenging times of a
global pandemic. It generated meaningful data on the use of
bikes by continuously measuring and providing quantitative
metrics combined with qualitative data from interviews and
questionnaires to determine the impact of e‐bikes on com-
munity nurses' activities.

The e‐bike study has already formed the basis for other
funding applications for further studies, focussing on topics
ranging from e‐cargo‐bike logistics to how e‐bike usage can
help prevent early mortality in over 55 s.

3.4 | An emerging role for urban
observatories?

The Urban Observatories aim to work with citizens, city
councils, and organisations to solve urban challenges. Data
collection often requires IoT infrastructure to collect, analyse
and visualise data. Infrastructure must be designed, imple-
mented, and deployed in the built environment or public spaces.
An entity such as a non‐profit organisation, university, industry
partner, private institution, government, or a collaboration be-
tween multiple organisations must take ownership of the design,
implementation, and deployment. Observatories as discussed
here are capabilities that help manage the complexity of sensing

F I GURE 7 E‐bike mobility monitoring system with the waterproof
cover removed. F I GURE 8 How data generated at the personal level can be interlinked

with information needs at different scales.
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initiatives. They support the design process, develop architec-
tures, platforms, and visualisations for the end user and deliver a
solution by assembling technology skills. Observatory testbeds
provide the ability to test at scale in the real world, outside of lab
or simulation, and understand the implications of deployment
and other hidden overheads such as value versus cost. For
example, the e‐bike monitoring device was prototyped in the lab
and later deployed in Bristol. The Collaboratory provided
hardware sensors and infrastructure for data storage, analysis
and visualisation, supporting activities that generate data useful
at different levels (from personal to urban).

An Observatory capability has the potential to overcome
stereotypical perceptions of academia being remote and only
observant of a situation [100] or not willing to ‘get their hands
dirty’. Observatories can enable the collection, storage, and

analysis of city‐related data and provide a focal point for re-
searchers, city officials, and other city stakeholders to under-
stand where additional sensing would benefit and appropriately
target activities. Cities can institutionalise infrastructures such
as urban observatories to facilitate data collection, storage, and
sharing with citizens, researchers, and innovators to solve city
challenges.

4 | CONCLUSION

In this paper, we contextualise urban sensing and the use of
resulting data for citymanagement, as well as explore its potential
for tackling urban challenges, value creation and its own chal-
lenges.We identified and categorised the types of urban data that
can be collected using readily available and accessible IoT de-
vices and examined how this information could be used in asset
management and city decision‐making, with consideration for its
caveats, including privacy, participation and value sharing.
Scaling from personal data collection (Table 1) through to city
data collection (Table 4), we have identified key generated
datasets, highlighted their potential use (e.g. for improving
existing or developing new services) and associated value. This
output systematises data collection in a transparent hierarchy
that can be useful for understanding interdependencies of the
related processes, as well as where economies of scale could be
built, depending on the priorities of different cities and regions.

We also discussed the emerging concept of Urban Ob-
servatories as developed by UN‐Habitat and interpreted/real-
ised in the context of UKCRIC, with Bristol's UO as a
particular example. We examined their potential role in
curating the various IoT data streams effectively and in a
trustworthy manner and used a mobility case study to

F I GURE 9 Personal‐level data showing a user's
cycling activity.

F I GURE 1 0 City level data showing how often different parts of the
city are visited by the monitored e‐bikes (June 2019).
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demonstrate how such entities could leverage data collection
hierarchies to contribute to the overall objective of supplying
quality data for city management.

Overall, we examined the role of citizen‐centred in-
terventions and their outcomes, such as datasets created by
urban sensing projects in the energy and mobility sectors, and
how such individually contributed data have the capacity to
generate value at scale. However, valuable data collection does
not come without challenges. As mentioned already, citizens'
concerns about the security and privacy of their data, trans-
parency of decision‐making, and fair sharing of value creation
are at the heart of these. We thus argue that, only by institu-
tionalising the collaboration between policy‐making, skills and
knowledge bodies, with the citizen as the pillar of the triad
innovation, enterprise, and investment, communities can be
better set for tackling their urban challenges.
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