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ABSTRACT

This research examines the technical feasibility of facades as cyber-physical systems, which can revolutionize
former hierarchical and closed automation concepts of mechatronics through their cooperation of decentral-
ized entities. While such systems are already employed in many application fields to increase the flexibility
and performance of automated processes, a transfer to the operation of automated adaptive facades has not
yet been investigated. In this study, a prototype is developed to systematically test the application of individ-
ual cyber-physical system criteria to facades. The prototype is organized in modules, each of which represents
one instance of the selected facade functions of solar shading, natural and mechanical ventilation, and heating
and cooling. The emphasis lies on development of a communication system that allows the functions to com-
municate and cooperate with each other. Evaluation of the prototype takes place in five independent case
studies, in which the potential of the cyber-physical implementation is demonstrated by a successful system-
internal cooperation. The study found that important aspects of cyber-physical systems, like their embedded
control, the integration of actuators and sensor networks, implementation of a communication system and

connection to a digital twin, are also feasible and promising in the facade domain.

1. Introduction

1.1. Background

Within the current, ongoing digitalisation a transition towards
ubiquitous computation and the comprehensive networking of our en-
vironment into an Internet of Things (IOT) takes place [1]. In this
context, cyber-physical systems (CPS) are significantly changing the
design concept of automated applications [2]. Due to very heteroge-
neous approaches in different fields of application, cyber-physical sys-
tems are not clearly defined, but described by possibly fulfilled crite-
ria [3]. In general, this includes that cyber-physical systems are based
on the close integration of physical devices with their digital control.
In contrast to former hierarchical and rule-based automation con-
cepts, CPSs are deeply embedded and decentrally organized [4,5].
This requires the system components to comprise an individual com-
puting capacity and to collaborate in real time on the basis of sensor
collected data. According to Lee [6], the networking of the compo-
nents is a core aspect in the transformation of embedded systems into
cyber-physical ones. Wang et al. [3] identify other important proper-
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ties of such systems, such as their autonomy without the need for con-
tinuous human observation, their cross-domain application, and their
vertical integration throughout different levels of the system hierar-
chy. CPSs operate in unpredictable environments. They must be reli-
able and robust in dealing with unexpected conditions [6].
Cyber-physical systems are already employed in many application
domains. Examples are autonomous transport systems, smart energy
supplies, and robotic surgery [4]. In the industry, the implementation
of such systems leads to a new development stage, the so-called fourth
industrial revolution, also known as Industry 4.0. In the related smart
factories, cooperating production facilities form intelligent technical
systems with regard to a common production goal [7]. The individual
production assets of these systems exchange information via a ma-
chine-to-machine (M2M) communication network described by Xu et
al. [8] and Verma et al. [9]. Their networking offers a great potential
for the flexibility within manufacturing processes as well as for pro-
ductivity. In the application case of intelligent technical systems, fur-
ther specific criteria of cyber-physical systems can be identified. These
include, for example, the interconnection to a digital twin described
by Negri et al. [10] and Kritzinger et al. [11], which enables both
monitoring and optimisation of production processes via digital simu-

E-mail addresses: J.Boke@tudelft.nl (J. Boke), U.Knaack@tudelft.nl (U. Knaack), marco.hemmerling@th-koeln.de (M. Hemmerling).

https://doi.org/10.1016/j.jobe.2020.101397

Received 30 November 2019; Received in revised form 30 March 2020; Accepted 1 April 2020

Available online 8 April 2020

2352-7102/© 2020 The Authors. Published by Elsevier Ltd. This is an open access article under the CC BY license (http://creativecommons.org/licenses/by/4.0/).


https://www.sciencedirect.com/science/journal/23527102
https://www.elsevier.com/locate/jobe
https://www.elsevier.com/locate/jobe
https://www.elsevier.com/locate/jobe
https://www.elsevier.com/locate/jobe
https://www.elsevier.com/locate/jobe
https://www.elsevier.com/locate/jobe
https://www.elsevier.com/locate/jobe
https://www.elsevier.com/locate/jobe
https://www.elsevier.com/locate/jobe
https://www.elsevier.com/locate/jobe
https://www.elsevier.com/locate/jobe
https://www.elsevier.com/locate/jobe
https://www.elsevier.com/locate/jobe
https://www.elsevier.com/locate/jobe
https://www.elsevier.com/locate/jobe
https://www.elsevier.com/locate/jobe
https://www.elsevier.com/locate/jobe
https://www.elsevier.com/locate/jobe
https://www.elsevier.com/locate/jobe
https://www.elsevier.com/locate/jobe
https://www.elsevier.com/locate/jobe
https://www.elsevier.com/locate/jobe
https://www.elsevier.com/locate/jobe
https://www.elsevier.com/locate/jobe
https://www.elsevier.com/locate/jobe
https://www.elsevier.com/locate/jobe
https://www.elsevier.com/locate/jobe
https://www.elsevier.com/locate/jobe
https://www.elsevier.com/locate/jobe
https://www.elsevier.com/locate/jobe
https://www.elsevier.com/locate/jobe
https://www.elsevier.com/locate/jobe
https://www.elsevier.com/locate/jobe
https://www.elsevier.com/locate/jobe
https://www.elsevier.com/locate/jobe
mailto:J.Boke@tudelft.nl
mailto:U.Knaack@tudelft.nl
mailto:marco.hemmerling@th-koeln.de
https://doi.org/10.1016/j.jobe.2020.101397
https://doi.org/10.1016/j.jobe.2020.101397
https://doi.org/10.1016/j.jobe.2020.101397
http://crossmark.crossref.org/dialog/?doi=10.1016/j.jobe.2020.101397&domain=pdf
http://creativecommons.org/licenses/by/4.0/

J. Boke et al.

lations. The development of cyber-physical systems is still in the be-
ginning stage in the industry, as well. However, methods and refer-
ence models for the design of CPSs already exist in this domain, like
the level architectures introduced by Lee et al. [12] and Herwan et al.
[13].

Facades have a decisive influence on a building's overall perfor-
mance. In view of desired energy savings and the high expectations
towards interior comfort, they must provide the highest efficiency
possible. Facades constitute technical systems of different components
and material layers. In the interaction of the components they fulfil a
multitude of different functions, listed by Klein [14]. Similar to the
above described cyber-physical systems, facades operate in dynamic
environments with unpredictable constellations of different environ-
mental boundary conditions and interior comfort requirements. Adap-
tive solutions aim to actively compensate these dynamics by adjusting
flexible parts of their construction. In this context, Moloney [15] and
Loonen et al. [16] call for holistic concepts against individual adap-
tive elements. The implementation of such holistic systems requires
the coordination of the individual measures. With regard to possible
contradictions in the fulfilment of opposing facade functions, informa-
tion-based negotiations and correspondingly coordinated adaptations
are required.

According to Boke et al. [17], instead of using smart materials as
described by Drossel et al. [18] and Ritter [19], facade adaptations
are mainly carried out by the use of automation technologies. Espe-
cially in buildings with high proportions of glazing, automation can
contribute to the building performance. Many facade projects there-
fore comprise automation technologies as part of the overreaching
Building Automation System (BAS). In building practice, there are
various technology platforms on which BAS's are implemented, in-
cluding KNX, LonWorks, BacNet, ZigBee or Z-Wave [20]. Contrary to
cyber-physical systems, automation concepts existing today in the
building sector are primarily based on centralized controls with pre-
defined rules and a hierarchical structure according to the automation
pyramid presented by Merz et al. [21]. However, with generally avail-
able processing systems as well as with installed sensors and actua-
tors, recent facades already encompass the main features of mecha-
tronic systems.

This provides comparable conditions for the implementation of cy-
ber-physical systems in the field of facade applications to those in the
industry. Boke et al. [22] consider this possibility of cyber-physical
facade systems, in which adaptive facade functions are decentrally
controlled due to individually embedded computing capacities. They
identify a range of active facade functions that can be considered as
entities of such a system. Similar to the networked production facili-
ties, as described above, the different automated facade functions
could cooperate with each other and thus contribute by flexible and
coordinated adaptations to the performance of the facade as an over-
all system.

1.2. Problem statement

Cyber-physical systems become applied in many application fields,
such as in the production facilities of Industry 4.0. However, the
structure and technical feasibility of the facade as a cyber-physical
system has not yet been examined. There is a lack of knowledge about
whether the implementation of the facade as a cyber-physical system
is possible and how such a system can be designed in principle. Since
many building envelopes are already equipped with extensive au-
tomation technology, this study is based on the hypothesis that
facades can be technically implemented as cyber-physical systems. It
is assumed that essential features such as an embedded and decentral
controlled organisation of the facade components as well as the wire-
less communication between automated entities can also be realised
in the facade.
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1.3 Objectives

The aim of this study is to examine the structure and technical fea-
sibility of a cyber-physical facade system. In this first approach, a pos-
sible architecture of such a facade system will therefore be developed
by the means of a prototype, to which essential characteristics of cy-
ber-physical systems are applied. Considered characteristics include
the embedding of controls in individual facade functions as formu-
lated by Wolf [23], and their decentralized organisation. The func-
tions are also equipped with relevant sensors and actuators and en-
abled to perform real-time adaptations on the basis of gathered infor-
mation. A focus of the investigation is on the communication and co-
operation of the automated facade functions. One main objective is
therefore the visualisation of possible networked adaptation processes
in the interaction of a cyber-physical overall system. Corresponding to
the example of cyber-physical systems in Industry 4.0, a digital twin
will be developed. Connected to the communication of the facade, it
is intended to monitor all adaptation processes.

1.4 Research question

The study is subject to the research question: Can facades be im-
plemented as cyber-physical systems?

The main question is answered by the investigation of imple-
mentable characteristics of cyber-physical systems in the following
sub-questions:

e Can automated adaptive facade functions be decentrally organized

in an overall system architecture?

Is it possible to embed all facade functions with independent

controls and feedback loops?

Can sensors and actuators be integrated into the functions?

Can individual facade functions be enabled to communicate and

thus cooperate with each other?

Are the facade functions able to adapt in real-time?

o Is it possible to develop a digital twin to which the physical facade
system is connected?

2. Methodology
2.1. General concept

The investigation is based on the experimental development of a
modular prototype according to Fig. 1. The prototype consists of indi-
vidual frame elements that are mounted together to form a complete
system. The modularity illustrates the decentralized organisation of
the system, in which each module represents one instance of an auto-
mated adaptive facade function. The selection of facade functions is
based on the findings by Boke et al. [17]. In their study, office build-
ings in Germany were examined with regard to the automated and
adaptive implementation of the facade. In construction practice, there
are performance-relevant facade functions that are frequently and
comprehensively implemented in an automated manner. Boke et al.
[17] identify the sun-related functions solar shading, glare protection,
daylight control and light deflection, as well as ventilation, and the
support functions heating and cooling. Since these facade-
implemented functions are often jointly automated, testing their net-
workability in a prototype is particularly promising. Against this back-
ground, the three functions sun protection, ventilation and heating
and cooling are selected for consideration in the prototype, whereby
ventilation is implemented as both natural and mechanical ventila-
tion. The prototype is developed following the concept of ontology as
described by Gruber [24], which is not about the specific implementa-
tion of automated facade functions, but rather about their exemplary
attributes and correlations. Although the prototype depicts the facade
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{Router & Server)

Mechanical
ventilation

Reversible sensor-
and display panel
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cable guides
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for mounting

Heating & cooling .~~~

Natural ventilation

Fig. 1. Concept scheme based on a 3D model of the cyber-physical facade pro-
totype in Rhinoceros 6.

in an abstracted manner and does not represent a 1:1 translation, the
arrangement of the modules is based on the layout of real facade con-
structions. In the lower area, one natural ventilation module and two
instances of the facade function heating and cooling are located. The
facade function sun protection is realised six times in the middle sec-
tion. At the top level, two modules illustrate mechanical and natural
ventilation. Care was taken during the selection and composition of
the facade functions to ensure that the prototype could represent ver-
satile relationships of different scenarios. The orientation of the proto-
type becomes clear by the one-sided cover element of the modules.
The covered side is oriented toward the outside of the facade, while
the inside of the building is represented by the opposite, open side.

2.2. Representation of the automated adaptive fagade functions

The functions and their adaptation processes are visualised by
means of different reactive components, which are oriented to the
products used in construction practice. For the visual evaluation of
the prototype, the selection of the components depends on the visibil-
ity of their states, and not on their actual physical performance. The
automation of the prototype is realised on the Arduino platform,
which is versatile in terms of the number of available components,
sensors, actuators and libraries and which is, at the same time, easily
accessible. Each instance of a fagade function is equipped with an in-
put, processing and output system as formulated by Moloney [15].

The input system is based on different sensors that are exemplarily
assigned to the modules according to the information requirements of
the respective facade function. They provide the system with informa-
tion about the external and internal environmental boundary condi-
tions. Light, gas, temperature, humidity and acoustic sensors are used.
The equipment is able to demonstrate a principle operation of the in-
telligent technical facade system and may be supplemented or modi-
fied. For this purpose, not necessarily all sensor data built into the
system is used in the feedback loops in order to maintain the propor-
tion between programming effort and significance of the investiga-
tion. For the data collection, a distinction is made between sensors
oriented toward the outside, as shown in Fig. 2, and those oriented to-
ward the inside. Each module is embedded according to the integra-
tion of an associated NodeMCU V2 Amica micro controller as shown

Journal of Building Engineering 31 (2020) 101397

Fig. 2. The front of the prototype with visible sensors, LCD displays and LEDs.

in Fig. 3. They process the data collected by the sensors and transfer it
into a reaction of the actuators. The micro controllers also establish
the wireless networking of the modules as a core aspect of the proto-
type. They are responsible for sharing the functions-acquired sensor
data and actual status with the communication system and, in return,
also process the data received from it. The NodeMCU micro controller
was therefore chosen because of its integrated ESP8266 ESP12- E Wi-
Fi module. The output systems of the functions include the actuators,
which carry out the physical adaptation mechanism, and components
for the visual representation of information. 12C LCD displays show
the most relevant data of each module and help to evaluate the proto-
type by enabling the comparison with the data collected in the cloud.
LEDs visualize the communication of the modules by flashing a RX-
LED in case of received messages and a TX-LED in case of sent mes-
sages.

Fig. 4 shows the detailed layout of the system with all introduced
components. As all modules provide the same processing system based
on the NodeMcu microcontroller, the following breakdown of the spe-
cific functions configuration only focuses on physical devices, sensors
and actuators:

The sun shading is implemented by ready-to-use venetian blinds
that are equipped with 28BYJ-48 stepper motors to carry out the pos-
sible up and down movement. Also, SG90 micro-servo motors are in-
tegrated into the mechanism of the blinds to enable the automated
opening by rotation of the blinds. As the functions input system, a
photo resistor measures the incident light on the outside of the facade.
The planned use of a 2nd light sensor installed on the inside of the

Fig. 3. Close-up of the NodeMCU V2 Amica micro controller installed on a
circuit board.
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Fig. 4. Technical equipment of the prototype.

modules was omitted during the development process due to limited
microcontroller connections.

Most sensors are installed in the natural ventilation modules. Tem-
perature, humidity and air quality are measured both inside and out-
side. A noise sensor is installed on the outside, as well. The function
itself is represented by movable ventilation flaps. They are equipped
with a gear mechanism driven by a MG996R servo motor to automati-
cally open and close the flaps. In mechanical ventilation, sensor data

on temperature, humidity and air quality are collected. Four 120 mm
computer fans are used as actuators. In addition to both possible
states “on” or “off”, they express the load of the ventilation system by
adjustable fan speeds.

A temperature sensor measures the interior temperature in the
heating and cooling modules. The function is demonstrated by RGB-
LED lighting, which reflects the status of the convectors by red light-
ing for heating and blue lighting for cooling. Intensities are repre-
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sented by the brightness and saturation of the illumination in the re-
spective state.

2.3. Modular and demountable design

Besides robustness and adaptivity, Kaelbling [25] defines modular-
ity as an important aspect of intelligent reactive systems, which, in his
estimation, should consist of small, understandable parts. In practice,
static structures, moving components and high-tech electronics are
subject to very different life cycles. Against this background, the mod-
ular structure of the prototype is continued down to the individual
parts of the implemented facade functions. The load-bearing structure,
here the frames, are firmly fixed. All mechanically movable, kinetic
components are reversibly mounted. The same applies to sensors, ac-
tuators, microcontrollers and other electronic components. They can
be removed and replaced at any time via plug-in, screw and clamp
connections.

2.4. Power supply

The modules are supplied with electricity by a central 5 V/20 A
power supply unit. Grouped according to their function, the modules
can be switched on and off by toggles. Due to their central role in the
overall system and their requirements for a uniform electricity flow,
the router and the Raspberry Pi 3b + server are connected separately.
The computer fans of the mechanical ventilation function require a
higher voltage and are therefore also supplied by a separate 12 V
adapter. The microcontroller of the function is connected to this
power supply via a step-down module.

Fowscoeoaanoaon ()

Facade function 1
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2.5. Implementation of the communication system

Cyber-physical systems are based on the cooperation of decentral-
ized and networked system components. As the investigation focuses
on this possible communication and cooperation of individual facade
functions, the integration of a communication system for the ex-
change of information between the units is of central importance. A
connection to the Internet is possible, but not mandatory for an inter-
nal system communication [3]. In this study, a connection to the
global Internet is neglected and wireless communication only takes
place within the developed system.

Topologies describe the organisational structure of a network. De-
pending on the composition of the individual components, a distinc-
tion is made, for example, between point-to-point, tree, or mesh
topologies. In the industrial networking of production plants de-
scribed in the introduction, as well as in building automation, mesh
topologies are preferred today due to their higher reliability. In
awareness that such more flexible and robust organisational forms are
possible, a choice was made for the use of the star topology illustrated
in Fig. 5. It is easier to implement and still basically demonstrates the
communication capabilities of automated facade functions. A router is
firmly integrated into the system and establishes an independent wire-
less local area network (WLAN) based on the IEEE 802.11 standard.
The facade modules communicate in this network using the Message
Queuing Telemetry Transport (MQTT) protocol.

MQTT is a lightweight messaging protocol for machine-to-machine
(M2M) communication and is used in many Internet of Things appli-
cations. The protocol was chosen because of the publish-subscribe
strategy with possible one-to-one and one-to-many connections. An-
other reason for using MQTT was the performance regarding trans-
mission times, which is twice as fast compared to other protocols
[27]. Three quality of service (QOS) levels are possible. Due to the

Fagade function 2

Broker (Mosquitto)

2\
Rout
L outer .))) J

Wireless Local Area Network
(WLAN)

Fagade function {...)

-

L

Fagade function 3

Facade function 4

Fig. 5. Organisation of the MQTT communication system derived from Joncas [26].
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balance between reliability and performance in data exchange, QOS
Level 1 was selected for most messages within the prototype. This en-
sures the delivery of a message at least once and confirms its receipt
by a Puback-reply from the subscriber [28].

The broker forwards all messages sent by the system. It is realised
as an open-source Mosquitto server installed on a Raspberry Pi 3b+,
mounted in the prototype next to the router. The broker plays an im-
portant role for the system, as all messages are passed through it and
the communication collapses in the event of a failure. In this case, the
system is programmed in such a way that the individual facade func-
tions fall back on their feedback loops described in section 2.5 [29].

The communication between the facade functions is organized in
topics. Each function can subscribe to topics and share information
within them. The topics are structured hierarchically on three levels.
The first level defines the information's affiliation with a classification
into sensor, actuator, and status or target value. The second level con-
tains the identity of the addressed facade function. On the third level,
a specification is used to uniquely assign a component or value. The
topic for the control of the fans in the mechanical ventilation function
is, for instance: actuator/mVent01/fanControl. The communication in
form of published and received messages is indicated by flashing of
the installed respective LEDs.

2.6. Control logic

As visible in Fig. 6, the control of the prototype is organized in
two levels. The programming uploaded to the microcontrollers repre-
sents the lower control level as formulated by Dumitrescu et al. [7]. It
incorporates a local and independent feedback loop on which the in-
stances of a facade functions operate. On the higher control level, the
prototype is managed as an overall structure and connections between
the modules are established. This is achieved by negotiating sent data
in the private cloud of the system. The following section describes
how the feedback loops of the different functions work and how they
are interconnected on the higher control level.

Journal of Building Engineering 31 (2020) 101397

2.6.1. Lower control level

The flaps of the natural ventilation can be in the positions open,
closed and half-open. In the feedback loop, only the states open and
closed are used. If the interior temperature or the CO2 level exceed a
predefined and changeable global threshold value, the ventilation
flaps open by actuating the servo motor. The control system also in-
corporates data from the noise sensor, which prevents the flaps from
opening in the event of a measured noise load. The mechanical venti-
lation is based on the sensor data of the interior temperature. As with
the natural ventilation, the measured value is compared with a target
value. If this is exceeded, the mechanical ventilation is activated by a
relay. The difference between both values is converted to the fan
speed with a defined upper limit. The set speed demonstrates the in-
tensity of ventilation.

The heating and cooling function also works by comparing the
measured internal temperature with a desired temperature. If the tem-
perature is too high, cooling of the convectors, shown in blue, is initi-
ated. In the opposite case, the heating mode, visualised in red, is
started. The intensity of the illumination increases by adjusting the
saturation and brightness of the LEDs proportional to the deviation of
the measured temperature to the target.

The measuring range of the installed light sensor is divided into
three levels for controlling the sun shading: The upper range is used
to detect direct sunlight to which the system reacts by lowering and
closing the blinds. The middle range indicates indirect daylight, in
which the blind moves down and remains open. The lower range
marks the barrier to darkness. In this case, the blind raises if it is not
already in the up position. In addition, the three upper modules of the
sun protection function are equipped with distance sensors that detect
the presence of a possible user. In case of the closed state of the blind,
opening is initiated as a reaction to a user's presence. In order to
avoid continuous adjustments, a scheduled blocking of the function
after triggering is integrated.

2.6.2. Higher control level

On the higher control level, the exchange of information and the
interaction between the feedback loops of the individual fagade func-
tions takes place. The behaviour of the system results from the defini-

Cloud-based control on
the higher control level

Information processing

Human-machine interface
---------------------------------------- User

Networked / N
system / Y
| Communication |
_________ J\ system !
------- | /

i Communication

Digital twin

Communication !

i system system

Feedack loop on the :

lower control level :
Power supply —— Actuators Subsystem Sensors  feeeen Environment

Basic system

|

Information

Energy

Fig. 6. Structure of the control strategy derived from Dumitrescu et al. [7].
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tion of interrelationships, determining which information is to be ex-
changed between certain facade functions. In the development of the
prototype, Node-RED is used for this orchestration of the system. It is
a browser based visual programming tool in which dependencies be-
tween the systems components can be mapped in the form of flow-
charts. A flow consists of individual functions that are represented
graphically as nodes. The nodes can receive data, process it and for-
ward the processed data. The stream of information is established by
connecting lines between the nodes. All sensor data collected by the
different facade functions are sent via the communication protocol
and can be used for cross-functional calculations in Node-RED. In the
event of carried out adaptations, each function also shares its current
configuration state. The control of the prototype is organized in paral-
lel flows. One flow links received information with the user interface,
another flow stores all data in a log file and another one defines de-
pendencies between the facade functions. The program can be used
not only to process information from the system, but also to generate
new information. This enables the definition of new values such as the
globally defined target temperature.

For the prototype, first exemplary dependencies are defined with
regard to the evaluation in section 3. Fig. 7 shows the flow for the im-
plementation of joint decisions of the six sun shading modules docu-
mented in test 5. All actuator states are received via the MQTT theme
“actuator” with the assigned wildcard "#". A delay prevents an imme-
diate resetting of a currently set deviation. The actual adjustment be-
tween the function states is defined as an independent function in the
Java programming language. A key is used to filter out the status in-
formation of the sunshade modules from the remaining system data.
They are compared with each other and, in the event of a different
state, overwritten with the configuration of the other modules. As
shown in Fig. 7 on the right, all sun protection modules are entered as
recipients of the overwriting.

2.7. User interaction

Users with the appropriate permissions have access to the control
system via WLAN-capable terminal devices. They can monitor and
overwrite the automatic system with individual settings. This is both
possible via an MQTT-enabled app as well as over the Internet
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browser by accessing the Node-RED dashboard. The dashboard can be
found under the server IP address with the addition “/ui”. In the pro-
totype, the pre-defined setting options include specifications such as
the target temperature of the interior and the direct control of the dif-
ferent automated functions.

2.8. Digital twin

A digital twin generally means the virtual representation of a
physical system. It enables the monitoring, real-time optimisations,
decision-making and predictive maintenance of the system [10]. In
the industry, first software solutions exist for creating digital twins.
However, such software for the application of cyber-physical systems
on facades does not yet exist. In this study a digital twin is pro-
grammed in the development environment “Processing” to monitor
the adaptation and communication processes of the prototype. Pro-
cessing is a Java-based programming language and was developed for
screen-based content. The digital twin communicates with the facade
functions via the MQTT protocol as client of the network system. It
subscribes to the topics of sensor data and actuator states and illus-
trates the three-dimensional prototype geometry with the processes of
coordinated adaptations in real time. It operates on a computer con-
nected to the prototype system. The geometry is loaded into the pro-
gram as a 3D model in object format (.obj). The motion capabilities
are generated by programming according to the physical components
of the prototype. In addition to the three-dimensional representation,
the recorded sensor data and the states of the individual components
are also represented in text form in the digital twin for process moni-
toring.

2.9. Evaluation

The successfully implemented characteristics of a cyber-physical
system as formulated in the research questions in section 1.4 is re-
flected by the demonstrable capabilities of the prototype. The proto-
type result and the communication of its facade functions are there-
fore evaluated qualitatively and visually in five different functional
tests. The tests were strategically selected to verify individual fea-
tures. With regard to sub-questions 1-3, the first test evaluates the ba-

actuator/# (JJ—({J delay 225
@ Connected - ; @ Connected
e a8
- 1 |
Ve N actuator/sShade02/blindLift ‘
var status = global.get('TS_STATUS'); 1 B Connected
1
var counter = 0; ! actuator/sShade03/blindLift
var threshold = 1; l, k. Connected
for(var key in status.actuator) { : r/sSh 4/blindLi
iftyAsShade test(key)) : actuator/sShade04/blindLift
counter += parselnt(status.actuator[key].blindLift, 10); | @ connected
} 8
} " actuator/sShade05/blindLift 7
1 . Connected
if {counter > 0 && counter <= threshold) { I Py
// setall to 0 i actuator/sShade06/blindLift 7
msg.payload = 0; ! ; @ Connected
return msg; I
} else if (counter < 6 && counter >= 6 - threshold) { !
/setallto 1 |
msg.payload = 1; !
return msg; !
}
. vy

Fig. 7. Example flow comparing all solar shading adaptations to perform joint decisions.
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sic operability of the modules and the communication system. As ex-
amples of possible cooperation, the subsequent tests demonstrate the
potential of an internal facade communication, addressed in sub-
question 4. This includes the coupling of different facade functions
adaptations in tests 2 and 3, the cross-functional use of sensor data in
test 4 and the possibility of joint decisions investigated in test 5,
which lead to an overwriting of individual feedback loops as a result
of a comparison at the higher control level. All tests reflect the real-
time adaptation of the modules addressed in sub-question 5, while
tests 1 and 3 also consider the connection to a digital twin formulated
in the last sub-question.

Table 1 shows the log of the tests performed. The first test is per-
formed and documented only once as a general operational test. All
other tests are performed at least three times to eliminate random
phenomena and to ensure the robustness of the adaptation processes
investigated. The tests are documented in a video file, which is also
referenced in Table 1. In the videos, the iterations of the respective
examination are introduced by the corresponding number. The digital
twin runs parallel to the physical prototype during the entire evalua-
tion. Due to different focal points in the individual tests, it is only part
of the video documentation of tests 1 and 3.

3. Results

The prototype was successfully realised, as shown in (videol and)
Figs. 8-10. As soon as it is connected to a power supply, the router
sets up a WLAN network in which both the Raspberry Pi as server and
the individual modules as clients dial in. An auto-start function
launches the server on the Raspberry Pi and enables the node-based
control as well as the Node-RED dashboard as user interface. The dif-
ferent tests of this investigation are carried out in this operating state.
The following sections describe the performed tests and their results.

Supplementary video related to this article can be found at
https://doi.org/10.1016/j.jobe.2020.101397

3.1. Test 1 - Reaction of the system to a changing global variable

In the first test, the basic functionality of the communication sys-
tem and the feedback loops of the facade functions are demonstrated.
For this purpose, the target temperature is changed in the system's
user interface. The functions of natural and mechanical ventilation as
well as heating and cooling are subscribers of this information. The
documentation as illustrated in (video2) Fig. 11 shows the physical
prototype on the left, the user interface as a screenshot on the top
right and the digital twin on the bottom right. The individual func-
tions react to the received information by real-time adaptations based
on their individual feedback loops. They confirm their successful
adaptation by sending the new configuration state. The digital twin
receives both the sensor data sent by the functions and the status in-

Table 1
Protocol of the performed tests.
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formation of the individual modules. It maps adaptations synchro-
nously to the physical structure in text-based form and as a three-
dimensional model. As result for the research questions in section 1.4,
the test verifies the successful integration of sensors and actuators in
the automated facade modules and their possible adaptations in real-
time. The operational test also demonstrates the possible connection
to a digital twin as formulated in sub-question 4.

Supplementary video related to this article can be found at
https://doi.org/10.1016/j.jobe.2020.101397

3.2. Test 2 - Communication between fagade functions

In the second test, the functions natural ventilation (nVent01) and
mechanical ventilation (mVent01) are used to investigate the commu-
nication system with regard to networked adaptation processes. The
sensors of function nVentOl detects possible noise pollution in the
outdoor environment of the building. In order to avoid continuous ad-
justments due to individual impulses and incorrect measurements, the
feedback loop has a time delay and only reacts to multiple measure-
ments of the sensor. In response to detected noise, the natural ventila-
tion flaps close. The module shares this new configuration state with
the system and triggers the activation of mechanical ventilation.
Keeping a programmed time delay, the flaps open as soon as the noise
pollution has subsided. The communication system now initiates the
deactivation of the mechanical ventilation. The mechanism is demon-
strated in the test by a sound file played from a smartphone as illus-
trated in (video3) Fig. 12. The test confirms real-time adaptations of
the system formulated in sub-questions 4 and 5, including communi-
cation between the modules.

Supplementary video related to this article can be found at
https://doi.org/10.1016/j.jobe.2020.101397

3.3. Test 3 - Combined actions

According to the principle formulated in section 3.2, more com-
plex coordination between the facade functions is possible, as well.
The test demonstrates a possible interaction between natural ventila-
tion, mechanical ventilation and the heating and cooling system. The
starting point for this test is a conceptual scenario in which the energy
consumption for HVAC is to be saved when natural ventilation is
open. The state of both natural ventilation systems is recorded on the
cloud-based control level. As soon as one of the modules is open, this
state leads to a deactivation of the mechanical ventilation and the
convectors. Only after the ventilation flaps have been closed both
functions are enabled via the communication system and fall back
into their automated feedback loop (Video4). Fig. 13 represents an ex-
cerpt of the video documentation, showing the physical prototype on
the left and the digital twin on the right. The test underlines the possi-

Test Description Test execution 1 Test execution 2 Test execution 3 Related video
#
Physical Digital ~ Physical Digital ~ Physical Digital
model twin model twin model twin
Test Reaction of the system to a changing v v X X X X Documentationl_ Reaction of the system to a changing
1 global variable global variable.mpeg
Test Communication between facade v X v X v X Documentation2_ Communication between fagade
2 functions functions.mpeg
Test Combined actions v v v v v v Documentation3_ Combined actions
3 .mpeg
Test Shared sensor information v X v X v X Documentation4_ Shared sensor information.mpeg
4
Test Collaborative decisions v X v X v X Documentation5_ Collaborative decisions.mpeg
5
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Fig. 8. Front view of the realised prototype.

Figure 9. (Videol) Back side of the prototype with visible technical compo-
nents.

Fig. 10. Detail of the integrated router on the left and the Raspberry Pi server
on the right.

ble connection to a digital twin, which reflects the configuration and
adaptations of the physical system.

Supplementary video related to this article can be found at
https://doi.org/10.1016/j.jobe.2020.101397
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3.4. Test 4 - Shared sensor information

The fourth test demonstrates the possible cross-functional ex-
change of sensor information. In the example examined here, the sun
protection is in a closed and lowered state as a reaction to direct sun-
light. As soon as the upper sun protection module sShade02 detects a
user via the integrated distance sensor as shown in (video5) Fig. 14, it
opens the view to the outside by rotating the sun protection slats. The
sShade05 sun protection component located below does not have an
integrated distance sensor but receives the sensor information from
the sShade02 module and also reacts by opening the slats. As soon as
a user is no longer recognised, the upper module also shares this in-
formation and both functions return to their original configuration.
The shown exchange of sensor data represents a possible form of co-
operation between the modules as formulated in the fourth research
question.

Supplementary video related to this article can be found at
https://doi.org/10.1016/j.jobe.2020.101397

3.5. Test 5 - Collaborative decisions

The communication between the individual modules enables joint
decisions with regard to the fourth research question regarding a pos-
sible cooperation, as well. As an exemplary scenario, the total of six
sun protection modules are exposed to direct sunlight. Covering the
light sensor of one module as shown in (video6) Fig. 15 causes a devi-
ation. On the cloud-based control level, the states of all sun protection
modules are compared, and the deviation is detected. Contrary to its
own sensor information that there is no need for sun shading, the
module takes over the reaction of the majority in the system and
closes the blinds. As can also be seen in the video, this occurs after a
deliberately integrated waiting time, which prevents the blinds from
continuously moving back and forth. As a result, the test shows the
possible coordination between adaptations of different functions on
the superordinate control level as another form of their interaction.

Supplementary video related to this article can be found at
https://doi.org/10.1016/j.jobe.2020.101397

4. Discussion

In view of the demonstrated cooperation in the five conducted
tests, the implementation of the prototype can be regarded as success-
ful. However, it becomes clear that this is only a first approximation
to the implementation of facades as cyber-physical systems. The inves-
tigation does not yet cover the technically correct facade structure,
nor the constructive integration of required hardware into facade
components and products. Other system architectures and network
topologies are conceivable, and the prototype does not provide any
measured information about the actual performance of a facade im-
plemented as cyber-physical system.

Nevertheless, the prototype illustrates promising possibilities for
the operation of automated-adaptive facades that result from a cyber-
physical implementation. This includes the comprehensive collection
of sensor data and their exchange and negotiation in the overall sys-
tem. In addition to an increased reliability and measuring accuracy
through redundantly integrated sensor technology emerges a detailed
picture of the buildings environmental conditions prevailing in the ex-
terior and interior as the basis for negotiated decisions of the system.
According to the role model of industrial production as described in
the introduction, a high flexibility becomes clear, which arises from
the organisation of independently operating and communicating
facade modules as agents of the system. They pursue individual inter-
ests that can be negotiated with each other via the higher level of con-
trol and can also be overwritten. The verified connection to a digital
twin, which illustrates the close integration of the physical and cyber
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Figure 12. (Video3) The ventilation flaps close due to noise pollution and me-
chanical ventilation is activated.

Figure 13. (Video4) Combined adaptations.

levels and monitors the adjustment processes carried out, is also em-
phasized in this context. In line with the digital twins used in the in-
dustry, a future optimisation of the system via digital simulation of
physical processes is also conceivable.

The distinction in the arrangement of inside and outside sensors in
this study is to be understood as symbolic. Since the examination of
the functionality is carried out in an indoor environment, identical
conditions are measured by all sensors. The consideration of different
measured data of the exterior and interior, which was established in
the prototype, is therefore deliberately neglected in the tests of this
study. Additionally, not all sensors installed in the prototype provide
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Figure 14. (Video5) Shared sensor information.

&
o
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Figure 15. (Video6) Joint decisions between the modules.

plausible data. This is partly due to the use of low-cost components
and partly due to missing calibration, as in the example of the MQ2
and MQ135 gas sensors used. Since the focus of this work is on the
fundamental functioning of the overall system, the reasonability of in-
dividual sensor data has not been further investigated.

The wired power supply used in the prototype raises the question
of whether wireless communication in the facade is even desirable. In
contrast to cyber-physical mobile systems such as moving robots or
autonomous vehicles, the building and the arrangement of compo-
nents are static. It is therefore also conceivable to network the compo-
nents by cable, which is, according to Yang and Chen [30], generally
less susceptible to faults. Wireless communication, on the other hand,
is more flexible and promotes the scalability of the cyber-physical sys-
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tem as described by Hu et al. [31]. A potential is therefore seen in the
interchangeability and expandability of the facade modules in the
concept of a plug-play system described in the multi-functional plug
and play facade project [32]. The greatest possible flexibility in the
configuration of the physical system could then be achieved with a
self-sufficient, module-integrated power supply, for example via pho-
tovoltaics.

5. Conclusion

After the evaluation, the research questions of the study can be an-
swered as follows: With respect to the main question, important crite-
ria of a cyber-physical system have been successfully implemented in
the development of the facade prototype. The result shows only one
possible structure of a cyber-physical facade, from which however rel-
evant aspects can be derived. Because of the close integration of both
domains, the first sub-question regarding the organisation of the sys-
tem needs to be answered on the physical as well as on the cyber
level. On the physical level, in particular the combination of durable
building materials and high-tech electronic components requires a
correspondingly modular and reversible design of the facade system
as described in section 2.3. On the cyber level, the key to decentrally
organized facade functions lies in the separation of their local and
cloud-based control, as well as in the implementation of a communi-
cation system on the basis of which the individual functions can coop-
erate. As answers to sub-questions 2 and 3, the embedding of the
facade functions is possible due a module-integrated micro controller,
as is the respective installation of sensors and actuators. The commu-
nication between the modules was successfully implemented as an an-
swer to sub-question 4 with the Machine-2-Machine communication
protocol MQTT, which transports all relevant information as topic-
related messages. With respect to research question 5, all carried out
tests show that the facade functions can adapt locally in real time to
changing sensor information. However, a delay in the range of mil-
liseconds was observed during communication between the modules.
The implementation of a digital twin as formulated in the fifth re-
search question is possible and was implemented in the investigation
due to missing software solutions, by means of a self-written program
in the processing programming environment.

6. Future research

The study shows the general potential in the implementation of
facades as cyber-physical systems and provides a first concept for the
design. On the way to an actual applicability in building practice,
however, there are still many future research tasks: These include the
transformation described in the discussion into a real facade construc-
tion using appropriate building materials, products and automation
technologies. In addition, project-specific relationships between the
cyber-physical facade functions must be taken into account and inte-
grated into the control concept. The superposition matrix by Boke
[22] is identified here as a possible tool for the development of corre-
sponding goal-oriented automation concepts. Furthermore, an ener-
getic investigation of the actual performance of such a system is still
pending.

During the development of the system it was noticed that there are
no planning tools for the conception of adaptation strategies or cyber-
physical building constructions. In addition to the physical compo-
nents of the construction, these should also be able to map changeable
configuration states, the communication and the behaviour of the sys-
tem. The development of new software solutions or the connection to
existing tools such as Grasshopper 3D or Revit-Dynamo seems to make
sense to map automation decisions early in the planning phase and to
close the gap to architects and designers. Software solutions for the
implementation of digital twins exist in Industry 4.0, but have not yet
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been transferred to the construction sector. A further demand for re-
search therefore lies in the realisation of building-related digital
twins.

The presented prototype operates on a local wireless network. The
connection to Internet-based services promises additional possibilities,
for example through access to weather forecasts or any other relevant
and available data. In this context security is an important topic [33].
The digital networking in the facade and its possible connection to the
Internet represents a potential security risk against cyber-attacks.
Granzer et al. [34] Further investigations are needed here, aiming at
the protection of the facade system. In the network topology of the
prototype, also the broker is regarded as a weak point. The entire
communication runs through it. If the broker fails, the communication
breaks down and the functions fall back on their internal feedback
loops. In future investigations of the facade as a CPS, a decentralized
structure of the communication also is desirable. The implementation
as a mesh network described by Yu et al. [35] or the proposal of dis-
tributed brokers by Kawaguchi and Bandai [36] appears reasonable
here.

A potential for further optimisation is especially seen on the cyber
level, since the here performed decision processes determine the effi-
ciency of the overall system. The presented system architecture in this
study can be used as a framework for further investigation of applica-
ble strategies of artificial intelligence or machine learning on cyber-
physical facades to improve the goal-oriented behaviour of such sys-
tems.
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