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ABSTRACT

Blockchain technology is heralded for improving trust and can
provide a new approach for creating transparency and promoting
accountability of government activities. However, it is still not
clear how and in what ways blockchain technologies can improve
this. This study examines the mechanisms and capability of
blockchain technology to contribute to improved transparency and
accountability in government. We use a set of system
transparency and accountability concepts and mechanisms to
critically assess the capabilities of blockchain. By means of a
land registration case in Indonesia, we investigate the effects of
blockchain on the transparency and accountability of the system.
Creating transparency and accountability might be more difficult
than expected, as non-technical issues need to be addressed.
Based on our assessment we discuss key issues, including digital
ID, privacy, interoperability, connectivity and technology aware
population, computational efficiency and storage size,
acceptability, check and control mechanism, data validity, digital
signature, algorithm transparency, law and regulation support, and
dispute resolution, that must be considered in developing a
transparent and accountable blockchain-based e-Government
system.
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1 INTRODUCTION

Transparency and accountability can be used as an instrument to
improve public services delivery, better budget utilization, to
attract more citizen engagement, prevent fraud and corruption,
and increase trust in government [20, 36]. Transparency and
accountability promote orderly and efficient functioning of
government organizations and in turn can enhance economic
performance in a country by encouraging more credible
government policies [55].

However, empirical evaluations have found that the impact of
transparency and accountability initiatives are often limited and
can result in undesirable effects since the initiatives often induce
polarization, indecision of government officials, and dysfunctions
in government [14]. Some challenges need to be considered in
improving transparency in public services such as: the reluctance
of governments and social elites to avoid personal risks, lack of
proper mechanisms for establishing transparency,
misinterpretation and misunderstanding of information, and
transparency may cost more money [1, 20].

The use of information and communication technology (ICT)
in government, often named e-Government or digital government,
has been advocated by governments globally to improve
transparency and accountability [25]. Nevertheless, most ICT
initiatives for transforming government organizations towards
being transparent and accountable fail to achieve their intended
outcomes [49]. Current e-Government systems still have limited
access to public service information (data, processes, decisions),
entail complex business processes, and are inefficient and costly
in their daily operations [29]. Especially in developing countries,
high levels of fraud and corruption [17] along with a low index of
information transparency and accountability [60] encourage the
need for more specific and effective solutions that address these
specific challenges.
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Blockchain types
Public Private
Permissionless Permissioned Permissionless Permissioned
Participants Anonymous Identified Identified Identified
Drata access Anyone Anvone Authorized Authorized
participants participants

Initiate transactions Anyone Autharized Authorized Network operator

patcticipants participants only
Participate in the Anyone Authovized Authorized Network operator
consensus mechanism participants parlicipants only
Netwaork types Decentralized Partly Hyhrid Centralized

decentralized

Figure 1: Blockchain Types.

Blockchain technology unfolds a novel technology to create
trust among parties by facilitating transparent and accountable
transactions using an innovative combination of a distributed
architecture, cryptography, and consensus protocols [41].
Blockchain was originally introduced by Satoshi Nakamoto [44]
to store and share transactions of the Bitcoin cryptocurrency. A
blockchain is a distributed ledger in which data (can be a record, a
contract, cryptocurrency or other types of information) are stored
in a chain of data packages (blocks) and shared across a peer-to-
peer network [44]. Each block consists of a unique hash value,
which cryptographically commits to the contents of the block, a
timestamp, the previous hash value and the transaction details
[48]. Transactions have to be verified through a consensus
mechanism before they are added to the blockchain and all nodes
in the blockchain network hold a copy of the blocks [44].

To perform a transaction, a user has to sign the transaction
digitally [44]. Each user owns a digital signature, a pair of private
key and public key based on an asymmetric cryptographic
mechanism to validate the authentication of the transaction [45].
The private key that shall be kept confidential is used to sign the
transaction [44]. Then a timestamp is added as a proof of the data
existence at the time [44]. Subsequently, the block is broadcasted
to all the nodes in a decentralized network, which will then act as
validators for the transaction by using a specific consensus
mechanism. The consensus mechanism consists of a set of rules
and procedures that allows to maintain and update the ledger and
to guarantee the trustworthiness of the records in the ledger and to
prevent double spending [48]. If the majority of nodes in the
network agree on the validity of transactions in a block and on the
validity of the block itself, the transaction is recorded in a new
block and linked to the previous chain of blocks with a
cryptographic hash function as a link to the previous block [44].
In this way, blockchain provides a secure, decentralized,
persistent, fault-tolerant and auditable transaction platform which
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allows for a transaction to take place in a decentralized fashion
without the need of a central intermediary [44].

Depending on its purpose, blockchain technology comes in
many different possible architectural configurations to which
access and control to data is allowed. These configurations
constraint which users have permission to read or write the data
and who will participate in the consensus mechanism [56]. Based
on the access and control to data, blockchain can be categorized
into four main types as shown in Figure 1 [27, 46, 48, 56, 62]. A
public or private blockchain determines who has access to read
data on the ledger whereas permissionless or permissioned
blockchain regulates who can initiate transactions and participate
in the consensus mechanism [46].

A public permissionless blockchain allows anyone to join and
participate in the blockchain network, meaning that they can read
data on the ledger, initiate transactions, and participate in the
consensus mechanism. In public permissioned blockchain, even
though anyone can read the data, only authorized participants are
allowed to initiate transactions and are involved in the consensus
mechanism. Moreover, in private permissionless blockchain, also
known as consortium blockchain, only authorized participants
allow to read data on the ledger, initiate transactions, and
participate in the consensus mechanism. A private permissioned
blockchain allows only network operator to initiate transactions
and participate in the consensus mechanism while authorized
participants are only able to read the data.

Governments need to select the most appropriate type of
blockchain architecture for a particular application scenario since
there are trade-offs for every blockchain type [46]. Some aspects
such as access control, data ownership, security, privacy,
availability, interoperability, scalability, transaction cost, and
performance should be taken into account in design decisions [9,
46, 48, 62].
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An important field of application for blockchain is the smart
contract. The concept of smart contract was originally introduced
in 1994 by Nick Szabo [53]. However, technological availability
at the time was considerably behind the theory level so the idea
was never implemented in practice. After Satoshi Nakamoto
introduced the blockchain technology in 2009, the construction of
smart contract platforms became possible. A smart contract is
essentially a piece of software that stores rules for negotiating the
terms of an agreement in the blockchain, automatically verifies
the fulfillment and then executes the agreed terms [8]. While a
standard contract outlines the terms of a relationship (usually one
enforceable by law), a smart contract enforces a relationship with
cryptographic code that contains value and only unlocks it if
certain conditions are met [8].

Smart contracts can increase the reliability of transactions and
facilitate exchanging of money, property, shares, service, or
anything of value in an algorithmically automated and conflict-
free way [11]. Hence, smart contracts can implement a wide range
of applications, including financial services, life sciences and
healthcare, technology, media, telecommunications, energy and
resources, public sector, and across industries [57].

Some key characteristics of blockchain technology such as the
distributed architecture, immutability, and auditability provide
useful ways to enhance transparency and accountability of
government activities [6, 26]. Blockchain can be a solution for
environments that lack the trust function of a central authority or
trusted third parties [37]. Therefore, blockchain technology can be
an appropriate solution for developing countries since they are
more vulnerable to fraud and corruption. With the use of the
technology, every transaction in public services can be recorded
more securely and persistently and enables better transparency
and subsequently can improve accountability of government
activities.

However, to date, there have been limited attempts to examine
the mechanisms on how and in what way blockchain can enhance
transparency and accountability in government organizations.
Most work tends to focus on the idea, potential benefits, current
issues, potential use, approach and evaluation of blockchain
adoption [2]. Therefore, it is unclear whether blockchain
technology will in fact be feasible for enhancing transparency and
accountability in government organizations. This study evaluates
the contribution of blockchain towards transparency and
accountability in e-Government systems.

In the following section, we describe the research approach of
our study. In Section 3, we discuss the concepts, types, and
mechanisms of transparency and accountability. This is followed
by an illustration of the case of the land registration system in
Indonesia in Section 4. Section 5 examines the contribution of
blockchain in improving transparency and accountability. In
Section 6, we analyze some issues that should be considered in
developing transparent and accountable blockchain-based e-
Government system. The paper concludes with a summary and
reflection on the potential of blockchain technology to enhance
transparency and accountability.

i,
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2 METHODOLOGY

As discussed in the previous section, due to the novelty of
blockchain technology, there is limited existing knowledge on
how and in what ways blockchain can enhance transparency and
accountability in government organizations. Therefore, this study
is of explorative and conceptual nature. In this study, we present
an in-depth analysis of the land registration system in Indonesia to
explore how and in what ways blockchain technology can
improve transparency and accountability. The choice for the land
registration system in Indonesia is motivated by its high relevance
for the functioning of the public sector and the considerable
impact in economic growth, especially in developing countries. A
trusted land registry system allows for legal stability in land
ownership which is at the basis of many economic activities for
businesses and citizens alike towards innovation and welfare.

To critically assess the capability of blockchain technology to
enhance transparency and accountability in the land registration
system, we use the types of transparency by Bannister & Connolly
[1] and accountability mechanisms by Vance, Lowry, & Eggett
[58]. Based on the types of transparency we investigate how
blockchain can contribute to generate each type of transparency.
Likewise, we verify in what ways blockchain can assist to
produce each mechanism of accountability.

Furthermore, we analyze the case to capture socio-technical
aspects which must be considered in designing a blockchain-based
land registration system. The socio-technical aspects are important
to understand how human, social, and organizational factors
interact and influence the functionality and usage [3] of the
blockchain-based registration system. This understanding will
help to increase stakeholders acceptability and will enhance the
expected contribution of blockchain to transparency and
accountability.

3 TRANSPARENCY AND
ACCOUNTABILITY IN PUBLIC SECTOR

Transparency and accountability are interrelated and mutually
reinforcing concepts and refer to a broad range of processes,
actors, and power relations [19]. Transparency is a necessary, but
not a sufficient condition for ensuring greater public
accountability [25]. Making information available through
transparency initiatives is an important first step toward increasing
accountability [38]. In democracy, where citizens delegate
authority for decision making to public organizations,
transparency and accountability function together to produce the
information that citizens need to assess and validate the actions of
their governments [34]. Hence, transparency promotes
accountability by providing the public with information about
what the Government is doing.

There are many definitions and conceptualizations of
transparency. Generally, the term of transparency is linked to the
notion of openness. Transparency at its simplest is “the ability to
look clearly through the windows of an institution” [7, p. 105].
Zhu [63] define transparency as “the degree of visibility and
accessibility of information” (p. 670). These views suggest that
transparency is most appropriately conceptualized as a perception



RIGHTS

Unraveling Transparency and Accountability in Blockchain

of information. Moreover, transparency is generally defined “as
the open flow of information amongst stakeholders” [26, p. 47]. In
a governmental context, governmental transparency is defined as
“the ability to find out what is going on inside government” [47,
p. 5].

Transparency can make democracy stronger in several ways.
When citizens can observe the workings of government, they can
become more involved in what government does [33].
Government transparency empowers citizens as they are more
able to express their views about policy decisions that affect them.
Transparency makes democracy stronger also by encouraging
government officials to perform better, because if the government
is more open, they are more likely to be held accountable for their
decisions, both good and bad [1]. Similarly, a more open
government makes it easier for the media and watchdog groups to
expose, and therefore deter improper or otherwise undesirable
influences on policymakers [5]. In short, transparency enhances
democracy by giving citizens a greater voice in what government
does, and promoting government action that advances the interests
of all, not just a privileged few.

Bannister and Connolly [1]
transparency, which are:

identify three types of

e Data transparency, related to the facts and figures of
government. This type of transparency calls to answer what
information is needed, who are involved, when and where it
happens. Data transparency can be enabled by providing
accessible, understandable, versatile and up-to-date
information online for the public.

e  Process transparency, refers to information on the steps,
behaviors, and interactions in various processes of
government. This type of transparency needs to answer how,
when, and where something is performed. Process
transparency can be facilitated by presenting information
regarding the activities and procedures and providing
tracking technology of the process.

e Decision transparency, concerns with the intentions and
rationale for the decisions, actions and policies of the
government. This type of transparency requires to answer
why and how a decision is made. Decision transparency can
be delivered by publishing textual explanations related to
reasons justifying decisions and/or records created during
decision-making processes.

While transparency creates a window into the world of
government operations, accountability provides a measure on how
government is performing. When a government holds itself
accountable to citizens, it shows them how and why decisions are
made, offers measures of whether public policy is successful, and
presents areas where business and citizens can become involved
to help the government to meet goals [52].

Accountability can be defined as “the right of some actors to
hold other actors to a set of standards, to judge whether they have
fulfilled their responsibilities in light of these standards, and to
impose sanctions if they determine that these responsibilities have
not been met” [23, p. 29]. This entails that holding someone
accountable requires the specification of outputs and outcomes in

i,
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order to measure results and to link them to goals that have been
set, in accordance with the norms of management practice. Being
accountable implies a responsibility for one’s actions and their
consequences [51]. This, of course, suggests a direct causal
relationship between actions and results [4], a point of contention
for program evaluators.

Furthermore, Vance, Lowry, & Eggett [58] identify three
system mechanisms that promote accountability, which are:

e Identifiability: refers to a person’s knowledge that his outputs
could be linked to him. Identifiability is a necessary
facilitator of accountability because this mechanism informs
a person that his or her actions can be traced back to him or
her and that he or she can therefore be made responsible for
those actions;

e Monitoring and evaluation: related to the process of
watching or tracking a person’s activities and the belief that
another party will assess a person's activity according to
some normative ground rules and with some implied
consequences:

e Social presence: concerns with the effects of increased
conforming behavior in the presence of another person in the
system.

In summary, transparency determines the availability of
information to assess the authorities' performance and to prevent
any potential misuse of powers. Thereof, transparency acts as an
enabler for achieving accountability, to hold authorities
responsible for their actions. In turn, transparency and
accountability will increase trust of citizens in the functioning of
the government.

The types of transparency and the mechanisms of
accountability will be used in the next section as the guidelines to
verify the contribution of blockchain technology to improve
transparency and accountability in a land registration system in
Indonesia.

4 CASE STUDY: LAND REGISTRATION
SYSTEM IN INDONESIA

According to the Basic Agrarian Law (BAL) Act No. 10 of 1960
[21], land administration in Indonesia aims to provide legal
certainty on the ownership of a specific parcel of land by
providing three components: cadastral mapping, written legal
instruments and effective land registration. Furthermore,
Government Regulations No. 24 of 1997 about Land Registration
provides definitions, criteria, and mechanisms of land registration
[22]. This regulation also provides the legal protection for right
holders of the land parcel. Registration is necessary for evidence
of legal validity of land transfer actions for sale and purchase, gift,
auction, exchange, inheritance, annulment, and cancellation of
rights and encumbrances. The land registration process in
Indonesia includes measuring, surveying and mapping of land, the
registration of rights, and issuance of certificates of rights, the
entire procedure is presented in Figure 2. In the next paragraph,
we follow the procedure from the start of application towards the
final registration.
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Figure 2: Land Registration Process in Indonesia

The procedure for obtaining a land title is started by submitting
application documents to the Land Registry Office (LRO). Staff
from the LRO then checks the completeness and validates the
documents submitted. Then, the applicant is asked to pay for
survey and measurement costs. After the survey and measurement
costs are paid, the application is referred to a surveyor for field
check and parcel measurement. Based on the field check and
parcel measurement, the parcel is plotted. Later, a parcel map and
letter of measurement are produced for land registration. In the
meantime, a Land Committee, an ad-hoc committee composed of
a representative from the LRO, a representative from the village
involved, and other individuals from the area who are familiar
with the land, announce this land registration request to the public
to find out whether there is any conflict to the land tenure. In case
there is any conflict, then the process goes to court for mediation
or litigation. After agreement, the head of the LRO approves the
land status and the Land Committee issues a decree of the right
granted and submits it to the land registration system. At this
point, a certain amount of money is charged to the applicant for
the land registry right. Finally, the parcel is registered to the land
book and a land certificate is issued to the new land owner.

From this case, it can be seen that the land registration process
in Indonesia is very complex due to the number of organizations
involved and the many activities that are required for its
fulfillment. Such complex business processes lead to costly and
time-consuming processes. Around 70% of the world’s
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population, mostly in developing countries, have difficulties to
access the land registration system due to expensive and complex
land administration processes [32]. Moreover, the land
registration process does not reflect transparency and
accountability since the process tends to be closed and no media
can be used as a tool to monitor the process of land registration.
Lack of transparency and accountability in land registration
processes allow several parties (individuals, government officers,
or legal entities) to capture and create opportunities for fraud and
corruption [39]. Roughly 21% of people around the world report
that they paid a bribe for land services [15]. This lack of
transparency can make it harder for affected people and
governments to hold certain parties accountable for land use
decision-making and any sort of violation they commit. In the
next section, we explore how this process can be improved by
using blockchain technology.

5 PROMOTING TRANSPARENCY AND
ACCOUNTABILITY THROUGH
BLOCKCHAIN TECHNOLOGY

Whereas digital systems have already improved access to
information and increased transparency, blockchain may be able
to offer further advantages owver existing digital systems.
Blockchain is widely announced to be a backbone of the
circulation of digital assets, powering any kind of services by
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transparency and accountability [26]. There are three main
arguments why blockchain is chosen to be a solution with great
benefits and maybe no alternatives: records (i.e. certificates,
transaction records, digital ID, etc.) in blockchains cannot easily
be manipulated, it can prevent double spending/transactions, and
rules and requirements can be embedded into a smart contract
application which makes it very difficult to manipulate the
process.

In the case of the land registration system in Indonesia, a
smart-contract-based application could be utilized as the backbone
of the system. Predefined rules and requirements of each step in
the land registration process could be embedded into the smart-
contract-based application. Then, the results of each step in the
land registration process as described in Figure 2 will be recorded
in the blockchain.

For example, envision two citizens, a buyer and a seller who
have negotiated the sale of a parcel and wish to register their sale
parcel with the local authorities. They would proceed to the land
registration system that is now powered by the blockchain
technology. This blockchain-based system then handles the
process following the predefined rules. Some steps in the process
such as payment and data updating can be done automatically by
the smart contract whilst some other activities such as survey and
measurement might still have to be done manually due to the
lacking or untimely availability and accuracy of the land data in
developing countries. The output of each step is then recorded in
the blockchain. The process can only move on to the next step if
predefined conditions in the previous step are met. After all of the
registration steps are fulfilled, the transfer of ownership is
automatically completed.

Given the typed of transparency by Bannister & Connolly [1]
and accountability by Vance, Lowry, & Eggett [58], we examine
the blockchain-based land registration system to reflect the
capability of blockchain in enhancing transparency and
accountability.

e  Data transparency

Each of the transactions, represented as a block, is
broadcasted across the network and validated by the nodes in
the network using a specific algorithm. Once validated, the
block will be added to the previous block in the ledger and
recorded by all nodes in the network [47]. In this way,
anyone at any time can verify every transaction data made on
the blockchain, which will lead to data transparency.

By utilizing blockchain technology, parcel data,
transaction data, land ownership data, etc. will be secured
with a blockchain and broadcasted across the network. The
blockchain logs all validated transactions in a sequence. This
means the system is fit for checks on ownership, titleholders
and so on. It will therefore be easy for authorized parties to
verify information. These parties would usually be actors
who are part of the process: buyers, sellers, banks, notaries,
real estate agents, etc. As an example, involved parties will
have easy access to information about the ownership,
previous owners history, and parcel data (map, size, etc.).

e  Process transparency
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Since all nodes in the transaction can view the ledger,
everyone can agree on how the transaction is progressing
while it is ongoing, and how it went once it is completed.
Moreover, data on the blockchain is “hashed” and linked to
the hash of the previous block [44]. Small changes in the data
will result in major changes in the hash value. In this way,
blockchain will provide good data integrity and traceability
due to the ability to maintain the history of all transactions
ever made. These mechanisms will lead to process
transparency.

Using smart-contract-based application as the backbone
of the land registration process, actors who are part of the
process have to confirm what they are doing at various steps
in the registration process. Every decision that actors made in
the registration process will be recorded and linked to the
previous decision. Hence, the system will provide
traceability of all transactions ever made in the system. For
example, in the land registry process, the process of land title
transfer starts with the documents submission step, then
followed by documents verification and continues until the
new land certificate is received by the new land owner. The
process can only move to the next step if only the
requirements or conditions in the previous step have been
fulfilled. In this way, an applicant will be able to monitor
what is the progress of his application, the results of each
step, and who made decisions in certain steps.

Decision transparency

In a smart contract, a set of predefined rules and
requirements for negotiating the terms of an agreement is
stored in the blockchain [8]. If and when the pre-defined
rules and requirements are met, the agreement is
automatically executed and the process will move on to the
next step. The smart contract facilitates, verifies, and
enforces the negotiation or performance of an agreement.
This results in the trustworthiness of the contractual
execution and can improve decision transparency.

In the land registration system, the rules and requirements
for each step in the process are stored in the smart contract.
In this way, it will be very difficult to change the rules or to
bypass the requirements compared if the rules are enforced
by the officer.

As an example, if an applicant submits a set of documents
to register a land parcel, after checked and verified by a land
registry officer, the smart contract then executes the next step
to ask for more documents if the submitted documents have
not been completed or to send an invoice to pay the costs for
measuring the parcel. Therefore, decisions that are made by
the land registry officer will be recorded in the blockchain
and parties involved can check why a certain process is
halted or continued according to the rules.

Identifiability

The use of asymmetric cryptography to validate the
authentication of transactions ensures that the source of
transactions is legitimate proving that a particular party is
authorized to do something [45]. Once a party has performed
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a particular action, others can be certain that a particular
party indeed performed that action. Therefore, the use of
asymmetric  cryptography supports the identifiability
mechanisms for accountability.

A land registration tells us who has what rights to which
parcel, so certainty around the “who” is critical. It is
desirable to associate land ownership with a specific person.
Moreover, the actors who are going to be involved in the
process have to be identified. Although blockchain
technology was built not to share identity data with the
participants in the network, an external validated identity
system can be used to access the land registration system.
Hence a digital ID system is required to support the
functioning of the blockchain-based land registration system.
Monitoring and evaluation

Distributed records of transactions provide the possibility
of all participants in the network to monitor the progress of
ongoing transaction activity and the results of completed
transactions. When a new transaction comes into a
blockchain, all nodes in the network must execute a specific
algorithm to evaluate and verify the transaction data
(signatures, rules, and transaction history) proposed [56]. If
the majority of the nodes come to a consensus that the
transaction data is valid, the new block of transactions is
accepted into the ledger and added to the chain of
transactions. This consensus protocol reflects the evaluation
mechanism of accountability.

Blockchain technology has made it possible to monitor all
activities in the land registration process. Each decision made
by involved actors will be recorded in the blockchain along
with the history of the previous decision. In this way, it will
be easy to monitor or to trace decisions that were ever taken
in the system. Since every decision can be monitored and
traced, it will be easy to hold specific actors responsible for
certain decisions. The actors have to take responsibility for
the decisions they made throughout the chain of the
registration process. As an example, if an officer tried to
manipulate land parcel data, it will be easy to find who is
responsible for the manipulation and to formulate the
consequences that need to be taken, based on the registered
data.

Social presence

The presence of considerable nodes in the network and
the consensus mechanism between the nodes to validate the
transactions ensure the entire network collectively agrees
with the transactions.

Accordingly, every decision in the land registration
process needs to be approved by parties involved in the
system. Therefore, the parties involved in the process must
be aware that their decision will involve other parties in the
system, it will be very tough to hide their decision in the
system without this being known by others. This condition
will effect conforming behavior of parties in the system
caused by the presence of other parties.
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From the land registration case, it can be seen that a
blockchain-based land registration system can support the
transparency types by Bannister and Connolly [1] and
accountability mechanisms by Vance et al. [58]. Hence, a clear
and verifiable record of transactions in blockchain could boost
transparency and accountability of the land registration system.

Blockchain is not a set of simple tools that straightforwardly
allow solving organizational problems. Blockchain encompasses
properties which enable organizations to frame the causal
connection of the organizational practices, events, and processes
they mediate [56]. Consequently, as long as current processes,
people, cultures, and structures remain unchanged, the potential
benefits of blockchain technologies cannot be fully realized.
Designing complex socio-technical systems such as e-
Government systems is not only about a technological aspect, but
it also requires coordination of the behavior of stakeholders that
are organized through institutional arrangements to regulate the
positions and relations between stakeholders [35]. Therefore, in
the next section, we analyze some design requirements from
technological and institutional aspects that should be considered
to make the system able to generate transparency and
accountability properly.

6 DESIGN REQUIREMENTS

Based on the case study in the previous section, we briefly review
several requirements from the technological and institutional
perspective which must be considered in order to support
transparency requirements and accountability mechanisms, as
presented in Table 1.

Table 1: Transparency
Requirements

and Accountability  Design

Aspects Design Requirements

Technology Digital ID
Privacy
Interoperability
Connectivity and a technology-aware population

Computational efficiency and storage size

Institutional Acceptability
Check and control mechanism
Data validity
Digital signature
Algorithm transparency

Law and regulation support

In general, blockchain technology is still very nascent [2] and
comes in many different possible architectural configurations
favoring functional and performance aspects in order to meet
specific business goals [56]. Therefore, it is essential to consider
some technological aspects such as privacy, scalability, and
interoperability to support blockchain to achieve its goal in
improving transparency and accountability.



RIGHTS

dg.0 2019, June 18-20, 2019, Dubai, United Arab Emirates

In order to provide valid identity in the land registration
system, the possession of public and private keys are not
sufficient. Verification of identity is indeed a paramount
requirement for the system to work, imposing a digital ID
requirement on all parties involved in the land registration
process. A public permissioned blockchain is needed if registries
want to ensure only parties who have validated their real identity
to the satisfaction of the authorities that are responsible for the
transactions. Therefore, a digital ID is required to do the
transaction in the blockchain-based land registration system. In
this way, we can ensure the legal status of the parties transacting a
land parcel and authorized parties that involved in the transaction
while still preserving the transparency since public permissioned
blockchain allows anyone to read data in the ledger.

To be able to provide data transparency, the system must be
able to disclose relevant data publicly. The data that should be
public according to the law can be opened to the public and those
which should be confidential will stay. However, data
transparency often conflicts with privacy issues [12]. Therefore,
data privacy issues and compliance with legal aspects such as, for
example, the European GDPR (General Data Protection
Regulation) must be considered. One main issue with the
blockchain is that it is complicated to exercise people’s ‘right to
be forgotten’ since that would require modification or deletion of
transactions that include personal data on the blockchain [18].
There may be conflicts between public registries and deleting
personal information. In this case, “read/write” and “consensus
management” rights can only be granted by a centralized
organization, such as a land registry authority. Consequently, a
public permissioned blockchain should be used where only
authorized institutions or individuals have pre-defined roles to
clear transactions per their legally-defined function [23].

The land registration system will also need to be integrated
with existing systems and processes, primarily banks, real estate
agents, and the tax authority. To allow this, standard protocols for
interoperability between multiple blockchain-enabled systems
need to be developed to support joint operation.

The social presence in the blockchain technology is supported
by a consensus mechanism that attracts more participation from
involved parties in decision-making processes. However, in order
to be able to participate in such processes, access to a good ICT
connectivity such as the internet should be available. Moreover,
parties involved need to be able to use the land registration
application which requires basic ICT skills. These two boundary
conditions are challenging in developing countries [16, 30].
Appropriate approaches are needed to bridge the discrepancy of
ICT connectivity and ICT skills in developing countries.

Furthermore, consensus mechanisms vary across different
blockchain technologies. Every consensus mechanism brings
advantages and disadvantages based on different characteristics
such as speed of transactions, energy efficiency, scalability,
censorship-resistance and tamper-proof [56]. We need to carefully
decide which mechanism fits with our needs by considering the
requirements of the land registration system or e-Government
systems in general.

i,

211

F. Rizal Batubara et al.

Meanwhile, from an institutional perspective, the coordination
of the positions, relations, and behavior of the parties that are
involved in the system need to be organized through institutional
arrangements [35]. Some institutional aspects such as
acceptability, data validity, digital signatures, and law and
regulation support need to be taken into account when designing
the system. These arrangements are necessary for the system to
function.

Blockchain technology shifts the balance of control power
from institutionalized organizations or institutions to technical
systems [42]. There will be fewer checkpoints to guide and assist
the flow of data/information. As a result, blockchain could lose
the ability of an organization to monitor and control the activities
of disparate actors through existing means. Moreover, blockchain
technology has the potential to reduce and at least change the role
of intermediaries [13] such as notaries in the land registration
system. These reasons are the primary concern of organizations to
be hesitant to accept blockchain technology due to the loss of
control and business opportunities [10]. Organizations assume that
their role will be ignored so they will not support the
implementation of a technology that will result in them being left
behind. In this sense, we should not bypass the role of
intermediaries in the system. The intermediary role is still
required to provide check and control mechanism in the system
but may be different from before due to the built-in trust in the
blockchain-based system. A well-functioning land registration
system should still consist of check & control mechanisms [59] to
prevent fraudulent activity in the transactions. As an example,
someone can force others under threat to sell their land at prices
far below the market price, then do the transaction using
blockchain-based land registration systems. In this case, the
notary can check the fairness of the transaction price and report to
the respected authority about suspected fraudulent activity.

One of the merits of a blockchain is that it is very difficult to
manipulate the data once stored [48], so it is essential to make
sure that any input data is accurate before processing into the
blockchain to prevent the issue of garbage in — garbage out [40].
Blockchain does nothing to improve the reliability of inputs.
Therefore, a data validation mechanism should be established to
guarantee the validity of data inputs.

Since blockchain runs in a digital environment, a digital
signature to sign transactions or contracts is needed. Digital
signatures provide a layer of validation and transmission for
public key encryption databases in digital records [31]. In
consequence, legal certainty of the digital signature must be
supported. Moreover, the legal recognition of a digital signature
or e-signature is a crucial aspect to be taken into account should a
blockchain solution be envisaged.

Although the algorithm can be stored in the blockchain to keep
its integrity [8], complex algorithms can be understood and
assessed on its proper execution by only a few people which may
reduce user trust. Hence, an illustration of the working, use, and
impact of an algorithm which is easy to understand should be
made available to the public.
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Law and regulatory support are essential to ensure that a user
has legal certainty as to the law to determine the rights and
obligations of the parties to the agreement and which courts will
handle any disputes [61]. However, blockchain-based applications
still lack legal and regulatory support [43, 54]. Some of the legal
and regulatory issues are: liability (as a result of the lack of
intermediaries, regulators could be faced with some level of
difficulties), responsibility (each participant should accept the fact
that each participant takes their own risks since no authority exists
to control or regulate the transactions), dispute resolution (there is
no central actor, this requires a reconsideration of current
mechanisms for solving disputes), enforcement (difficult to
structure all transactional terms by total reliance on blockchain),
and cross jurisdictional boundaries (as the nodes on a blockchain
can be located anywhere in the world). Therefore, clear legal and
regulatory support are required to provide for a legal status for the
blockchain-based transactions.

From this case, it can be seen that some aspects related to
institutional structure that coordinates the positions, relations, and
behavior of stakeholders cannot be solved by blockchain
technology alone. It requires institutional arrangements that
regulate the coordination of the positions, relations, and behavior
of stakeholders necessary to make the system function [35].
Hence, designing e-Government system is not only about a
technological aspect, but it also requires institutional
arrangements to achieve organizational goals and broader
acceptance.

7 CONCLUSION

In this study, we demonstrated the mechanisms and ability of
blockchain technology to support transparency and accountability
improvement in an e-Government system. The land registration
case illustrates how blockchain can contribute to enhance
transparency and accountability. Furthermore, we assessed some
socio-technical aspects that should be considered in developing
transparent and accountable blockchain-based e-Government
systems. e-Government systems based on the blockchain
technology, implying decentralized architecture, immutability,
and auditability, offer a potential solution in improving
transparency and accountability in government processes if
certain conditions are met.

However, from this study, we found that technology is not a
panacea for solving the transparency and accountability problems.
Blockchain technology only plays a small role in building
transparent and accountable systems. There are considerable
institutional aspects which cannot be resolved by the technology
such as acceptability, check and control mechanism, data validity,
digital signature, algorithm transparency, legal and regulation
support, and dispute resolution that need to be introduced in
addition to the technology. This suggests the importance of taking
into account these aspects for developing blockchain-based e-
Government systems to make the system function properly.
Without this approach, it is likely the blockchain-based e-
Government system will fail to achieve its expected benefits.
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Governments should be aware of the typical risks, limitations,
and implications of blockchain technologies, and pay particular
attention to ensure that the new blockchain-based systems provide
sufficient evidence to meet requirements related to those risks,
limitations, and implications. Hence we suggest to use a risk-
driven approach to develop blockchain-based systems that
encourages to pay more attention to high-risk and novel systems
such as blockchain technology.

The limitations of this study are linked to the generalizability
of the findings and the completeness of the technology and
institutional aspects that are important to be considered. The use
of one case in this study made it hard to generalize the findings to
broader application in e-Government systems. Therefore, more
evaluation studies are suggested to study empirical cases from the
same domain or a cross-evaluation study into blockchain-based
applications in e-Government to assess the contribution of
blockchain to transparency and accountability.
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